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PE®EPAT

Junnomuas padora: 70 crpanui, 3 riasbl, 22 pUCyHKa, 12 MCIONb30BaHHBIX UCTOYHHUKOB, 3
IPUJIOKEHUS.

KmoueBbie cioBa: BUPTYAJIbBHAS YACTHAS CETb (VPN), ITPOKCU-CEPBEP,
KPUIITOTPAOUYECKAS SAIIUTA JAHHBIX, ITPOTOKO/JIbI,
KOHONJAEHIIMAJIBHOCTD.

O0BbeKT uccie0BaHUsI: BUPTYyAIbHBIC YaCTHBIC CETH U JPYTHE PEIICHUS 3aIIUTH MHPOPMAITUN
B CETH, UX IPUMEHEHHE U CTaHAapTu3anus B Pb.

Leab padoThl: u3yueHHE IPOTOKOJIOB, IPUMEHSIEMbIX B BUPTYaJIbHBIX YACTHBIX CETIX, U3yUCHUE
U cpaBHEHHE 0€30MacHOCTH 3TUX IPOTOKOJOB, pa3paborka VPN-pemieHus ¢ MCroib30BaHUEM
0enopyccKuX KpUnrorpapuyeckiux CTaHaapToOB.

Metoabl Mcciael0BaHUs: a) TEOPETUUECKUE METOJbI: U3yUEHUE JINTEPATYPbl U 3JIEKTPOHHBIX
HCTOYHUKOB, IOCBSIIEHHBIX MPOTOKOJIAM HH(POPMAIIMOHHOW O€30IMacHOCTH; BCECTOPOHHUU
aHaJIU3 MPOTOKOJIOB U METOOB, IPUMEHSIEMbIX JUISl 3aILUThI JaHHBIX;

0) MpakTUYECKHE METOJbl: HAlKMCAaHHE COOCTBEHHOI'O MPOTOKoJa; pa3padorka VPN-pemenus,
UCTIOJIB3YIOMIET0 METOJbI 3alllMThl JaHHBIX, OIMUCAHHBIC B OCIOPYCCKHX KPUITOrpapUUECKUX
CTaHJapTax.

Pe3yabTaT: CpaBHUTEIBHBIN aHATN3 IPOTOKOJIOB M ONMCAHUE MX MPUHIIMIIA Pa0OThI; CPaBHEHUE
0€301acCHOCTH BBIOPAHHBIX IPOTOKOJIOB; pPEANIM3alUs aJTOPUTMOB ayTEHTH()UIMPOBAHHOTO
mrdpoBaHUs U XOUIMPOBAHUS U3 OENOPYCCKUX KPHUNTOrpauyecKuX CTaHIAPTOB Ha S3BIKE
nporpammupoBanus C; MoauduKanus MpoTOKOIa IMyTEM BHEIPEHUS alTOPUTMOB B PEIICHHE C
OTKPBITBIM UCX0qHBIM KomoM Wireguard.

O0JacTb npuMeHeHus: chepa HHPOPMAITMOHHOIN 0€30MTaCHOCTH B CETH.



ABSTRACT
Diploma thesis: 70 pages, 3 chapters, 22 figures, 12 sources, 3 attachments.

Keywords: VIRTUAL PRIVATE NETWORK (VPN), PROXY SERVER, CRYPTOGRAPHIC
DATA PROTECTION, PROTOCOLS, PRIVACY.

Object of study: virtual private networks and other solutions for protecting information on the
network, their application and standardization in the Republic of Belarus.

Purpose of work: studying the protocols used in virtual private networks, studying and comparing
the security of these protocols, developing a VPN solution using Belarusian cryptographic
standards.

Research methods: a) theoretical methods: study of literature and electronic sources devoted to
information security protocols; comprehensive analysis of protocols and methods used to protect
data;

b) practical methods: writing your own protocol; development of a VPN solution using data
protection methods described in Belarusian cryptographic standards.

Result: comparative analysis of protocols and description of their operating principle; comparison
of the security of selected protocols; implementation of authenticated encryption and hashing
algorithms from Belarusian cryptographic standards in the C programming language; modification
of the protocol by implementing algorithms into the open source Wireguard solution.

Scope: the field of information security on the network.



