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PEOEPAT

Junimomuast padora: 45 ctpanuil, 3 riaBbl, 6 pUCYHKOB, 28 MCIIOJIHL30BaH-
HBIX UCTOYHUKOB, 1 MpUIoZKeHNE.

Kmouesie ciaosa: DJIEKTPOHHOE I'OJTOCOBAHUE, KPUITTOI'PA-
OUYECKAA SAIINTA JAHHBIX, KOHONJIEHINA/JIBHOCTB, ITPOTO-
KOJIBIL.

O0OBbeKT ncciieJOBaHUS: TPAKTUIECKAs pean3als CUCTEM 3JIEKTPOHHOTO
I'0JIOCOBAHMS.

Ilenn pa®oThI: u3ydenne pernieHuil, NpuMeHsieMbIX PH KOHCTPYUPOBAHUH
CHCTEM 3JIEKTPOHHOI'O I'0JIOCOBAHUS, CPABHEHUE Y2Ke PeasIn30BaHHbIX CUCTEM, Pa3-
paboTKa MPOTOKOJIa JEKTPOHHOI'O TOJIOCOBAHMA.

MeTtoabl nccaeJOBAHUS: a) TeOPETHIECKUE: U3y YeHNe HCTOIHUKOB, [TOCBSI-
MIEHHBIX ITPOTOKOJIAM, IPUMEHsSIEMbIM JIJIsi OPTaHU3aIIUI 3JIEKTPOHHOIO I'0JI0COBa~
HUS; U3ydeHne KPUNTorpapuaecKux aJropuTMOB U MEXaHU3MOB, TTPUMEHSIEMbIX
JUUIST 3alThI JIaHHBIX;

0) mpakTHYecKue: pazpaboTKa MPOTOKOJIA IJIEKTPOHHOIO MOJIOCOBAHUSI.

Pe3yaprar: nsydenne peasn30BaHHBIX IPOTOKOJIOB B PA3JIMYHBIX CTPAHAX U
olrcaHue X MPUHIIAIIA PADOTHL; N3yIeHUe IIPOTOKOJIOB, KOTOPBIE IIPEI0CTABIISTIOT
BO3MOYKHOCTH HCIOJIL30BAHUS B CUCTEMAX JIEKTPOHHOI'O TOJIOCOBAHMUS; PeaI3a-
1S TTPOTOKOJIA JIEKTPOHHOI'O I'OJIOCOBAHUS € MCIOJIL30BAHUEM S3BIKA TTPOrPAM-
muposanusi Python u 6utimorek PyRankVote, PyCryptodome, OpenSSL.

Ob6JsacTh IPUMEHEeHUs: opraHu3aliyst 6€301acHOI0 JIEKTPOHHOI'O I'0JI0CO-
BaHI.



ABSTRACT

Diploma thesis: 45 pages, 3 chapters, 6 figures, 28 sources, 1 attachment.

Keywords: ELECTRONIC VOTING, CRYPTOGRAPHIC DATA
PROTECTION, CONFIDENTTALITY, PROTOCOLS.

Object of study: implementation of electronic voting systems.

Purpose of work: study of solutions used in the design of electronic
voting systems, comparison of already implemented systems, development of an
electronic voting protocol.

Research methods: a) theoretical: study of sources devoted to protocols
used to organize electronic voting; study of cryptographic algorithms and
mechanisms used to protect data;

b) practical: development of an electronic voting protocol.

Result: the study of implemented protocols in various countries and a
description of their principle of operation; the study of protocols that make it
possible to use in electronic voting systems; the implementation of the electronic
voting protocol using the Python programming language and the PyRankVote,
PyCryptodome, OpenSSL libraries.

Scope: organization of secure electronic voting.



