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PE®EPAT

Junimomuas padota: 60 c., 10 puc., 13 tadm., 15 ucrounukos, 1 npu.

Karuesbie ciaoa: CETEBOM TPA®UK, AHOMAJIMM TPADUKA,
SHTPOIINSI, OBHAPYXKEHUE AHOMAJIM TPA®UKA, MAIINHHOE
OBYUEHUE, DOPEKTUBHOCTDH KIIACCUDOUKALNN.

OO0beKT HCCIeAOBAHMS: AITOPUTMBI KJIacCU(PUKALUU HHTEpHET Tpaduka,
OCHOBaHHBIC Ha SHTPOITHH.

Leap uccieq0BaHusi: WCCICIOBAHUE BO3MOKHOCTH MPUMEHEHUS YHTPOIHUU
JUTSL aHAJIN3a CETeBOTO TpaduKa.

MeTtoabl wucceAOBaHHMAA: a) TEOPETHUCCKHE: W3Y4YCHHE JIUTEpaTypHl,
MOCBSIIIEHHON COBPEMEHHBIM IMOAXO0JaM K OOHApYy>KEHHIO aHOMaJIHil CEeTEeBOro
TpaduKa, UCIOJB30BAHUIO HHTPONUU JUIA  KIacCU(UKAIMU  JIaHHBIX. 0)
MpaKTUYECKUE: pa3padOTKa aJropuTMa KiiacCu(puKalyy TaHHBIX CETEBOr0 Tpaduka ¢
WCITIOJIb30BAaHUEM PA3IMYHBIX BUIOB SHTPOIMH U METOJOB MAIIIMHHOTO O0y4YEHUS.

IHonydyeHnHble pe3yjbTaThl U UX HOBH3HA: ObUIM peain30BaHbl 3 aJIrOpUTMA
KJ1accu(UKaIMy JaHHBIX CETEBOro TpadukKa, MPOBEJAEHBI SKCIIEPUMEHTHI, BBHITIOJHEH
aHanu3 3((HEKTUBHOCTH PEeaTU30BaHHBIX METOIOB.

O6s1acThb BO3MOKHOTO TPAKTHYECKOT0 MpHUMeHeHUsi: uH)opManmoHHas
0e30MacHOCTb, aHAJIN3 CETEBOTO TpaduKa, CUCTEMbl OOHAPY>KEHUSI BTOPKEHUH.



PODEPAT

Heimuiomuas mpana: 60 c., 10 man., 13 Tabu., 15 kpeinin, 1 npeIki.

Karouaspin caoBbl. CETKABBI TPA®IK, AHAMAJII TPAO®DIKY,
DHTPAIIIS, BBIIYJIEHHE AHAMAJIII  TPA®IKY, MAIIBIHHAE
HABYYAHHE, D®EKTBIYHACIb KJIACIDIKAIIBII.

AO’eKT JacjieflaBaHHA. aJIrapbIiTMbl Kiacidikaipbll 1HTIPHAT Tpadiky,
3aCHaBaHBIsSI HA SHTpaIii.

Hpab pacaenaBaHHsA: Jaciie/JaBaHHE MardbIMacill IPbIMSHEHHS SHTpaIil JJIs
aHaJi3y ceTkaBara Tpagiky.

Metaapl JacielaBaHHS: a) THAPITHIUHBISA: BBIBYYdIHHE JIITapaTyphl,
MpbICBEYaHAl Cy4YacHBIM IaJbIX0OJaM Jia BBIAYJICHHS aHaMalidl ceTkaBara Tpadiky,
BBIKAPBICTAHHIO  OSHTpamil  Juis  Kiaciikaubli  JaA3eHbiX. 0)  MPaKTHIYHBIS:
pacmparioyka anrapbITMy  Kiacidikamplli  JaJ3€HbIX — ceTkaBara Tpadiky 3
BBIKAPBICTAHHEM PO3HBIX BiJay SHTparii 1 MeTajay MalllblHHAra HaBy4aHHS.

ATpbIMaHbIsl BbIHiIKI i iX HaBi3Ha: Obull poamizaBaHbl 3  alrapbITMy
KJiacipikanpli Jaa3eHbIX ceTkaBara Tpadiky, IpaBe3eHbl HIKCIIEPIMEHTHI, BHIKAaHAHBI
aHai3 A(eKThIYHACII pIalii3aBaHbIX METaay .

BoOaacubr MarysiMara mnpakThlYHAra TMPbIMSHEHHS: 1HdapMalbliiHas
Osicrieka, aHai3 ceTkaBara Tpadiky, CICTIMbI BBISIYJICHHS YBapBaHHSY .



ANNOTATION

Degree paper: 60 p., 10 ill., 13 tab., 15 sources, 1 app.

Key words: NETWORK TRAFFIC, TRAFFIC ANOMALIES, ENTROPY,
TRAFFIC ANOMALY DETECTION, MACHINE LEARNING, CLASSIFICA-
TION EFFICIENCY.

Object of research: entropy-based Internet traffic classification algorithms.

Purpose of research: investigation of the possibility of using entropy to ana-
lyze network traffic.

Research methods: a) theoretical: the study of literature devoted to modern
approaches to the detection of network traffic anomalies, the use of entropy for data
classification. b) practical: development of an algorithm for classifying network traf-
fic data using various types of entropy and machine learning methods.

Obtained results and their novelty: 3 algorithms for classifying network traf-
fic data were implemented, experiments were conducted, and the effectiveness of the
implemented methods was analyzed.

Area of possible practical application: information security, network traffic
analysis, intrusion detection systems.



