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O0beKkT mccaeq0BAaHUSI — MATEMAaTHYECKUE MOJEIU IO0JIb30BaTEIEh
CUCTEMBI ayTeHTU(HUKAIIMUA, METOABI YCTPaHEHHUsS aucOalaHca KJIAacCOB, a TaKXKe
METO/Ibl OMHApHOM KiaccU(UKAIUU, TPUMEHUMbIE C BBICOKON 3P (HEKTUBHOCTHIO
JUTSL 3aIACEN KypHaJa ayJauTa.

Heap pabdoTbl — co3gaHHWE NPOrpaMMbl, KOTOpas IO 3alucsiM KypHala
ayauTa v MPEabIAYyIIeH HCTOPUN aKTUBHOCTHU MOJIb30BATEINIEH C BBICOKOW TOUHOCTHIO
OyZIeT HaxoJWTh TMOJO3PUTEITHHYI0 AaKTUBHOCTh, CBSI3AHHYIO C AaKKayHTaMH
ITOJIb30BATEIICH.

MeToabl HCCHAENOBAHUAA — TEOPETUUYECKUE: W3YUYCHUE JIUTEPATYPHI,
MOCBSIIEHHON MeToJaM KiaccuuKkaluu, B TOM 4YHUCIE HecOalaHCHUPOBAHHBIX
KJIACCOB, CIMIOCOOBI OLIEHKU pe3ybTaToB. [IpakTHueckue: MpUMEHEHHE W3YYEHHBIX
QIrTOPUTMOB Ha JaHHBIX JKypHajla ayJuTa, HaNuCaHUE MPOrpamMMbl Ui
KJ1accuUKaIllMU JaHHBIX HA OCHOBE pa3pad0TaHHBIX MO/IEIIEH.

B pe3yabTate — pazpaboTana mporpaMma, KOTopas 1o JaHHBIM O MTOTBITKaX
BXOJIa B CEPBUC ayTCHTU(UKAIMKN KIACCU(DUIMPYET 3aMucH MO pa3padOTaHHBIM
MaTEeMaTUYECKUM MOJIEIISIM M HAXOAUT MOTEHIIMATbHBIX HAPYITUTEICH.

O6sacTb NMpUMeHEHWsI — TIOWCK IO TIOMBITKAM BXOJa B OaHKOBCKHE
IIPUJIOKEHUS HA ITPEAMET MOLIEHHUYECKUX JIEUCTBUM.
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The object of research is mathematical models of authentication system
users, methods for eliminating class imbalance and binary classification methods,
which can be used with high efficiency to audit log entries.

The purpose of the work is to create a program that, based on audit log
entries and previous history of user activity, will accurately detect suspicious activity
associated with user accounts.

The research methods — theoretical: study of literature on classification
methods, including unbalanced classes methods for evaluating results. Practical:
application of studied algorithms on audit log data, writing a program for classifying
data based on developed models.

As a result, a program was developed that, based on data on login attempts to
the authentication service, classifies records according to developed mathematical
models and finds potential violators.

Scope is in searching for attempts to log into banking applications for
fraudulent activities.



