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PEDOEPAT

JumiomHas pabora: 49 crpanui], 4 raaBbl, 8 pUCYHKOB, 2 Tabmuibi, 9
WCII0J/Ib30BaHHBIX UCTOYHUKOB, 1 TpUIOKeHue.

Knrwuesbple cnoBa: IIINMPOKOBEIATEJ/IBHOE  IINM®POBAHUE,
CUCTEMbBI BUIEOKOH®EPEHIIVN, 3AIIMTA IOAHHBIX, TTPOTOKOJIEI,
KPUITTOHABOPBI.

OO0beKT wHCCAefA0BaHMA: CUCTeMbl IIMPOKOBeIlaTe/bHOTO I1(poBaHus,
CUCTEMBI BU/IEOKOH(epeHLIHH.

Henp pabdoThl: H3yueHHe CXeM BBLIpAaOOTKH 0O0IIero Kiwoua B CHUCTEMax
BU/IeOKOH(DepeHIMM, U3yueHHe TTPOTOKOJIOB TIOTOKOBOM Tiepefiaud ayAno- U BUJE0-
JNAHHBIX, W3yUeHHe TPOTOKOJOB TPAHCIIOPTHOTO YPOBHSI 3alllUThl  JAHHBIX,
pa3paboTka KpUrroHabopa ¢ UCTI0b30BaHUEM ILIMPOKOBeIIaTe/TbHOTO M POBAHUSI.

METO/IBI ucoaeaqoBaHmnAa. a) TeopeTnueckue: HM3yueHrMe HMCTOYHHKOB,

TOCBSILLEHHBIX apXUTeKTypam 6e3oracHoCTU HEKOTOPbIX CUCTEM
BU/IeOKOH(epeHL[1l; U3yueHrWe MPOTOKOJIOB, WUCIOb3yEMbIX B 3THUX CUCTeMaXx, UX
ocobeHHOCTe; V3y4yeHue BO3MO>XHOCTH WCIIO/Tb30BaHUs CXEMBbI

MY POKOBEIIATE/IbHOI'O U_[I/I(i)pOBaHI/IF[ B CUCTeMax BHAEOKOHCDEPEHHHﬁ.

6) mpakTuueckue: pa3paboTka KpunToHabopa nAns mpoTokona SSL/TLS Ha
OCHOBE WIMPOKOBeI[aTe/TbHOr0 IMIW(POBaHUsl, HCHOJb3YIOIIEr0 METO/bl 3allUThI
JAHHBIX, OTIMCaHHbIe B 6e/I0pyCCKUX KpUMNTorpaduuecKrux CcTaHAapTax.

Pe3ysibTaT: aHa/iu3 apXUTEKTyp 0e30MMacHOCTH CHUCTeM BHeOKOH(epeHLIi:
cxeM BbIpabOTKM 00111lero K/iroua, MPOTOKOJIOB ITOTOKOBO# Mepefiauu ayIuo- U BUJe0-
JAHHBIX, TIPOTOKOJIOB YCTAaHOBKM 0e30racHOr0 COefIMHEHUsI MeXy y3/laMHu CeTH;
peasr3aliysi KpUnToHabopa Ha OCHOBe IITUPOKOBeIIaTe/TbHOrO IMTHGPOBaHMS Ha SI3bIKe
niporpammupoBadus C (Cu) asis yctaHoBKY 6e3oracHoro TLS coenviHeHus.

O6sacTs npuMeHeHusn: chepa MHPOPMALIMOHHOM 6e30TaCHOCTH B CETH.



ABSTRACT

Diploma thesis: 49 pages, 4 chapters, 8 figures, 2 tables, 9 sources, 1
attachments.

Keywords: BROADCAST ENCRYPTION, VIDEO CONFERENCE
SYSTEMS, DATA PROTECTION, PROTOCOLS, CRYPTO KITS.

Object of study: broadcast encryption systems, video conferencing systems.

Purpose of work: studying schemes for generating a shared key in video
conferencing systems, studying protocols for streaming audio and video data,
studying protocols for the transport layer of data protection, developing a
cryptographic suite using broadcast encryption.

Research methods: a) theoretical: study of sources,related to the security
architectures of some video conferencing systems;studying the protocols used in
these systems and their features; exploring the possibility of using a broadcast
encryption schemein video conferencing systems.

b) practical: development of a cryptographic suite for the SSL/TLS protocol
based on broadcast encryption using data protection methods, described in Belarusian
cryptographic standards.

Result: analysis of security architectures of video conferencing systems:
public key generation schemes, audio streaming protocols and video data, protocols
for establishing a secure connection between nodes networks; implementation of
cryptographic dialing based on broadcast encryption in the C programming language
to establish a secure TLS connection.

Scope: the field of information security on the network.
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