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PE®EPAT

JAunnomuas padora: 30 ctpanul, 2 pucyHka, 14 tabmnui, 21 dopmyna, 14
MCTOYHHKOB.

KaroueBbie CJIOBA: MAIIINHHOE OBYYEHMUE, 3AJTAHA
KIIACCU®UKAIIUU, CETEBOM TPA®UK, OBYUYEHUE C YUUTEJIEM, IDS.

OO0beKT McceI0BaHMsI: METOIBI MAIIIMHHOTO OOYUYCHHMS, MPUMEHSEMbIC IS
BEISIBJICHUSI aHOMAJIMA B CETEBOM TpauKe, aJTOPUTMBI, HCTIOIb3yEeMbIC I aHAIHM3a
U KJ1accuuKaIuy CETEBBIX JTAHHBIX.

Heas padorhl: pazpaboTka CUCTEMBbI, CIOCOOHOW aBTOMATHUYECKH BBISBISTH
AHOMAJIMU B CETEBOM TpaduKe ¢ UCIOIb30BAHUEM METO/I0B MAITUHHOTO O0yYEeHUSI.

Metoabl HCCIeIOBAHHA: a) TEOPETHUYECKUE: U3YUYEHHE JIUTeparyphl,
NOCBSIIEHHON MeToaM Kilaccu(pUKalMK, CIOCOOB! OLIEHKH Pe3yJbTaTOB.

0) HpakTHYEeCKUE: NMPUMEHEHHE H3Y4YEHHBIX aJropuTMoB Ha aaHHbIXx NSL-KDD,
HalMCcaHWe MpOrpamMMmbl s KilaccUu(UKalMM JaHHBIX HAa OCHOBE MPEIOKEHHBIX
METOJIOB.

Pesyabrar: paspaborana mnporpamma, koTtopas mo naanHeiM NSL-KDD
KJIacCU(UUUPYET 3alUCd Ha aHOMAaJbHBIM M HOPMaJbHBIA TpaduK, HCIOJIB3YS
pPacCMOTPEHHBIE METO/IBI.

OO0sacTh NpUMeHEHUsl: cHUCTeMbl OOHapyxeHus BropkeHuit (IDS),
MOHHUTOPUHI CETEBOIl 0e30macHOCTH B  KOPHOPATUBHBIX CETAX, BBISIBICHUE
MOIIIEHHHUYECKOM aKTUBHOCTH B OAHKOBCKHX CUCTEMAaX.
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Diploma thesis: 30 pages, 2 images, 14 tables, 21 formulas, 14 sources
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Object of study: machine learning methods applied to anomaly detection in
network traffic, algorithms used for analysis and classification of network data.

Purpose of work: development of a system capable of automatically detecting
anomalies in network traffic using machine learning methods.

Research methods: a) theoretical: literature review on classification methods
and result evaluation techniques.

b) practical: application of studied algorithms on NSL-KDD data, writing a
program for data classification based on proposed methods.

Result: a program that classifies records into anomalous and normal traffic
using the NSL-KDD data and the studied methods was developed.

Scope: intrusion detection systems (IDS), network security monitoring in
corporate networks, detecting fraudulent activity in banking systems.



