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AHHOTALIMSA

JuruiomHas pabota cofepkutr: 62 cTpaHuibl, 1 pUCYHOK, 5 TaOmuu, CHHMCOK
MCII0JIb30BaHHBIX UCTOYHHUKOB U3 16 HaMMEHOBaHU.

Kmouessie coa: CUCTEMA BYJIEBBIX YPABHEHUN, JINHEAPU3ALINS,
XL METO/I, AJITOPUTM HIM®POBAHUNS, KPUIITOAHAJINS.

Obvexkm uccaedosanusi — CACTEMbI OyJIEBbIX YPaBHEHUH U UX PEILICHUS.

IIpeomem uccnedosanus — METOIbI TMHEAPU3AIIMN HETUHEHHBIX CUCTEM OYyJIEBBIX
YPaBHEHMM, BKJIOYas PACUIMPEHHE JIMHEApU3AlMU U PEIICHUE JMHEUHBIX CHCTEM
OyJneBbIX YpaBHEHHUH, a TaKKe UX IPUMEHEHHUE Il anredpandyeckoro KpunToaHanmsa
Ha npumMmepe anroputma mudposanus A-5-GMR-1.

Llenv pabomwl: uccnenoBanue U peanusanus 3PEPEKTUBHBIX METOIOB JUJIS
pelieHus: cucteM OyneBbIX ypaBHeHWH. [IpuMeHeHHWEe [aHHBIX METOAOB IS
anredpanuecKkoro KpUNnToaHaanu3a u aHaiau3 ux 3QPEeKTUBHOCTU U TOUHOCTH.

Memoouvl uccredosanus: METONbl aHAllW3a, CUHTE3a, MOJCIMPOBAHUS, a TaKXKe
aHaJIU3 HAYYHOU JIMTEPATYPhl U SIKCIIEPUMEHTAIbHbIE UCCIIEIOBAHUS.

Pezynomamor pabomur: uccnenoBaHbl U peain30BaHbl dPPEKTUBHBIE U TOYHBIE
METOJIbI PEIICHHS CHCTEM HEITMHEHHBIX OYJICBBIX YPAaBHEHUH, a TAKKE IPUMECHEHBI TSI
anredpanyeckoro  KpurroaHanuza anroputMma mudpoanus A-5-GMR-1 ¢
BHE/IPEHUEM pa3pabOTaHHBIX PUEMOB UX ONTUMHU3ALIUY.

Obracmu npakmuyecko2o npumereHus: Kpunrorpadus U Kpunrorpadpuieckue
OPOTOKOJBI, HH(MOPMAIMOHHBIE TEXHOJIOTMHM, HWH(GOpPMAIlMOHHAs 0€30MacHOCTbD,
oOpa3oBaHue. PexoMmeHyeTcs HCHOJIb30BaTh NPU aHAJINW3€ CTOMKOCTH aJIrOPUTMOB
mu(poBaHUsI U OLIEHKE PUCKOB MPHU BEIOOPE MPUMEHSIEMBIX aJITOPUTMOB.

Obocnosannocmu u 00CMOBEPHOCMb HOJTyYEHHBIX pe3yJbTaTOB
HOATBEP)KAAIOTCSL  NPOBEJEHUEM  aHalu3a BIMAHUA  NPUMEHEHUS  METO/OB
JMHEapu3aluu i anredpanyeckoro KpunToaHaiusza ajroputma mudposanus A-5-
GMR-1 myTeM SKCIEPUMEHTOB, KOTOPHIE BKJIIOUYATIN OICHKY KOJHMYECTBA U3BECTHBIX
3HAaKOB raMMBbl, HEOOXOAUMBIX JIJIsl YCIEIIHOIO HaX0KIeHUs KJto4a upoBaHus MpH
pa3IMYHBIX MOAX0AaX K JIMHEApU3aLUu.

JlunnomHas paboTa BBIIIOJTHEHA aBTOPOM CAMOCHOAMENbHO.



AHATALBIS

JlpimuioMHast pabota 3msmyae: 62 craponki, 1 mamioHak, 5 Tabmil, cmic
BBIKApPBICTAHBIX KPbIHIL 3 16 HAaliMEHHSY .

Kmouasbin ~ cnose: ~ CICTODMA ~ BVYJIEBBIX ~ YPAVHEHHAY,
JITHEAPBI3AIIbIA, XL META/, AJITAPBITM [IBI®PABAHHAI,
KPBITITAAHAJIIS.

Ab6'exm Oacnedasanns — CICTIMbI OYJIEBBIX YPAYHEHHSY 11X palIdHHI.

IIpaomem oacnedasanns — MeTaJIbl JIIHEAPHI3allbll HEJIHEUHBIX CICTAM OYJIEBBIX
ypayHEeHHSY, YKIIOUalubl MallbIpIHHE JIIHEaphI3allbll 1 palidHHE JIHEWHBIX CICTIM
OyJeBBIX YpayYHEHHSY, a TakcaMa 1X y>KbIBaHHE JIJIsl alreOpaiuHara KpblTaaHa i3y Ha
npbIKIaa3e anrapeiTMy mbippasanis A-5-GMRI.

Mbsma pabomwi: pacienaBaHHe 1 pdlanizalbil >(PEKTBIYHBIX MeTaaay s
BBIPAIIIPHHS CICTAM OyJIeBBIX ypayHEHHSY. Y KbIBAaHHE [AI3CHBIX MeETaaay Juis
anreOpaiyHara KpbllTaaHalizy 1 aHali3 iX 3()EKThIYHACII 1 JaKJIaHACIII.

Memaowl O0acneoasanus: MeTajbl aHai3y, CIHTI3Y, MaJdJIsBaHHS, a TakcaMma
aHaJIi3 HaBYKOBal JIiTapaTyphl i SKCIIEPHIMCHTAIBHBIS Jaciic/IaBaHHI.

Buinixi pabomei: nacnenaBaHbl i pajtizaBaHbl 3PEKTHIYHBISA 1 TAKJIATHBISI METaIbI
paldHHS CICTAM HEJIIHEHHBIX OyJIeBBIX YpayHCHHSY, a TakcaMa YXKBITBIS IS
anreOpaiyHara KpelnTaaHaausy aarapblTMmy misidpaBanns A-5-GMR-1 3 ykapaneHHem
pacripaliaBaHbIX peIEMaY 1X anThIMI3aIlbli.

Bobnacyi npaxmuiunaca yoicvieanusa: kpeinrarpadgis 1 KpsinrarpadiqHbis
nmpaTakoibl, 1H(papMalbIiHbIA TIXHAJIOrl, 1HpapManbliiHas Oscreka, amayKallbls.
Pskamennyeriia BRIKapbICTOYBAIlh MPBI aHAII3€ CTOMKACII anrapbiTMay mblppaBaHHs
1 aIPHIIBI PBHI3BIK MPBI BEIOAPHI YKBIBAIBHBIX aJlrapbITMaY.

Abepynmasanacyvb i OaxiaoHacyb aTPBIMAHBIX BBIHIKAY MMAIBSAPKAIOIIIA
IIpaBsJI3EHHEM aHaI3y YIUIBIBY Y)KbIBAaHHS METaay JiiHeaphI3allbli s aareopaiyHara
KpbINTOaHaTI3a anrapeIT™My IibippaBanas A-5-GMR-1 nuisixam skcrieppIMeHTay, SKis
YKJTI0Yalli aldHKY KOJbKACIll BAJOMBIX 3HaKay rambl, HEAOXOMHBIX VIS MMAcIsAXoBara
3HAXOKaHHS KJIro4a IMIbIppaBaHHs IPBI PO3HBIX MaAbIX0AaX J1a JiHeaphbI3allbli.

JpinmomHas paboTa BpIKaHaHA ayTapaM camMacTOWHA.



ANNOTATION

The thesis contains: 62 pages, 1 drawing, 5 tables, a list of used sources of 16
titles.

Keywords: SYSTEM OF BOOLEAN EQUATIONS, LINEARIZATION, XL,
METHOD, ENCRYPTION ALGORITHM, CRYPTANALYSIS.

The object of research is systems of Boolean equations and their solutions.

The subject of the research is the methods of linearization of nonlinear systems of
Boolean equations, including the extension of linearization and the solution of linear
systems of Boolean equations, as well as their application for algebraic cryptanalysis
using the example of the A-5-GMR-1 encryption algorithm.

Purpose of the work: research and implementation of effective methods for solving
systems of Boolean equations. Application of these methods for algebraic cryptanalysis
and analysis of their effectiveness and accuracy.

Research methods: methods of analysis, synthesis, modeling, as well as analysisof
scientific literature and experimental research.

Results of the work: effective and accurate methods for solving systems of
nonlinear Boolean equations have been investigated and implemented, as well as applied
to algebraic cryptanalysis of the A-5-GMR-1 encryption algorithm with the introduction
of developed optimization techniques.

Areas of practical application: cryptography and cryptographic protocols,
information technology, information security, education. It is recommended to use it
when analyzing the strength of encryption algorithms and assessing risks when choosing
the algorithms used.

The validity and reliability of the results obtained are confirmed by analyzing the
impact of using linearization methods for algebraic cryptanalysis of the encryption
algorithm A-5-GMR-1 through experiments that included estimating the number of
known gamma characters needed to successfully find the encryption key with various
linearization approaches.

The thesis was done by the author independently.
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