BEJOPYCCKUM rOCYJAPCTBEHHBI YHUBEPCUTET

@akyabTeT NPUKJIATHOH MaTeMATHKH U HHPOPMATHKH

Kagenpa onmomeauuunckoit HHGpOpMaTHKH

AHHOTAIUS K AUTNIOMHOM paboTte

«Pa3padoTKa IKCIIePUMEHTAJbHbIX MEeTOA0B 3aluThI OT adversarial atax»

MumOunkuit Butanuit BnagumupoBuu

Hayunblil pyKOBOIUTENh — KAHAUAAT TEXHUYECKUX HAYK, TOLEHT Kadeapsbl
onomenuuuHckoi napopmatuku ®IIMU Kosanés B. A.

Mumnck, 2024



Pedepar

Junnomuas paboma, 51 cmpanuya, 25 pucynxos, 13 mabnuy, 12 gpopmyn, 6
UCTMOYHUKOSB.

Knouegvie cnosa. HEMPOHHAS CETbH, 3AIIUTA, BPAXIEBHAS
ATAKA, FAST SIGN GRADIENT METHOD, ADVERSARIAL TRAINING.

Obvexmom ucciedosanuss SBISICTCS 3allluTa HEHPOHHBIX ceTeil oT adversarial
aTax.

Ilpeomemom uccneoosanuss SBASIOTCS MOJEIM HEHWPOHHBIX CETEeW a TaKkKe
ITOPUTMBI JJIs 3alUThI OT adversarial aTak.

Lenvio pabomwr sBAsieTCsl pa3paboTKa M ONTHUMH3ALMS METOJOB 3allUTHI OT
adversarial atak.

B xo00e pabomwvi OblIM W3y4YEHBI W pPEATU30BaHbl CYIIECTBYIOIIUE METOJbI
3amuThl oT adversarial atak. IIpennokeHbl HOBbIE APXUTEKTYpPbl HEUPOHHBIX CETEU
U1t 3amuThl OT adversarial atak. [IpoBeaeHBI SKCTIEPUMEHTHI TSI OIICHKH KadeCcTBa
3aIATHI I Pa3IUIHBIX METOJ0B M HaOOpOB MaHHBIX. [10 JaHHBIM HCCIICTIOBAHUSAM
MPOBEICHBI HAOMIOAEHUS O 3aBUCHUMOCTHM KadecTBa 3alllUTBl  OT METOja,
MPOIOIKUTEILHOCTH 00yUeHUsI 1 HAaOopa JaHHBIX.

llonyuennvie 6 pezyromame pabomvl Moodeay MOXKHO MPUMEHSThH JJIsl 3aIlUThI
KJ1acCU(PMKAITMOHHBIX HEHPOHHBIX CETEH B 3a7a9aX KOMITBIOTEPHOTO 3PCHUS.



Abstract

Diploma thesis,51 pages, 25 figures, 13 tables, 12 formulas, 6 sources.

Keywords: NEURAL NETWORK, PROTECTION, ADVERSARIAL
ATTACK, FAST SIGN GRADIENT METHOD, ADVERSARIAL TRAINING.

The object of research is the defense of neural networks against adversarial
attacks.

The subject of study is is neural network models and algorithms for defense
against adversarial attacks.

The aim of this work is to develop and optimize methods of protection against
adversarial attacks.

In the course of the work, the existing methods of defense against adversarial
attacks were studied and implemented. New architectures of neural networks for
protection against adversarial attacks have been proposed. Experiments have been
conducted to evaluate the quality of defense for different methods and datasets.
Observations on the dependence of defense quality on method, training duration and
dataset are made on these studies.

The resulting models can be applied to the defense of classification neural
networks in computer vision tasks.



