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This article explores the ethical challenges posed by social media, focusing on data
privacy, misinformation, and the impact on teenage influencers. It examines the risks of
personal information disclosure, vulnerability to cybercrimes, erosion of privacy, and ethi-
cal dilemmas surrounding online behavior. Emphasizing responsible social media use, the
article highlights the need for collective efforts to build a healthier and more ethical digital
world.
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INTRODUCTION

The modern world is characterized by a high rate of change in the eco-
nomic, political and social spheres, technologies, methods and business mod-
els, habits and tastes of the population. The trend towards increasing the level
of openness and accessibility of information is becoming global: people on the
Internet easily come into contact with each other for ordinary communication,
as well as for the purpose of cooperation, shopping, collecting information
about competitors, etc. This process is facilitated by the active development of
information communication technologies [1].

RESULTS AND ITS DISCUSSION

More than half of the world now uses social media (59 %) 4.76 billion
people around the world now use social media, 137 million new users have
come online within the last 12 months [2]. It continues to grow as a form of
communication and entertainment, meaning social platforms get more power-
ful as their memberships rise.(fig. 1) Due to this, social media impacts society
in the following ways: Generating visibility around social, ethical, environ-
mental and political views or issues.
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Fig. 1. Number of social media users around the world over time

The evolution of the Internet as a communication medium is a two-way
process.

On the one hand, it is determined by the level of technology develop-
ment, on the other hand, by the development of the social needs of users in
their new capacity: not only a consumer, but also a content creator.

Most people who are around others in public often have their eyes glued
to their phone screens. This is because, we are very dependent on technology,
especially social media. Social media has completely changed the way we
communicate with each other, and we can usually accomplish the same things
just by talking on the phone. However, there are several negative consequenc-
es to relying on social media instead of interacting with people in person. One
of these consequences is that social media can be addictive. This can have
dangerous physical and mental effects. Another consequence of social media
Is that it can disconnect people from the real world. People can become so
immersed in their social media lives that they stop communicating with other
people in real life.

The researchers grouped the negative effects into six themes [3]:

-Addiction to social networks

-Cost of social exchange: includes both psychological harms, such as de-
pression, anxiety or jealousy, and other costs such as wasted time, energy and
money

-Annoying content: includes a wide range of content that annoys, upsets
or irritates, such as disturbing or violent content or sexual or obscene content
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-Privacy concerns: includes any threats to personal privacy related to
storing, repurposing or sharing personal information with third parties

-Security threats: refers to harms from fraud or deception such as phish-
ing or social engineering

-Cyberbullying: includes any abuse or harassment by groups or individu-
als such as abusive messages, lying, stalking or spreading rumours

-Low performance: refers to negative impact on job or academic perfor-
mance.

Data Privacy, ethical concerns and misinformation

People are using social media more and more, but there are concerns
over privacy. It is hard to keep your personal information private on social
media because they are designed to share information. People have to let go
of some privacy rules in order to use social media, which can make them
more vulnerable. There are no clear guarantees of personal privacy online,
so people are often tempted to do things that violate someone's privacy.

Kids aged 8 to 11 spend about 13.5 hours a week online, and 18 % of
them are actively using social networks. Teens aged 12 to 15 spend about
20.5 hours online, and 69 % of them are using social networks. Although
children and teenagers represent the largest groups of Internet users, for the
most part they do not know how to protect their personal information
online, and are most vulnerable to cybercrimes related to the violation of in-
formation privacy [4].

The digital age has changed the way we think about privacy. In today's
societies where technology allows for constant monitoring, confidentiality
has a new meaning. Technologies such as closed-circuit cameras (CCTV)
are common in public places, or in some private spaces, such as at work and
home. Personal computers and devices, like smartphones with a global po-
sitioning system (GPS), leave our privacy vulnerable. Recently, reports
have come out indicating that some of the largest companies, such as Ama-
zon, Microsoft, and Facebook, as well as various government agencies, col-
lect information without the person's consent and store it in databases for
future use. It's almost impossible to say that privacy still exists in this digi-
tal world.

Today, social networks are becoming a favorite platform for people
who commit antisocial behavior. These media offer a lot of data, including
things like your date of birth, place of residence, place of work, and other
personal information. In some cases, users accidentally share information
that can be dangerous and inappropriate. Information about what people do
on social networks can have far-reaching consequences for their future.
A few examples of situations that can affect and have been affected are em-
ployment, obtaining a visa and going to college. Indiscriminate participa-
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tion also led to situations such as identity theft and bank fraud. In addition,
privacy protection in today's networked society can become a serious prob-
lem. The digital revolution has changed our views on privacy, but there
should be clear distinctions between what is public and what is private. One
school of thought is that the only way to maintain privacy today is not to
share information. However, ensuring confidentiality and control over in-
formation flows and disclosure in online communities is an ongoing pro-
cess. This requires the deliberate creation of systems designed to mitigate
privacy concerns.

Many young people today spend a lot of time on social networks,
checking the activity of their "friends"”, as well as publishing information
about their own actions so that their "friends" are aware of what they are
doing (see fig.2). This can have long-term consequences, such as affecting a
person's academic performance. For example, a student at a well-known
university who published photos of herself having a good time at parties
while studying was refused a job because of some of her social media posts.
Although the ethical issue here is the question of an employee's right to pri-
vacy and whether a person’s social media profile should affect their ability
to perform their duties, the impact on a person's long-term personal growth
is obvious [4].

WHY PEOPLE SHARE

4% share cause-related posts

o, .
9 /o share to feel more involved in the world
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Fig. 2. Why people share on the Internet

There are a number of problems that can arise from social media posts,
which is often the result of a lack of understanding and respect for the ethical
and moral points of view of the people involved. We've found that it's typical
for people to post on social networking sites without thinking about how it
might affect other people, but this can often lead to conflict because there can
be a difference of opinion about the consequences of a post. For example,
when a head of a British company made an Instagram post with some racist
overtones before boarding a plane to South Africa, it caused a stir which led to
the immediate dismissal of the head. Although the executive director said that
it was a joke and there was no intentional prejudice, this difference in views
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on the consequences of the publication led to the fact that the head was out of
work, and the company was struggling to maintain its public image [4].

Misinformation

Misinformation is another major issue plaguing social media. With the rise of
fake news, troll farms, and other forms of disinformation, it can be difficult to
discern what is true and what is false online. This can have serious consequences,
from influencing elections to spreading harmful health information [5].

Teenage influencers

Teenage influencers are a growing presence on social media. These young
people often have massive followings and are sought after by brands for paid
partnerships. However, they also face significant ethical challenges, particular-
ly when it comes to issues of authenticity, transparency, and responsibility.

The emergence of envy in teenagers due to social networks is a growing
concern. Teenagers and not only them may become envious of their peers who
appear in posts in social networks and who have more exciting lives, more
friends, or more success than they do.

This envy can lead to negative consequences such as diminished self-
esteem, feelings of inadequacy, and social isolation. In extreme cases, envy
can also lead to cyberbullying and other forms of aggressive behavior.

It is important for parents and educators to help teenagers recognize and
manage feelings of envy. This can be done by encouraging gratitude and em-
pathy, promoting positive self-talk and mindfulness, and limiting exposure to
social media platforms that exacerbate feelings of envy [6].

Overall, understanding and managing envy in adolescents is critical to their
mental health and well-being. By taking proactive steps to address this issue,
parents and educators can help their children navigate the complex world of
social media and build healthy relationships with themselves and others.

Based on the data obtained from the question of using artificial intelli-
gence in the future, it can be concluded that a majority of respondents are open
to using Al in finance in the future, with 83 % answering either yes or abso-
lutely yes. This suggests a growing acceptance and trust in Al-based financial
services among consumers. The neutral responses (10 %) may indicate a lack
of knowledge or uncertainty about Al in finance. Overall, the data suggests
that there is potential for Al to be widely adopted in financial services in the
future.

CONCLUSION
People's digital footprints can matter a lot in today's world--they can help
or hinder someone's ability to achieve their life goals. People who behave un-
ethically on social media can have serious consequences, both professionally
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and socially. Posting online means that information can be lost forever, so it's
Important to use social media responsibly. Unethical behavior can also lead to
privacy problems, as users are often required to share personal information
that they would not otherwise share. Social media can also lead to the disclo-
sure of personal information that could lead to a privacy violation if users
don't take care to protect it. So it's important for users to be aware of the risks
and dangers associated with online disclosure, and to be careful about what in-
formation they share. This could help to reduce unethical behavior and protect
people's privacy online.

Navigating these challenges will require a concerted effort from social me-
dia platforms, governments, and individuals alike. It will require greater trans-
parency around data collection and use, increased scrutiny of online content,
and a commitment to responsible behavior online. Ultimately, the dark side of
social media cannot be ignored if we are to build a healthier, more ethical digi-
tal world.
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