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OOBEKTOM HCCIICIOBAHHMS SBJISCTCS BEO-IIPUIIOKEHUE HA OCHOBE cpejibl pazpadorku Flask, 6ubnmorex
ElasticSearch, SQLAIchemy, APl nyis paboTsl ¢ TekcTOM cTaTei. J{iis pasBepThIBAHUS CO3aBAEMOTO TIPUIIO-
KEeHUI OblIa peann3oBaHa HHPPACTPYKTypa, aBTOMAaTH3UPOBAHBI IIPOIIECCHI MO T0CTaBKe KOJa, TECTHPOBa-
HUA. VccrenoBaHbl MOIX0/b! pealn3alii MakeTa C UCIIOJIb30BAaHUEM CPEJICTB ONMUCAHUS MHOPACTPYKTYPHI
KaK K0/Ia, IOCTPOCHHS IPOIIECCOB HENpephIBHON MHTerpanuu Ha ocHoBe GitLab Cl u HenpepbiBHOTO pa3Bep-
THIBaHUS ¢ puMeHeHneM ArgoCD, cpencTB aBToMaTn3ayy U MPOSKTUPOBAHMS CXEMBI BETBJICHHS B PETIO3H-
TOPUH CUCTEMbI KOHTPOJIS Bepcuii git.

Knroueswvie cnosa: Python; Flask; Terraform; Kubernetes; GitLab Cl; ArgoCD.

[IpoextupoBanue 001a4HON MHPPACTPYKTYpPHI CTaJO HEOTHEMJIEMOIl 4acThI0 COBPEMEHHOIO
MH(GOPMALIMOHHOTO MUpa. B yCIOBUAX MOCTOSIHHBIX U3MEHEHUH M YBEIMYMBAIOLIEHCS CI0XXHOCTU
TpeOOBaHU K MHPPACTPYKTYpE HCIIOJIB30BAHHE COBPEMEHHBIX MHCTPYMEHTOB U METOJIOB CTaHO-
BUTCS] KPUTUUECKU BaKHBIM JJ1s1 3P PeKTUBHOI pabOThI U pa3BUTHUS OU3HEC-TIPOLIECCOB.

OfHUM U3 TaKUX WHCTPYMEHTOB, KOTOPBIE IMO3BOJISIIOT YIPABISATH M aBTOMATU3HPOBATH 001a4-
HbIe pecypcesl, siBisiercst Terraform/Terragrunt. 3To MHCTPYMEHTBI, KOTOPBIE [TO3BOJISIIOT CO3/1aBaTh,
HACTpPauBaTh U YIPABJIATH 00JAUHBIMU PECYpCaMU C ITOMOLIBIO AEKJIapaTUBHOrO onucanus. [Ipume-
HEHHE CHUCTEMbl HelpephIBHOW MHTerpanuu Terraform u cucrem HenpepbiBHOM noctaBku ArgoCD
MIO3BOJISIET 3HAYUTEIBHO YIIPOCTUTh M YCKOPHUTH MIPOLIECC CO3JaHMs U YIIPaBJIeHUs 001auyHOl HHpa-
CTPYKTYPOW.

PandaCoder |/ Terraform Modules | IAM
I IAM & e
# main ~ iam [ | + v History Find file Edit +

A . i
3 update: Readme file bfSfdacs | [
W%  Andrew Goncharenko authored 1 week ago .

Name Last commit Last update
+s README.md update: Readme file 1week ago
¥ main.tf added: terrafrom module 2 weeks ago
‘¥ outputs.tf added: terrafrom module 2 weeks ago
¥ variables.tf added: terrafrom module 2 weeks ago

¥ versions.tf added: terrafrom module 2 weeks ago

Puc. 1. Penosurtopuii Terraform momysst

Onucanue HHPPACTPYKTYPhI KAK KOJAA

Terraform — sto oauH U3 nHCTpyMeHTOB MH(ppacTpyKkTyphl Kak koja (Infrastructure as Code —
1aC) [1], ucnonb3yemslit komangamu DevOpS ju1st aBTOMaTU3aluy pa3IuYHbIX HHPPACTPYKTYPHBIX
3amad. Mcmonme3yercst B cBsizke ¢ Terragrunt. Terragrunt — sto mactpymenT 1aC, KOTOpbIit ciyXuT
st ynpasieHus kKoHdurypanumeit Terraform. On mpenocTtaBnser cpeicTBa A OpraHU3alUN H
yhpaBieHus: KoHpurypaieir Terraform, takue kak yrnpaBlieHHE MEPEMEHHBIMH, MOIYJIUPOBAHUE
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KOHHUTypaiuu 1 00paboTKa 3aBUCHMOCTeN Mex 1y Konpurypanusmu Terraform. Terragrunt ympo-
maeT npoiiecc padotsl ¢ Terraform, nenas ero 0oJsiee MOAYJIBHBIM, YIOOHBIM.
[Tpouecc onucanus HHPPACTPYKTYPhI COCTOUT U3 HECKOJIBKUX ITAIOB:

5. Hamucanue Terraform-monyns (VPC, 1AM, K8S, ...).

6. ITyomukarus moxayis B Terraform Module Regstry.

7. Ilepeucnonb3oBaHue MOAYJIs B Terragrunt ¢ onucanuem KoH(puUrypamuu (repegada 3Have-

HUS TIEPEMEHHOM, OTIMCAHHOU B MOJTYJIE).
[ terragrunthcl [% 1.22KiB Blame m Replace = Delete

terraform {
source = “tfr:/fgitlab.com/pandacoder/yc/iam?version=1.0.0"

}

locals {
environment = read_terragrunt_config(find_in_parent_folders("environment.hcl"))

}
9 include "root" {
10 path = find_in_parent_folders()

1 '}

13 dependency "dev-cf" {

14 config_path = "../../folder"

15 mock_outputs = {

16 folder_id = "dummy_id"

17 1

18

19 mock_outputs_allowed_terraform_commands = ["init", "validate", "plan"]
20 }

22  inputs = {

23 folder_id = dependency.dev-cf.outputs.folder_id

24

25 name = local.environment.locals.dev-cf.iam.service_accounts.yac-wh-sa-dev-cr.name

26 description = local.environment.locals.dev-cf.iam.service_accounts.yac-wh-sa-dev-cr.description

27 roles = local.environment.locals.dev-cf.iam.service_accounts.yac-wh-sa-dev-cr.roles

28 create_auth_key = local.environment.locals.dev-cf.iam.service_accounts.yac-wh-sa-dev-cr.create_auth_key

29 auth_key_description = local.environment.locals.dev-cf.iam.service_accounts.yac-wh-sa-dev-cr.avth_key_description
30

Puc. 2. Ucnonp3zoBanue Terraform-momyins B Terragrunt

CTpyKTypa U apXUTEKTypa NPUJI0KEeHHUSA

PaboTta BeO-IpHIIOKESHUST HAUMHACTCS ¢ aHaIM3a KOH(uUryparuonnoro daitna __init__.py B ko-
TOPOM MPOIUCHIBAIOTCS OCHOBHBIE HACTPONKU MPOEKTa, MOJIKI0YaeTcst 6a3a JaHHBIX U MHULIAATIH-
3UPYIOTCS TapaMETPhl, TeHEPUPYETCS KIIF0Y 0€30MaCHOCTH M OMTUCHIBAETCS BBI30B OCHOBHBIX AJIEMEH-
TOB mpuIIOKeHus: Models.py, routes.py, parsing.py.

JeicTBUsSI aBTOPU30BAHHOTO TOJIH30BATENS 110 OTKPBITHIO CTATEH, MEPEXObl MEXKIY CTPaHH-
[[aMH caiita 00pabaThIBalOTCS KOJOM U3 (haiiia MapIIpyTH3aIKUHU 3alIpoCcoB routes.py u u ¢aitna mod-
els.py. IIpoaemoncTpupyem padoty routes.py. Kaxkmaoe aelicTBHE 10 MOJYICHUIO M OTIPABKE JaHHBIX
(metoanl GET u POST) orcnexuBaeT mpu moMoIuiy (@app.route B KOTOpEIi nepeaaeM CTpaHUILY Tie-
pexojia ¥ CBA3aHHbIE C HEW METObl. PaccMOTpHUM 3a1poc Ha MPOCMOTP CTaTbH.

@app.route('/posts/<int:id>"', methods=['GET'])
def posts_detail(id):
article = Article.query.get(id)
blob_reader = io.BytesIO(article.ImagelD)
base64_content = base64.b64encode(blob_reader.read()).decode('utf-8")
img_src = f"data:image/jpeg;base64, {base64_content}"

return render_template("posts_detail.html", article=article, image_data=img_src)

Puc. 3. Kox OTKpEITHS CTaThH
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B @app.route onpezaensiem, uro mpu nepexoze /posts/<int:id> crpanuna Oymer moaaep>KUBaTh
toibko GET meTo1, KoTopblil OyneT Bo3BpallaTh HOJIb30BaTENO TEKCT cTathu. Yepes <int:id> omnpe-
JeTSIeTCsl, Kakasi UMEHHO CTaThsl TOJDKHA OBITh OTKpBITA. Jlajee B MeTo/ie mojiydaeM 1o id cTaTeio u
yke Bo3Bpamiaem ee html crpanuy.

OnHUM W3 TIYHKTOB pa3pabOTKH MUKPOCEPBUCHON apXHUTEKTYPhI SIBISCTCS MIPUHIIMII, KOTOPBII
TOBOPHUT O TOM, YTO [P OCTAHOBKE PabOTHI OJJHOTO CEPBHCA OCTATBHBIC MPOJOIDKAT CBOK PabOTy
koppekTHO. CiieoBaTeNIbHO, TS cOOpa M CHCTEMATH3aIMK cTaTel (MapCUHTra) U MOCIeayomiel 00-
paboTku OyneT pa3pabaThiBaThCs OT/ACIbHOE MpuiiokeHue Ha Python. Onpenenum cxemy paboThI
TaKOTO CepBHCA:

/\0(\_)
Image?
) GoogleSearch
Result
NEWSDATA.IO _.
— —>

.’ localhost:9200 Texts
ChatGPT

Parsing (Python) l
?%
DataBase

Puc. 4. JlokanbHOe npeacTaBieHue paboThl cepBUca

Crparerusi BeTBJIeHUS

B moaenu GitFlow ecth 0oHa OCHOBHAs BETBb Pa3pabOTKH CO CTPOTHM IOCTYIOM K Heid. Ee
4aCcTO Ha3bIBAIOT BeTKOM develop, momuepkuBaHus pa3MeleHne pa3pabaThiBAEMO BEPCHU TIPHUITO-
keHus. CTaOuibHast BepCHsl MPHIOKEHHUS TyOIMKYeTCsl B BETKe Master, koropast UCIOIb3yeTCs s
AKTyaJIbHOW BEPCHH MPOAYKTA.

YT00BI 00ECIIeUNTh COBMECTHYIO PabOTy HaJ TeKyIeil paboueil Bepcueil MpuitoxKeHusl, pa3pa-
00TuMKH co31ar0T BeTku ¢ npedukcom feature uz Berku develop. ITo okoHuaHun pabOTHI OHU CO-
37aK0T 3ampockl Ha BHeceHune m3menenuit (pull request). pull request oGecrnednBarOT BO3MOKHOCTh
KOMMEHTHPOBAHUS U 00CYKIeHHs peann3aimu. [10ciie coriacoBaHus 3apoc Ha H3MCHEHHE MTPUHHU-
MaeTCsl M CITUBACTCSl C OCHOBHOM BETKOM.

Kak TOJbKO OCHOBHAsI BETKA MMPUTOJHA JUIS BBITYCKA, CO3/IAETCSI OT/ICIbHAS BETKA YIS [TOJIrO-
TOBKU (puHaIbHON Bepcuu. [IpuitokeHue TeCTUpyeTcs ¥ TOTOBHUTCS K ITyOIMKAIUMU ISl KOHEYHBIX
MOJTb30BaTeNeH. 3aBepiraeTcst BBITYCK BEPCHH MPHUIIOKCHUS TyOIMKanue B BETKy Master u cosza-
HHEM METKU BEPCUH MPOIYKTA.
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New "Gitflow" | Default branch | Protected branches Protected tags ‘

develop

main / maintainers release/* - maintainers ‘

develop / maintainers release/*/"test* - developers and maintainers

Testcase 6.0

Each tag represents [Lestenelol
Tag: release/dashboard/3.3.0

a production release >  Tag: releasc/dashboard/3.2.0

Main { )

) S
A o/ A4

The main branch ~7
Deployment<production>

HOBEAR covcvrvrmnnnn e LT
Hotfix branch Testease 3.% Merge.-

Testcase 3.* MR

. Testcase 5.* MR
Testease 5.* Merge

hotfix/ce-1094

Bugfix branch
. Testcase 4.* MR

F R T . Boooooop i Testease 4.* Merge

The release branch
Deployment<testing>

release/dashboard/3 3.0

The development or sprint branch
Deployment<development>

Testcase 1.* Merge
Testcase 1.* MR

JIRA-35--example feature -+« +rcsrrririnenee )
Feature branch

feature/cc-1045

fealure/cc-1088

Feature -> Develop

Merge request from Feature branch
1o Develop must be issued to the
Tech Lead of the component

Merging feature branches into
develop takes place with code
review and pipeline tests

@ Push Release

Push into the release branch

Pipeline must be started with Full
sulte testing

Massimo Pregnolato

@ Release - Develop, Main

Relese branch must be merged to
both "main” and "develop" branches
Release branch should be
automatically deleted atter merging

Massimo Pregnolato

® Hotfix -> Develop, Main

Hotfix branch must be merged to
both "main” and "develop’ branches

Puc. 5. CtpaTerus BeTBICHUS

Secret
detection

push feature/* ——»[ SAST

Testcase 1.1

Push into cr-dev Container Scanning A’%‘:Sg:‘imc

Testcase 1.2

MR -> develop

> | DasT
Secret
detection
Merge -> develop -_,I SAST }75 Build I—>

Secret
detection

DAST |

—>| Container Scanning I—»{ A'?ggz:jm

Push into cr-dev

Testcase 1.3

Build |—b —P{ Container Scanning |—>| Sign Container

Tag main Push into cr-prd

Puc. 6. IIpoBepka 6e30MaCHOCTH peIICHUS

Opranunzamus CD npouecca ¢ ncnosibzoBanuem ArgoCD

ArgoCD — 3TO MHCTpYMEHT, NpenHa3HAYeHHBINA IS HETPEPHIBHON NOCTaBKU M YIPABICHHS

npunoxxerusmu B Kubernetes. Mcnonb3oBanre ArgoCD mpescrasiseT co0oii IIEHHOE pellieHre st
ABTOMATH3AIIMH MTPOIIECca IOCTABKHU M YIPaBIeHUs NpuiokeHUussMU. OH oOecIieunBacT JeKIapaTHB-
HOE YIIpaBJICHHE KOH(PUTyparusMu, HEMPEPHIBHYIO JIOCTaBKY, YIPABICHHE MHOXECTBOM OKpYKe-
HUH, BU3YAIH3AIHI0 KOHPUTYPAIMA U COCTOSTHHM, JeJIast MPOIIeCC YIPABICHUS TTPHIIOKESHUSIMA 00-

JIeC 3(b(I)CKTI/IBHLIM, MMPOCTBIM U HAACKHBIM.

JlanpHeHIuil mporece pa3BepThIBaHUS MPUIOKEHHS 3aKIT0YaeTcs B Harmucanue helm unerpyk-
Ui, Ha ocHOBaHUM KOTOpbIX ArgoCD Oyzer co3naBaTh HaMMEHbIINE Pa3BEPTHIBAEMbIE BBIYHCIIH-
TeJIbHBIE €ANHUIIBI C KOHTeHHepamu npuitoxkerus. J{ist helm-koudurypanuii co3gan oTaenbHbIN pe-

MTO3UTOPHIA.
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M C' REFRESH APPS Q Search applications...
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2:2) Log out

Applications Sort: name  ltems per page: 10 =

Q} panda-coder-feature-ms.. [ @ panda-coder-feature-ne. [2 0 panda-coder-feature-tes.. [
Project: agency Project: agency Project: agency

Labels: Labels: Labels

Status W Healthy © OutOfSyne Status: W Healthy O OutOfSyne Status & Degraded © OutDfSyne
Repos. Repos Repos

Target main Target main arget main

Destl.. Dest Destl._.

Name.. dev Name dev Name... dev

Creat 02/29/2024 22:20:49 (16 days Creat 02/29/2024 20:09:39 (16 days Creat

Last S 02/29/2024 22:26:46 (16 days astS 02/29/2024 22:25:56 (16 days Last S
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Puc. 7. ArgoCD u mipoexThl B pa3inuyuHbix NS
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