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PA3PABOTKA BE3OITACHOCTU BEB-ITPUIIOXEHUSA, JAVASCRIPT,
ATAKU BEB-TIPMJIOXXEHUN, PASPABOTKA CEPBEPHOM YACTU BEB-
[TPUJIOXKEHNS, PABPABOTKA KJIMEHCTKOM YACTU BEB-TIPMJIOXKEHU A

Ob6vexm uccnedosanus — mnardopma «udposoii pakynbrer» Ha PakynpTeTe
Pagnodusuku n Komnerotepusix TexHomorui.

Llenv pabomwvr — paspaborka wuHGOpManuoHHON TIaTGOopMbl «I{udpoBoii
dakynbTeT» Ha caiite benopycckoro ['ocynapctBenHoro YHusepcutera dakynprera
Pagnodusuku u Komnerotepubsix TexHoIOTHIA.

Memoovwl uccnedosarusi — MOJIETMPOBAHUE BEO-TIPUIIOKEHUM.

B pabore paccMmaTprBarOTCs OCHOBHBIE MPEUMYLIECTBA MCIOJIb30BAHUS S3bIKA
porpaMMHUpPOBaHUs JavaScript s pa3paOoTKu BeO-TIPHIIOKEHUH, MHTETPaIUs SI3bIKa
JavaScript ¢ OubOmmorekamu pa3pabOTKH CEPBEPHOW YacCTH BEO-TPUIIOKEHUH,
MPOAHATIM3UPOBAHbI BU/Ibl aTaK Ha BEO-TIPUIIOKEHHS M CIIOCOOBI MPEIOTBPAILECHUS U
MUHHAMH3ALUU pHUCKa OT yrpo3. Paspaborana kiueHTCKass dYacTh MIaT(HOPMBI
«udpoBoii pakyabTeT», MOKa3bIBatOIIasi KOHEYUHOMY MOJIb30BATEI0 HH(OPMALIHIO O
Hay4yHO-oOpa3oBaTesibHOM mporecce Ha  (dakynprete POuKT. Ilnardopma
MPENIOCTABISAET BO3MOKHOCTH OOHOBIIEHUS HWH(GOPMAIMM TOCPEACTBOM HOBBIX
nyOnukamuil.  [(ns  koHTpons npenocTtaBiasieMod  1uiat@opmMoil  MHGOpMALMH,
nyOMuKaluu MyOJHMKYIOTCS TOJIBKO aBTOPU30BAHHBIMU IOJIB30BATEISIMU  WIIA
“Cynepronab30BaTENsIMA .

Pazpaborana cepBepHass dyacth 1aTtdopmbel  «IludpoBoit  dakynbTeT»
BBITIOJHSIONIAsT (PYHKIIMIO XPaHEHHsI JAaHHBIX O MyOJMKAIUSX W aBTOPU30BAHHBIX
M0JIb30BaTENSIX B 0a3e AaHHBIX. M3ydeHbl BUABI aTak Ha BEO-TIPUIIOKEHHUS U CITIOCOOBI
NpEeI0TBpaAlleHUs] JaHHBIX Yrpo3. PaccMOTpeHbl W NMpUMEHEHbl K pa3pabOoTaHHOU
miaTpopMe MHCTPYMEHTA [JIsl 3alIUThl OT B3JIOMAa: HCIIOJB30BAaHUE MPOTOKOJIA
HTTPS, ucnionp3oBanne GyHKIIMN XAIIUPOBAHUS U UCTIOIH30BAaHUE ABYX CEPBEPOB -
Apache u Nginx.

PazpaboranHyro miaargopMy MOXKHO HCMOJb30BaTh Kak IPOTPaMMHbIM
WHCTPYMEHT U1 MPEJOCTaBICHUS aKTyaJbHOM uMH(OpManuu O Hay4yHO-
0o0pa30BaTeIbHOM NPOLIECCE C LETbI0 TMOBBIIIEHUS YPOBHS OCBEIOMJIIEHHOCTH O
HAYYHBIX JOCTHKEHHIX Ha PakynpTeTe Pagrodusnku n KOMIbIOTEpHBIX TEXHOIOTHIA.



PO®EPAT
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PACIIPALIOVKA BSCIIEKI BDB-IIPBIKJIAJJAHHS, JAVASCRIPT,
ATAKI BOB-TIPBIKJIAJTAHHAY, PACITPAIIOYKA COPBEPHAI YACTKI BOB-
[IPBIKJIAJIAHHS, PACIIPAIIOYKA  KJIEHCTKAM YACTKI  BDB-
[IPBIKJIAJJAHHS

Ab'exm oacnedasannss — mnardopma "JliubaBel GakyapTIT" Ha (QaKyIbTIIE
Panpiédiziki 1 Kamm rorapasix TaxHaANOTIH.

Mbma npaywr — pacnpanoyka iHdapmanpiiinaii 1atdopmbel  "JliuOGaBel
dakynpTdT" Ha caiiie bemapyckara J[3spkayumara VYHiBepciTaTa ®akynpToTa
Panpiédiziki 1 Kamm’rotapubsix TaxHamorii..

Memaovl 0acnedasanus — MadAsIBaHHE BIO-TIPHIKIATAHHSY .

Y mpanbl  pasmisgaroniia  aCHOYHBIA —TIepaBari  BBIKAPBICTAHHS  MOBBI
nparpamaBaHHs JavaScript s pacrparioyki B30-TIPbIKIIaJaHHsY, THTATPAIBIS MOBBI
JavaScript 3 0610misiToKaMi pacnpanoyki cIpBEepHall YacTKi BIO-TIPHIKIIAJAHHSY,
MpaaHaii3aBaHbl BiJbl Halajgay Ha BA0-TIPBIKJIAJNAHHI 1 crocaObl MpagyXxideHHS 1
MIHIMi3allbIl PBI3BIKI aJ Tarpos.

PacnpanaBana kiieHTCKas 4dactka Tuiatr@opmel «JIiubaBel GakynbTIT», sKas
naka3Bae KaHYaTKOBaMy KapbIcTady iH(apmMaipiito a0 HaByKOBa-aIyKallbliTHBIM
npaipce Ha (Qakynpmoue POIKT. Ilnarpopma nae marusimacis aOHaYJICHHS
iH(apManbli 3 namaMorail HOBBIX TyOJikamblid. [[as KaHTpoJO mpajcTayieHai
watdopmail  iHdapMmareli, MyOdiKaell MyONIKYIOIIA TOJBKI ayTapbl3aBaHbIMI
KapbICTaJIbHIKaMi a0o0 '"cymepkapsicTanbHikami". PacmpaiiaBana copBepHas yacTka
riatdopmsbl "JliubaBel (hakyabTAIT", gKas BHIKOHBae (DYHKIIBIFO 3aXOYVBaHHS JaHbIX a0
nyOJiKaIpisIX 1 ayTapbhl3aBaHbIX KapbICTAIbHIKAX Yy 0a3e HaHbIX. BhIByuaHbI Bifbl
Hamajay Ha BHIO-TIPBIKIAAaHHI 1 crmocabbl MpagyXxiJdeHHS JaJ3€HBIX IMarpos.
Pasrnemxansl 1 ¥KbITHIS Aa pacrpaliaBanail miaTGopMbl MpbUTAILI 111 a0apoHbI aj
y3noMy: BbikapeicTanHe mpaTtakosy HTTPS, BoikapbicTanHe (QyHKIIBI X3IIaBaHHS 1
BBIKApPBICTaHHE JIBYX cepBepay — Apache 1 Nginx.

PacnpanaBanyto mmatdopMy MOKHA BBIKAPBICTOYBAIlb SIK  MparpaMHbI
IHCTpYMEHT JJI TpajacTaylieHHs aKTyalbHail 1H¢apmaupli abd HaByKOBa-
aIyKaIbIHBIM TIpaIdCe 3 MAITal MaBBIIIIHHS Y3POYHIO TacBea4aHacii ab HaByKOBBIX
nacsrHeHHSX Ha Gakynbrate Panpiédiziki 1 Kamm’ oTapHBIX TOXHAJIOTIH.



ABSTRACT
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WEB APPLICATION SECURITY DEVELOPMENT, JAVASCRIPT, WEB
APPLICATION ATTACKS, WEB APPLICATION SERVER DEVELOPMENT,
WEB APPLICATION CLIENT DEVELOPMENT

The object of research — platform “Digital Faculty” at the Faculty of
Radiophysics and Computer Technologies.

Obijectives — development of the information platform “Digital Faculty” on the
website of the Belarusian State University, Faculty of Radiophysics and Computer
Technologies.

Methods — web application modeling.

This work discusses the main advantages of using the JavaScript programming
language for developing web applications, the integration of the JavaScript language
with libraries for developing the server side of web applications, analyzes the types of
attacks on web applications and ways to prevent and minimize the risk from threats.
The client part of the “Digital Faculty” platform has been developed, showing the end
user information about the scientific and educational process at the Faculty of RF&CT.
The platform provides the opportunity to update information through new publications.
To control the information provided by the platform, posts are published only by
authorized users or “super users”.

The server part of the “Digital Faculty” platform has been developed, which
performs the function of storing data about publications and authorized users in a
database. Types of attacks on web applications and ways to prevent these threats have
been studied. The following are considered and applied to the developed anti-hacking
tool platform: the use of the HTTPS protocol, the use of the hashing function and the
use of two servers - Apache and Nginx.

The developed platform can be used as a software tool to provide up-to-date
information about the scientific and educational process in order to increase the level
of awareness of scientific achievements at the Faculty of Radiophysics and Computer
Technologies.



