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Maeucmepckas ouccepmayus, 64 cmp., 7 puc., 6 maon., 14 ucmounuxos, 1
NPUNOICEHUE.

Krroueevie cnosa: BBISIBJEHUE AHOMAIJIMN, CETEBOM TPA®UK,
MAIIIMHHOE OBYYEHUWE, HEMPOHHBIE CETH.

Ob6vexm uccneoosarusi — CeTeBor Tpaduk.

L]env pabomul — BeisiBIeHUE aHOMAIUM B CETEBOM Tpa(uKe C UCIIOIb30BaHUEM
METO/I0B MAILIMHHOTO 00YYEeHUsI U HEMPOHHBIX CETEN.

Memoowl npogedenus pabomoel — VIcrionb30BaIUCh HEUPOHHBIE CETH C MPSAMOU
CBSI3bI0, PEKYPPEHTHBIE HEHPOHHBIE CETH, JJIMHHBIC IIEMU 3JIEMEHTOB KPATKOCPOUYHOM
MaMsITH, KJIACCUYECKHE METOJbl MAIIMHHOTO OOy4YEeHUs U METOoJbl aHcaMOiein
MOJIEIIEH.

Pesynomamsr — OOHapyX eHO, YTO HEUPOHHBIE CETH MPOSBIAIOT BBICOKYIO
3 PeKTUBHOCTD B BBHISBICHUM aHOMalui. Takke BBISIBIIEHO, UTO METO/blI aHCAaMOJei
Mojiesiel CHOCOOHBI JOTIOJHUTD U YIIYUIIUTh PE3YIbTAThI OTIEIbHBIX MOJACIECH.

Obnacmsv npumenenus — Pe3yabTaThl MOTYT OBITh KCHOJIB30BAaHbI A
pa3pabOTKN HAJAEXKHBIX CHUCTEM OOHapyXeHuss W MpeJoTBpalleHuss Kuobeparax,
UCIIOJB30BaThCA B Y4EOHOM TMpoIlecCe MpU MPENnoJaBaHUM YYEOHBIX IUCIUIUINH,
CBSI3aHHBIX C MAITMHHBIM O0YUYE€HUEM U KOMIBIOTEPHBIMU CETSIMU.



Abstract

Master thesis, 64 p., 7 figures, 6 tables, 14 sources, 1 appendix.

Keywords: ANOMALY DETECTION, NETWORK TRAFFIC, MACHINE
LEARNING, NEURAL NETWORKS.

Object of research — The self-similarity of network traffic. In particular, the
possibility of modeling network traffic using stable distribution is being investigated.

Purpose of the work - ldentification of anomalies in network traffic using
machine learning and neural networks.

Methods — Feedforward neural networks, recurrent neural networks, long short-
term memory network, classical machine learning methods and model ensemble
methods were used.

Results — It is found that neural networks exhibit high efficiency in anomaly
detection. It is also found that model ensemble methods can complement and improve
the results of individual models.



