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As a result of the rapid development of information technology, we are
witnessing the emergence of a digital economy, which is seen as a priority for
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most countries. In 2021, the development of China’s digital economy reached
a record breakthrough. In the white paper “Jointly Build a Community with a
Shared Future in Cyberspace”, published by the China Academy of Infor-
mation and Communications Technology, is stated that by 2021, the value of
the digital economy had reached 45.5 trillion yuan, accounting for 39.8% of
GDP and becoming a major growth engine [1].

Based on the available statistics, we may conclude that the digital econ-
omy accounts for an increasing share of China’s national economy every year
and, as such, is increasingly becoming a core part of the Chinese economy. In
turn, the development of the digital economy has affected a large number of
sectors of society. Many industries are now implementing such technologies
as big data, cloud computing, artificial intelligence and blockchain. Thus, a
high degree of interconnectedness has become a major characteristic of to-
day’s national digital economy.

However, at present, as statistics show and as noted in the doctrine, “un-
fortunately it cannot be denied that scientific and technological progress, while
providing the benefits of civilization, simultaneously creates significant pre-
conditions for the development of a new type of crime — cybercrime, a signifi-
cant characteristic of which is the use of modern technical means, information
and communication technologies to commit unlawful acts” [2, p. 117].

Without network security, there is no adequate level of protection, which
means there is a clear risk of a negative impact on economic development.
With the rapid development of the digital economy and the growth of remote
work caused by the coronavirus pandemic, the possibility of committing cy-
bercrimes, the greatest threat to network security and the digital economy as a
whole, has rapidly increased.

By far the most common (but not the only) cybercrime is phishing. Ac-
cording to the Internet Crime Report for 2022, released by the Federal Bureau
of Investigation’s Internet Crime Complaint Center, phishing, personal data
breaches and non-payment/non-delivery are the most common incidents
among the complaints received in 2022 [3, p. 21]. At the same time, manifes-
tations of cybercrime in general are multifaceted: cyber extortion, ransomware
attacks, information theft, and many others.

It should be noted that the problems of cyber security also affect the eco-
nomic security of the state. Thus, in addition to the enormous economic dam-
age, the energy sector, the transport system and others are under threat. Ac-
cording to AAG statistics, in 2021 cybercrime cost global economies around
$787,671 per hour. Over the course of the year, this amounts to
$6,899,997,960 lost worldwide to cybercriminals [4]. These losses include not
only direct property losses, but also the sums allocated for remediation and
restoration of the original economic system of the enterprise, as well as vari-
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ous indirect property losses. At the same time, cybercrimes have a negative
impact on public confidence in the state. These negative manifestations have a
great impact on the national economy as a whole.

Due to the above-mentioned negative aspects stemming from the online
space, cybersecurity is becoming an integral part of the national policies of
almost every country. The level of cybersecurity of the state and its bodies di-
rectly affects the security of the state as a whole (its bodies, institutions and
etc.), and in particular its legal entities and citizens. This requires comprehen-
sive protection from illegal processing of personal data, cyber-fraud, distribu-
tion of private content and other threats.

In order to counter cybercrime, it seems necessary, on the one hand, to
improve the legal regulation of social relations in the digital environment, and
on the other — to improve the technical means to effectively prevent the com-
mitting of cybercrimes. Moreover, states, in order to counter various forms of
threats to economic relations entities, form special cybersecurity units, de-
partments whose activities are directly related to ensuring digital resilience of
both the state and its bodies and organizations, as well as prevention of cyber-
crime. Among the main responsibilities of these units are to detect cybercrime,
eliminate it and enforce the criminal law against cybercriminals in an unstop-
pable manner.

In the People’s Republic of China (hereinafter — PCR), issues of ensuring
cybersecurity and countering cybercrime are given high priority at the gov-
ernment level. Among the main regulatory authorities are: the Cyberspace
Administration of China, the Ministry of Industry and Information, the Minis-
try of Public Security, the State Administration for Market Regulation and
others. It should be mentioned that the newest PRC’s national unit is the Na-
tional Cybersecurity Talent and Innovation Base, which is viewed as a major
component of China’s response to its cybersecurity problem. The NCC will
improve China’s cyber capabilities by focusing on two goals: cultivating talent
and spurring innovation [5, p. 7].

Besides, the Chinese government has adopted a number of regulatory
measures aimed at enhancing network security, including the Cybersecurity
Law, the Data Security Law, the Personal Information Protection Law, the
Network Security Review Measures, the Key Information Infrastructure Secu-
rity Protection Regulations and others.

In addition, in the Three-Year Action Plan for the High-Quality Devel-
opment of the Cybersecurity Industry (2021-2023) is stated that cybersecurity
investments in key industries such as telecommunications will account for
10 % of investments in informatization [6, p. 5]. Moreover, in the country,
network security services have become the fastest-growing area of the market
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as businesses allocate a higher budget for their security spending to cyber se-
curity services.

By 2027, the Chinese cybersecurity market is expected to grow at a com-
pound annual growth rate (CAGR) of about 12.4 % (figure).
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Source: [7].

Thus, on the example of the PRC is showed that ensuring cybersecurity is
considered as a high priority of the state. Nowadays, cybersecurity issues are
of strategic importance for every state in the world as a factor in ensuring se-
curity and effective development of the digital economy and other spheres.
The importance of the described problems requires the development of a strat-
egy based on the interconnectedness of national and international security, so-
cio-economic development of the country and information security of the
state. In connection with the above, it seems necessary to take measures to
counter and prevent existing and new threats in cyberspace, both at the nation-
al and international level, in order to comprehensively ensure the security of
citizens, legal entities and states as a whole.
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