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PE®EPAT
Junnmomuast pabota: 60 ctpanut, 33 pucyHka, 13 HCTOYHUKOB.

VA3BUMOCTD, OBIIMII CTAHIAPT OLIEHKHN VYA3BUMOCTEN,
CVE, CKAHEPBI YS3BUMOCTEM, NMAP, KALI LINUX

Obvexm uccredosanusi — ysI3BUMOCTH TEJIEKOMMYHHKAMOHHOM MOACHCTEMBI
«udposoii pakyapTeT.

Lenv pabomer — ucciaenoBaTh Ha YSA3BHUMOCTH TEJIEKOMMYHHKAIIMOHHYIO
noncuctemy «LludgpoBoil GpakyabTeT.

Memoowl uccnedosanuss — KOMIIBIOTEPHOE CKAHUPOBAHHUE.

B pabote paccMaTpuBarOTCsl OCHOBHBIE ATalbl, METOJIOJIOTMU U CTaHAAPTHI
aHanu3a ys3Bumoctel. [IpoBeneno ckanupoBanue cetu «L{udposoro pakynbreray,
pPacCMOTpPEHbl HaWJEHHbIE YSI3BUMOCTH B COOTBETCTBMM C OOIIMM CTaHIApPTOM
OLICHKH ys3BUMOCTEU. Pe3ynbraToM paboThl SBISIETCS OTYET O HaWJICHHBIX
YS3BUMOCTSIX C UX MOAPOOHBIM OITMCAHUEM, JUIsl OOJIbILIEH HATTISIITHOCTH TPUBEACHBI
JMarpaMMal.

Pe3ynbpraThl paboThl MOTYT OBITh KCIONB30BAHbI ISl YIIYUIICHHS YPOBHS
3alMIIEHHOCTH nojacucTeMbl «L{ludpoBoit pakynbTeT.



PO®EPAT
Jermmomuas nparna: 60 ctaponak, 33 MaimtoHKa, 13 KpbIHIIL.

VPABJIBACIIb, ATVJIBbHBI CTAHJIAPT AIPHKI YPA3JIIBACTSY,
CVE, CKAHDPHI YPABIIBACTSY, NMAP, KALI LINUX

Ab'exm Oacneoasanns - ypasiiBacili TANEKaMyHIKAIbIHHAA TaCiCTAMBI
«JIiuGaBbI haKyIbTIT.

Mbma npaysl - pacnenaBallb Ha Ypas3miBacill TIJICKaMyHIKAIBIHHYIO
najacicraMy «JliubaBel PaKyabTITY.

Memaovwl 0acnedasanus - KamilyTapHae CKaHaBaHHE.

VY pabotie pasrisaarola aCHOYHBIS 3Tarbl, METAIAJIOT11 1 CTAaHAAPThI aHAII3Y
VpazniBacuei. IIpaBem3ena ckanipaBanHe cetki '"JliubaBara dakymnbpTaTa",
pasriie/KaHbl 3HOMA3EHBIST YpasiiBaclll ¥ aAnaBeIHACIl 3 aryJbHbIM CTaHJIapTaM
alpHK1 YpaszmiBacisgy. BeiHikam mpaisl 3'aymsenia cupaBazgadya ad 3HONMA3EHBIX
ypa3niBaciyix 3 1X naapads3HbIM alliCaHHEM, JUIs O0JIbIIIail HABOYHACIII TPHIBEA3ECHbI
TBISITPAMBI.

BriHiki mpaibl MOTYIb OBILb BBIKAPBICTAHBI ISl MAJSIIIINHHS Y3POYHIO
abapoHeHac1 naacicTambl «JI1u0aBbl (GaKyIbTIT.



ABSTRACT
Thesis: 60 pages, 33 figures, 13 sources.

VULNERABILITY, GENERAL VULNERABILITY ASSESSMENT
STANDARD, CVE, VULNERABILITY SCANNERS, NMAP, KALI LINUX.

The object of research — vulnerabilities of the telecommunications subsystem
"Digital Faculty",

Objectives — investigate the telecommunications subsystem "Digital Faculty"
for vulnerabilities.

Methods — computer scanning.

The paper discusses the main stages, methodologies and standards of
vulnerability analysis. The network of the Digital Faculty was scanned, the
vulnerabilities found were considered in accordance with the general standard for
assessing vulnerabilities. The result of the work is a report on the vulnerabilities
found with their detailed description, diagrams are given for greater clarity.

The results of the work can be used to improve the level of security of the
"Digital Faculty" subsystem.



