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I'EHEPATUBHO-COCTA3ATEJIBHBIE CETHU. CTEI'OCHUCTEMBL
MAIIMHHOE OBYYEHUE. CTEI'’AHOI' PA®U A

Obvexm UCcie008aHus - I'CHCPATHUBHO-COCTA3ATCIIBHBIC CCTHU B
CTCroCuCTCMaAXx.

Llenv pabomul — uccneqoBaHNE MPUMEHEHUS] T€HEPATUBHO-COCTI3aTEIbHBIX
ceTell B cTeraHorpaduu J1sl OBBIMICHUS CTETAHOCTOUKOCTH CHCTEM.

Memoowvl  uccnedosanuss — MallMHHOE OOY4YE€HHE, KOMIIBIOTEPHOE
MOJIECTUPOBAHUE, METOIBI CTETaHOTpaUH.

B pabGote paccmaTpuBarOTCS OCHOBHBIE AacHEKThl paOOThl T€HEPATUBHO-
COCTSI3aTENbHBIX CETEH, MPUHIMIBI UX OOYYEHHUS M HAMPABICHUS MPUMEHEHUS.
AHanmM3UpyrOTCss BO3MOXXHOCTH HCIIOJB30BAaHHSI T'€HEPATUBHO-COCTI3aTEIbHBIX
CeTell B CTEroCHUCTEMax C LEJbI0 oOecnedyeHus] OOMbIIeH CKPBITHOCTH MEpeaadu
KOHQUACHIMAIBHON HHPOpPMAIMU 4Yepe3 OTKPBIThIE TEJIEKOMMYHUKAIMOHHbIE
KaHAJIbI CBS3HU.

ITokazaHo, YTO mNpPHMEHEHHE TCHEPATUBHO-COCTA3ATEIBHBIX CETeH B
CTETOCHCTEMax TI03BOJISIET OPraHU30BaTh CTeraHorpaUyYeCKUid TMPOIECC C
MUHAMH3UPOBAHHBIMA ~WCKOKCHUSIMH ~ MYJIbTUMEIUHHBIX KOHTEHHEPOB IPH
BCTpaWBaHUU B HUX CEKPETHBIX TAHHBIX M, B IEPCIIEKTUBE, CO3/aTh CTeraHOrpaduio
BOOOIIIe 03 NCKaXKEHUN HOCUTEJIEH DTUX JaHHBIX.

[IpenyioxkeHHass METOJIMKA MOXKET OBITh MCIIOJIb30BaHA TaK K€ B PA3TUYHBIX
chepax  AesATeNbHOCTH, TjAe  TpeOyeTcs  00eCrneyuTb  MaKCUMAaIbHYIO
KOH(HUICHIIMATBHOCTh XpaHeHus nu(poBoit nHGOpMAIIHH.



PO®EPAT
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T'EHEPATBIYHA-CYTIEPHILIKIS CETKI. CTOI'ACICTOMBI.
MAIIBIHHAE HABYUYAHHE.CTOI'AHAI'PA®IA

AO'eKT gacienaBaHHs — reHepaThlyHa-CYMEePHIIKisA CeTK1 ¥ cTaraccitamax.

Mbta nparsl — gacienaBaHHe MPBIMSHEHHS TeHePaThIyHA-CYTIEPHIIKIX CeTaK
y cTaranarpadii s MaBbIIIHHS CTATAaHACTOMKACIII CICTAM.

Mertansl  pmacienaBaHHS ——  MalllblHHae HaBydaHHe, KaMII'FOTApHAe
MaJdJIsIBaHHE, METa bl CTAraHarpadii.

VY mpanel pasriaeABarolla aCHOYHBIS acCHEeKTbl Ipalbl Te€HepaTblyHa-
CYNEpHILKIX CeTaK, IX MPBIHIbIIBI HAaBYYaHHS 1 HampaMKi MPbIMSHEHHS.
AHani3yronia MaryelMaclll BBIKAPBICTAHHS TI'€HEpPAThIyHA-CYNEPHIIKIX CETaK Y
cToraHarpadgax 3 MdITall 3abecnsudHHsA OojbInail  yToeHACIl Iepajiaydbl
KaH(pIIPHIBIMHAA 1HpapMalbpll 1pa3 aAKPbITBI TAJIEKAMYHIKALBIMHBIS KaHaJIbl
CYBsI31.

[laka3ana, mTO TpPBHIMSHEHHE TEHEPATHIYHA-CYMEpHIIKIX CEeTaK Yy
cTaranarpadil a3Bajisie apradizaBailb cTaraHarpadiyHbl Ipaidc 3 MiHIMI3aBaHbIMI
CKaK3HHSIMI MYJIbTBIMEABIMHBIX KaHT3WHEpay Npbl yOynaBaHHI ¥ 1X CAaKp3THBIX
JaJ3€HbIX 1, Y MEPCIEKThIBE, CTBAPbILb CTAraHarpadito Haorysl 0e3 CKaXIHHSIY
HOCBHOITay IITHIX JaJA3CHBIX.

IIpamanaBanasi MeTOJbIKa MOKa OBIIb BBIKAPHICTAaHA TaKcaMa Y PO3HBIX
chepax  na3eiiHacui, Ja3¢  marpaOyemna  3a0sCcHedblllb  MaKCIMalbHYIO
KaH()1IPHIBIIBHACIL 3aX0YBaHHS JliuOaBail iHdapMaribIi.
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THE USE OF GENERATIVE-ADVERSARIAL NETWORKS IN
STEGOSYSTEMS

Obiject of research — generative-adversarial networks in stegosystems.

The purpose of the work — the research of the use of generative-adversarial
networks in steganography to increase the stegan resistance of systems.

Research methods — machine learning, computer modeling, steganography
methods.

The paper discusses the main aspects of the work of generative-adversarial
networks, the principles of their training and areas of application. The possibilities
of using generative-adversarial networks in stegosystems are analyzed to ensure
greater secrecy of the transmission of confidential information through open
telecommunication channels.

It is shown that the use of generative-adversarial networks in stegosystems
makes it possible to organize a steganographic process with minimized distortions
of multimedia containers when secret data is embedded in them and, in the future,
to create steganography without distortions of these data carriers at all.

The proposed methodology can also be used in various fields of activity where
it is required to ensure maximum confidentiality of digital information storage.



