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PABPABOTKA W HWCCIEJOBAHUE AJITOPUTMUYECKOI'O U
[TPOI'PAMHOI'O OBECITIEYEHUM A CTET'OAHAJIN3A

OOBEKT HuCCIEeNOBAHUS — MPUIOKEHUE CTEroaHaln3a JIs MEePCOHATBHBIX
KoMIbroTepoB 1o yrpasieHuem OC «Windowsy.

[lenbs paboThl — pa3zpaboTaTh MPUIIOKEHUE CTErOaHAIN3a H300pKEHUN C
peanu3anuendl TpeX aTak Ha CTErOKOHTEMHEpBbI: BU3yallbHAs aTaka, CpPaBHEHHE
n300paxenuii Ha ocHoBe MeTpuku PSNR, cratnctudeckas araka Xu-KBajpar.

Mertoabl uccie10BaHUs — KOMIIBIOTEPHOE MOJICIMPOBAHUE.

B pabore paccmarpuBaroTcsi pa3ivyHble CcTeraHorpaduyeckue MeETOIbI.
CdopmupoBaHbl OCHOBHBIE TpeOOBaHMS K pa3padaTbIBAEMOMY MPHIOKEHUIO.
Pe3ynbraTom paboThI SBIIAETCS MPOTPAMMHASI peaTnu3alusl.

PazpabotanHoe MpHIIOKEHUE MPEICTABISET COOOM MOJIE3HBIT MHCTPYMEHT
JUISL CTeroaHainu3a H300paXEHUH C HCIONb30BAaHMEM BU3YaJIbHOM aTakw,
CTaTUCTHUYECKOW araku xu-kBagpaT u MeTpuku PSNR. OHO MoxeTr ObITh
MCITOJIb30BAHO KaK MCCIIEOBATESIMU B 00J1aCTH MH(POPMATMOHHOW 0€30M1acCHOCTH,
Tak ¥ npodeccuoHaramu B cdepe HUPpoBOH (DOpPEH3UKU Mg OOHAPYKEHUS
CKPBITBIX COOOIIEHU U TOTEHIIMAIBHBIX YIPO3.
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PACIIPAIIOYKA 1 JIACJEJJABAHHE AJITAPBITMIUHATA 1
[TPATPAMHAT' A 3ABECITAIYOHHA CTETAAHAJII3Y

AG'ekT pnaciemaBaHHA — JafaTak CTEroaHaiizy [Uisl TepcaHalbHBIX
kammyTtapay maj kipaBanaeM AC «Windowsy.

MbTa mpanbl — pacmpaiaBallb MPBIKIAJaHHE CTErOaHallizy MalllOHKay 3
paanizanblsail TpOX Hamaaay Ha CTErOKOHTEHHEpHI: Bi3yallbHas aTaka, MapayHaHHE
MaJtoHKay Ha acHoBe MeTpbiki PSNR, cTaTblcThIUHAS aTaka Xi-KBaJpar.

Mertazpl 1acienaBaHHs - KaMITyTapHAe MaJI3JIsIBaHHE.

VY nmparbl paszrisgaronua po3Hbls crarasarpadiunbis Metaabl. ChapmipaBaHbl
acHOYHBISI maTpabaBaHHI Ja pacmpaioyBaeMara jgafaTKy. BbIHIKaM Mparnbl
3'synsiena mparpaMHaasi plaii3alibls.

PacnpanaBanae mnpeikiagaHHe ysyise caOoll KapbICHbI 1HCTPYMEHT IS
CTEroaHaji3y MaJlOHKAY 3 BBIKAPBICTAHHEM Bi3yaJbHal aTaki, CTaThICTBIYHAN aTaKl
xi-kBazapaT 1 MeTpbiki PSNR. SlHo Moka Obllb CKapbICTaHa K JacieIHIKaMl ¥
BoOmacui iH(papMauplitHail Osictieki, Tak 1 mpadecigsHanami § cdepsl iubaBai
(bapaH3IK1 AJ1s1 BBIAYJICHHS YTOSHBIX TaBEJaMJICHHSY 1 MaT3HLBIMHBIX MAarpo3.



ABSTRACT
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DEVELOPMENT AND RESEARCH OF ALGORITHMIC AND
SOFTWARE FOR STEGOANALYSIS

The object of study is a steganalysis application for personal computers
running Windows OS.

The purpose of the work is to develop an image stegoanalysis application with
the implementation of three attacks on stegocontainers: a visual attack, image
comparison based on the PSNR metric, and a statistical chi-square attack.

Research methods — computer simulation.

The paper considers various steganographic methods. The basic requirements
for the developed application are formed. The result of the work is a software
implementation.

The developed application is a useful tool for image steganalysis using visual
attack, chi-square statistical attack and PSNR metric. It can be used by both
information security researchers and digital forensics professionals to detect hidden
messages and potential threats.



