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OOnwexkT uccienoBanus — DOCKer-koHTelHephl U ySI3BUMOCTH.

Ilens paboThl — pa3pabOTKa METOIWKH aBTOMATHYECKOTO pPa3BEPTHIBAHUS

ySI3BUMBIX OMEpallMOHHBIX cucteM B Docker-koHTeliHepax i UCIOJNBb30BaHUS HA
KUOEPIIOIUTOHAX.

B mporiecce BBITIOMHEHUS IUIUIOMHOW pabOThl OBUIM TIpOaHATW3UPOBAHBI
TEXHOJIOTUM KOHTEHHEpH3allMh U BUpTyalu3anuu. Takxke ObUIM HU3yYEHBI
pacmpocTpaHeHHbIE YSI3BUMOCTU onepanroHHbix cucteM Windows u Linux. s
co3nanus ys3BuMbIX Docker-o0pa3oB Ob11u HacTpoensl daitisl Dockerfile u docker-
compose.yml. Kpome Toro, Obutn pazpaboTanbl TpeOOBaHUS U peaT30BaHa MOJIEIb
ABTOMATHUYECKOTO pPa3BepThIBaHUS DOCKEr-koHTEHHEpOB i1 MCIOJIb30BAaHUS Ha
KHOEPIOJIUTOHAX.
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AOG'exT nacnenaBanns — DoCKer-kaHTaiHepHI 1 ypa3miBaciii.

MbTa mpambl — pacmparnoyka METOJBIKI ayTamaThldHara pa3rOpTBaHHS
Ypa3miBbIX amnepanblifHbiX cicTdoM y Docker-kanTdiftHepax aiisi BBIKAphICTaHHSA Ha
KibeprnaiiroHax.

VY mparpce BbIKaHaHHS ABIIUIOMHAM Tpanbl ObLIl MpaaHadi3aBaHbl TIXHAJIOT11
KaHTAWHEphI3allbll 1 BipTyamizaipl. Takcama ObUII BBIByYaHbl paclayCro/pKaHbIs
VpazniBacii anepanpliapix cictoM Windows 1 Linux. [ crBap?HHS YpaszmiBbIX
Docker-Bo6pa3zay Obu1i Hanmamxansl daiiasl Dockerfile i docker-compose.yml. Akpams
Taro, ObUIl paclpalaBaHbl mnaTpabaBaHHI 1 plajli3aBaHa MaJdjb ayTamaTbhluHara
pasroptBanHs Docker-kantaiinepay /sl BRIKapbICTaHHS Ha KiOepIriaJiroHax.
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The object of research is Docker containers and vulnerabilities.

The purpose of the work is to develop a methodology for automatically
deploying vulnerable operating systems in Docker containers for use in cyber training
grounds.

During the course of the diploma work, containerization and virtualization
technologies were analyzed, as well as common vulnerabilities in Windows and Linux
operating systems. Dockerfile and docker-compose.yml have been configured to create
vulnerable Docker images. To create vulnerable Docker images, Dockerfile and
docker-compose.yml files were configured. Additionally, requirements were
developed and a model for automatic deployment of Docker containers for use in cyber
training grounds was implemented.



