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CUCTEMA 3AUINTHI, [TOJINTUKA, PUCKH, YI'PO3bI,
[TIEPCOHAJIBHBIE JAHHBIE, IIOJIbB3OBATEJIb, HWH®OPMALMOHHAA
CUCTEMA, JOKYMEHTAILIMA, TEXHUYECKOE 3AJJAHUE, OBIIIAA CXEMA

OOBeKT uccneaoBaHus — MH(POPMALMOHHAs O€30MaCHOCTh, MOTOKU JaHHBIX,
duznyeckne rpaHullbl, OOBEKTHl U CYOBEKTHl MH(POPMAIIMOHHOW CHCTEMBI BBICIIETO
y4eOHOTr0 3aBECHUS.

Lenp pabOThI — MPOEKTUPOBAHUE CUCTEMBI 3AIUTHI UH(HOPMAITMOHHON CHUCTEMBI
BBICIIETO Yy4€OHOI0 3aBE/ICHHUS.

3agaun pabOTHI:

— npoBecTy aHanu3 uHpopmanmoHHsix notokoB MC BY3a;

— pa3paboTaTh W BHEAPUTH MOJUTUKY HMH(OpManmoHHOW Oe3omacHoctu MC
BVY3a;

— OIpeAeNuTh TpeOOBaHUA K CUCTEME 3alllUThl UHPOpPMALUU B TEXHUYECKOM
3aJIaHUU Ha CO3/laHrue cucTeMbl 3amuThl nHGopManuu UC BY3a;

— pa3paboTaTh AOKYMEHTALIMI0 HAa CHCTEMY 3alllUThl MH(MOpPMALMU BBICIIETO
yueOHoro 3aBeaeHus UC BY3a;

— pazpaboTtaTh 00IIyI0 cxeMy cuctembl 3aiuThl nHbopmanuu MC BY3a.

B mporecce BBINONHEHUS OUIIOMHOW pabOThl ObUIM MPOAHAIU3UPOBAHBI
OCHOBHbIE HOpPMaTHBHBIE IpaBOBbIe akThl PecnyOnuku benmapyce u omnpeneneHsl
OCHOBHBIE TPEOOBAaHMS K CHCTEME 3alUThl MH(OPMAIMOHHOW CHCTEME BBICILETO
y4eOHOTO 3aBECHUS.

bl pa3paboTaHbl: MOIUTHKA HHOOPMATMOHHONW 0€30M1aCHOCTH, TEXHUYECKOE
3aJlaHi€ Ha CUCTEMY 3alllUThI, JOKYMEHTAIUsl Ha CHUCTEMY 3allUThl U 00Ias cxema
CUCTEMBI 3aIIUTHI.

[IpuBenensl cxema ¢puznueckux rpanul] UC BY3a u cxema moToKOB JaHHBIX
NC BY3a.



POD®EPAT
Junomuas pabora: 68 c., 6 mai., 3 Ta6:m., 11 kperHi, 2 gagaTki.

CICTOMA ABAPOHBDbI, [TAJIITBIKA, PBI3bIKT, I[TAT'PO3BI,
IIEPCAHAJIBHBISA JAJIBEHBISI, KAPBICTAJIBHIK, IHO®APMAILIBIMHAS
CICTOMA, JAKYMEHTALBIA, TOXHIYHAE 3AZJAHHE, AI'YJIbBHAA CXEMA

AG’exT nmacienaBaHHs — iH(apMalpliiHas Osicrieka, MaToKi JaHBIX, (Pi31YHBIA
rpaHilbl, a0'ekThl 1 Cy0'ekThl iH(apMaipliiHail CICTAMBI BBINUIIAN HaBy4yaldbHaN
YCTaHOBBI.

Mbta paboThl — IMpaeKTaBaHHE CICTAMBI a0apoHbI 1H(apMalbliiHall CICTIMBI
BBILIDMIIAN HaBY4YaJbHAW YCTAHOBBI.

3anaydbl pabOTHI:

— mnpaseclli aHam3 iHpapMmanplitHeix natokay IC BHY;

— pacrpanasallb 1 YKapaHilb NamTeIKy iHpapmaisliinail 0scneki IC BHY;

— BBI3HAYBILb MaTpadaBaHHI J1a CICTAMbBI axOBbl 1H(apMalbll ¥ TIXHIYHBIM
3aJlaHHI Ha CTBapaAHHE cicTAMBbI abaponsl iHpapmanel IC BHY;

— pacrpanaBailb JaKyMEHTalbII0 Ha cicTaMy abapoHbI 1H(papMalibll BbIIIBHAIIAN
HaBy4anbpHai ycraHossl [C BHY;

— pacrpanaBalilb aryJibHyl0 cxeMy cicTambl abaponsl iHpapmanei [C BHY.

VY mpanpce BbIKaHaHHS JBITUIOMHAN pa0doThl ObUII MpaaHali3aBaHbl ACHOYHBIS
HapMaThIYHBIS TpaBaBblsl akThl PacnyOniki bemapych 1 BbI3HA4aHbl ACHOYHBIS
natpabaBaHHl Ja cCICTAMbI a0apoHbl 1H(apMaubliHAH CICTAMBI  BBILIDMIIAN
HaByYaJIbHAll YCTaHOBBI.

beunl pacnpaniaBanbl: naniThika 1H(papMalbliiHal OsACIEK], TOXHIYHAE 3aJJaHHE
Ha CICTAMY axOBbl, JaKYMEHTAIbll Ha CICTAMY abapOHBI 1 aryjbHas cXema CICTAMBI
abapOoHBI.

[IpriBenzennl cxeMa ¢i3iunbix Mexay [C BHY 1 cxema natokay nanzensix 1C
BHY.



ABSTRACT
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PROTECTION SYSTEM, POLICY, RISKS, THREATS, PERSONAL DATA,
USER, INFORMATION SYSTEM, DOCUMENTATION, TERMS OF
REFERENCE, GENERAL SCHEME

The object of research is information security, data flows, physical boundaries,
objects and subjects of the information system of a higher educational institution.

The purpose of the work is to develop a system for protecting the information
system of a higher educational institution.

Work tasks:

— to analyze the information flows of the IS of the university;

— develop and implement the information security policy of the IS of the
university;

— determine the requirements for the information security system in the terms
of reference for the creation of the information security system of the IS of the
university;

— develop documentation for the information security system of the higher
education institution IS university;

— develop a general scheme of the information security system of the IS of the
university.

In the process of completing the thesis, the main regulatory legal acts of the
Republic of Belarus were analyzed and the main requirements for the protection system
of the information system of a higher educational institution were determined.

A diagram of the physical boundaries of the IS of the university and a diagram
of the data flows of the IS of the university are given.



