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OOBeKT uccieoBaHus — AECKTOIHOE MPHIIOKEHUE IS IU(PPOBAHUS U COKPBITUS
uHpopManu B U(PPOBBIX U300paKEHHUSIX.

[enp pa®oTHI 3aKiIIOYAETCS B OLEHKE PE3yJIbTATOB COBMECTHOI'O MCIIOJIb30BAHUS
CTEraHOrpPaPUUYECKOTO COKPBITHUS B Mape C KPUNTOrpahuIeCKUM KOJUPOBAHUEM.

PaGota mocBsilieHa  MCCIEAOBAHMIO  MPOLIECCAM  CTEraHOrPapUUEcKOro
BCTpauBaHus MH(OpMaluu B n300paxkeHus. B xoze paboThl IpOBEAEH CTATUCTUYECKUM
Y BU3YaJIbHBIN aHATTN3 MIIAIINX OMTOBBIX INTIOCKOCTEN B 3aIIOJIHEHHOM, HE 3aII0JIHEHHOM
KOHTEIiHepe; Kak Npu 3amuppoBaHHOM, TaK M He3aMM(PpPOBAHHOM BCTPOSHHOM
coobmienremM. OlleHEHO 3HavYeHHe MHUGPOBAHUS BCTPAUBAEMOTO COOOIICHUS B
oOHapykeHHH cTeraHorpaduyecKkux Moau(puKanuii B U300paKeHUIX -KOHTEHHEpax.

VYcTaHOBIEHO, YTO MpU IMHUQPPOBAHUM COOOIUIECHUS YIYUIIAIOTCS CTAaTUYECKUE
XapaKTePUCTHKU OWTOBOW TIIJIOCKOCTH, YTO YMEHBIIAET BEPOSTHOCTH OOHAPYKEHUS
COKPBITHAL.

Co3aHo COOTBETCTBYIOIIEE MPOrpaMMHOE oOOecreueHrne, HeoOXOAUMOe s

BBIITOJIHCHU A HCCJ'IG,Z[OBaHI/II\/JL



POD®EPAT

Jeimuiomuas npana: 85 c., 92 main., 6 Tabu., 14 kpeixin, 1 gam.

CTET'AHOI'PA®IA, CTET'AAHAIJII3 MAJITOHKA, CTETAHOI'PA®DISA LSB,
CTETOKAHTEMHEP, BITAY IIJIOCKACLI, KPBIIITATPA®IS, META]IbBI
IbI®PABAHHA, CTPYMEHEBbGIA IBI®PHI, bJIOKABBIA IIBIOPHI

AOG'exT nacienaBaHHs — J3CKTOIHAE MPBIKIAIaHHE [ MIblppaBaHHs 1 YTOWBaHHA
iHbapmaripl ¥ 1190aBbIX MaTIOHKAX.

MbTa paloThl 3akirodaellia y alPHIbl BBIHIKAY CyMecHara BBbIKapbICTAHHS
CTeraHorpapuuecKkoro YToMBaHHs ¥ napsl 3 KpelTarpadiuHbIM Ka/laBaHHEM.

[Ipama npeicBeuaHa aaciae1aBaHHIO MpadcaM cTeraHorpaduyeckoro yoyaBaHHs
iH(papManpll ¥ MamoHKl. Y Xo0/a3€ paOOTbl MPaBEA3€HbI CTATBHICTHIUHBI 1 Bi3yaJbHBI
aHail3 pa3MepKaBaHHS OIT MajOAUIbIX OITaBBIX IUIOCKACLSY Y 3allOYHEHBIM, HS
3alOYHEHBIM KAaHT3WHEPHI; K Mpbl 3allblppaBaHbiM, TaK 1 He3alIbIPpaBaHbIM
yOyJaBaHbIM MaBeAaMIICHHEM. AIPHEHa 3HaudHHE Mibl(paBaHHd YOynaBaHa
naBeJaMJIEHH] ¥ BbISYJIEHHE cTeraHorpauyeckux Maaplpikaublii ¥ MalroHKax-
KaHTA3HEpax.

YcranoyieHa, mTo npsl miblhpaBaHH] NaBeIaMIICHHS NaBsUIIUBAOLA CTAThIYHbIA
XapaKTapbICThIKI OiTaBail IJIOCKAcli, IITO NaMSHINAE BEPArOJHACIb BBISYICHHS
YTONBaHHS.

CrtBopana ajnaBefHae mparpaMmHae 3a0ecnsiudHHE, HeaOXoIHae ISl BhIKAHAHHS

JacyieqaBaHHsAY .



ABSTRACT
Thesis: 85 p., 92 fig., 6 tab., 14 sources, 1 appl.

STEGANOGRAPHY, IMAGE STEGANALYSIS, LSB STEGANOGRAPHY,
STEGOCONTAINER, BIT PLANES, CRYPTOGRAPHY, ENCRYPTION
METHODS, STREAM CIPHERS, BLOCK CIPHERS

The object of research is a desktop application for encrypting and hiding
information in digital images.

The purpose of the work is to evaluate the results of the joint use of steganographic
concealment paired with cryptographic coding.

The work is devoted to the study of the processes of steganographic embedding of
information in images. In the course of the work, a statistical and visual analysis of the
lower bit planes in a filled, unfilled container was carried out; both with an encrypted
and unencrypted embedded message. The value of embedded message encryption in
detecting steganographic modifications in container images is estimated.

It is established that when encrypting a message, the static characteristics of the bit
plane are improved, which reduces the probability of detection of concealment.

The corresponding software necessary for carrying out research has been created.



