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METO/bI 3AIITUTEI, AYJIUT MTHOOPMAIIMOHHON BE3OITACHOCTH,
KOPITOPATHBHAS NHO®PACTPYKTYPA

OOBEKTOM  UCCIENOBaHMs SIBISIETCA  KOpIHOpaTHBHas HHQPPACTPYKTypa,
BKJIIOYAIOIIAsl BUPTYAJIbHBIE CETEBBIC PECYPChI, 0a3bl JAaHHBIX, IPUIIOKEHUS U JPyTHE
KOMIIOHEHTHI.

Lenpto maHHOW pabOTHI SBISETCS M3YYEHHE METOAOB 3aIIUTHI U MPOBEACHHE
ayauTa HHPOPMAIIMOHHOM 0€30MacHOCTH KOPIOPAaTUBHON HHGPACTPYKTYPHI C LETBIO
o0ecrniedeHrs HaJACKHOCTH, IEIOCTHOCTH M KOH(DHUIECHIIMATBHOCTH TaHHBIX, a TAKKe
BBISIBJICHUSI TOTCHIIMATBHBIX YA3BUMOCTEN M pa3pabOTKU Mep MO UX YCTPAHCHHUIO.

B mponecce aumniaomMHOl paboThl OBUIM HUCHOJIL30BaHbl TaKUE METOABI M
METOJIOJIOTHH, KaK: aHaJIW3 yIpo3 W YA3BUMOCTEH MU ayIauT O€30MacHOCTH. AyIUT
BKJIIOYAT CKAaHMPOBAaHHE CHUCTEM Ha YSA3BUMOCTH, aHAIU3 XYpPHAJIOB COOBITHIA,
IIPOBEPKY COOTBETCTBHS MOJUTHKE O€30MacCHOCTH U ApYyTHE IMpolecchl. Pe3ynbraTs
ayauTa TO3BOJIUIM  BBISIBUTH  MOTEHIMAIBHBIE  YSI3BUMOCTH W MPOOJIEMBI
0€30MMacHOCTH, a TaKKe MPUHITH MEPHI I UX YCTPaHEHHUSI.

B pesynbraTe ayauT mHpoOpMaiMOHHOW 0€30MaCHOCTU MO3BOJIMII BBISIBUTH U
YCTpAHUTh  YySI3BUMOCTH M TpoOJeMbl  0€30MacHOCTH  KOPHOPATHBHOU
UHQPACTPYKTYphl.  Pe3ynbTaThl  CBHAETENBCTBYIOT O  TOBBIINIGHUH  YPOBHSA
6e3omacHocTH HHGOPMAITMOHHON KOPIOPATHBHONW HHPPACTPYKTYPHI U CIIOCOOCTBYIOT
3alIUTe JaHHBIX OT yrpo3 M arak. [lodmydeHHbIE 3HAHUS W OMBIT MOTYT OBITh
MCTIONIb30BaHBI JIJIs1 00ecnieueHrs: 0€30MacHOCTH HH(GOPMAITMOHHBIX CUCTEM B IPYTHX
OpraHM3aIMsIX U 3alIUTHI UX OT PA3IUYHBIX YIPO3.
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METAJIbI  AXOBBI, AVJBIT TH®APMAIIBIMHAN  BSCIIEKI,
KAPITAPATBIYHAS IHOPACTPYKTYPa

Ab'exTam nmacnenaBaHHsS ¥ JOBITUIOMHAl pabore 3'aynsenia KaprnapaTblyHas
1HGpaCTPYKTypa, sSKas YKitodae ¥ cs10e BIpTyalnbHbIS CETKABbIs PACYPChI, 0a3bl JaHbIX,
MPBIKJIAIAHHS 1 HIIBISI KAMITAHCHTHI.

MbTaii rataii paboThl 3'ayiseniia BEIByUdHHE METajgay axoBbI 1 MpPaBsI3€HHI
ayneITy 1H(papMalplifHail Oscrieki KaprmapaTblyHail 1H(pacTpyKTypbl 3 MdTai
3a0ecTsTYdHHS HaJ[3eHHacIIl, 113JIacHACI 1 KaH(IIPHUIBISIIBHACII JaA3€HbIX, a TaKcama
BBISTYJICHHSI MAT3HUBISUIBHBIX ypa3iiBaclel 1 pacpanoyki Mep na ixX yXI1JEHHI.

VY mpanpce bIUIOMHaid  paOOThl ObUI  BBIKAPBICTAHBI Takis MeTaibl 1
METaJalorii, sK: aHaii3 marpo3 1 ypasiiBacleil 1 ayAblT Oscieki. AyAbIT YKIIO4ay
CKaHaBaHHE CICTAM Ha ypa3iiBaclll, aHaJIi3 )KypHaJlay Maj3ei, IpaBepKy y3roJHEeHaCLl
3 MajiThlKaik Osicmekl 1 IHIIBIA Npandcbl. BhIHIKI ayAbITy JamnaMaril BbISBILb
NAaTAHUBLUIBHBISA ypa3iiBacll 1 MpadieMsl OSCIEK], a TaKkcaMa MPBIHSIL MEphI Ma 1X
YX1JICHHI.

VY BBIHIKY ayAbITy 1H(papmanpliiHaili Osicrieki ObUIl BBISYJIEHBI 1 YX1JIEHBI
ypasniBacil 1 mpabiaemsbl OsicTieK] KaprnapaTblyHai 1HppacTpyKTyphl. BbiHIKI cBeqUallb
Ipa NaBbIIIPHHE Y3pOYHIO OscneK] iHpapMalbliiHai KapnapaTblyHail 1HGPacTPyKTyphbl
1 COPBISIONb aXOBE JAJ3EHBIX aJ ypas3niiBacued 1 arak. ATpbIMaHbIS BEAbl 1 BOMBIT
MOTYIb OBIIb BBIKAPBICTAHBI AJIs1 3a0€CTISTUIHHS OsicTieK] 1H(papMalbIiHBIX CICTOM Y
THIIIBIX apraHi3alblsaX 1 aXOBbI 1X aJ] PO3HBIX ypa3iiBaciiel.
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METHODS OF PROTECTION, AUDIT OF INFORMATION SECURITY,
CORPORATE INFRASTRUCTURE

The object of the research is the corporate infrastructure, including virtual
network resources, databases, applications, and other components.

The goal of this work is to learn the methods of protection and audit of
information security in corporate infrastructure in order to ensure the reliability,
integrity, and confidentiality of data, as well as to identify potential vulnerabilities and
develop measures to address them.

During the diploma work, the following methods and methodologies were used:
analysis of threats and vulnerabilities and security audit. The audit included scanning
systems for vulnerabilities, analysis of event logs, compliance checking with security
policies, and other processes. The results of the audit helped to identify potential
vulnerabilities and security issues and take measures to address them.

As a result of the information security audit, vulnerabilities and security issues
in the corporate infrastructure were identified and addressed. The results demonstrate
an improvement in the level of security of the corporate information infrastructure and
contribute to the protection of data against threats and attacks. The knowledge and
experience gained can be used to ensure the security of information systems in other
organizations and protect them from various threats.



