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OOBEKTOM HCCIIEIOBaHUS SBIICTCS KOPIIOpAaTUBHAS HHPOPMAIIMOHHAS CUCTEMa
(kuOEepHOJIUTOH) U aHAJIU3 €€ TOTEHI[UAIBHBIX YSI3BUMOCTE.

Llenp pa®OTBl — HCCIEAOBAHHME PA3JIMYHBIX METOIOB, 3TAloOB, CTaHIAPTOB
TECTUPOBAHUS HAa NMPOHUKHOBEHUE U MPUMEHEHHE MOJIYUYEHHBIX 3HAHUU B Mpouecce
peanu3alMd  TECTUPOBaHUS  KOPIOPATUBHOW  MH(OPMALIMOHHONW  CUCTEMBI
(knbepronurona) Ha MPOHUKHOBEHUE.

B nporiecce BbINoJIHEHUST TUIUIOMHON paOOThI ObUT pa3paboTaH KMOEPIOIUTOH
c momoiplo cereBoro cumyssitopa EVE-NG, koropeiii mpemocraBiser HaOOp
UHCTPYMEHTOB Ui paboOThl ¢ BUPTYyaJbHBIMU YCTPOWCTBAMHU, IOCTPOECHUEM CETEM,
KOMMYyTallell U ymnpaBiieHueM oOopynoBaHusi. CaM KHUOEpIIOJUIOH IpPEJCTaBiIsIeT
co00i1 BUPTyaJIbHYIO Cpelly, pa3paboTaHHYIO AJisi OTPAOOTKU MPAKTUYECKUX HABBIKOB
BBISIBJICHUSI KOMITIOTEPHBIX aTaK, pacciieOBaHMs HHLIMJAECHTOB HH(OpMALMOHHON
Oe3omacHOCTH, OTPAaOOTKH TPOBENEHUS ayauTa O0e30MmacHOCTH WHQGPACTPYKTYPHI,
TECTUPOBAHUS Ha MPOHUKHOBEHUE, IPOBEACHUS KHOEpOOyUYEeHU U COPEBHOBAHUI.

[Tocne 3aBepiieHust pa3pabOTKU U HACTPOUKU KHMOEPITOIUIoOHa OBLIIO MPOBEIECHO
TECTUPOBAHUE HA NMPOHUKHOBEHHE C HMCIHOJb30BAHMEM CHEHAIbHO IMOA0OPAHHBIX
MHCTPYMEHTOB, BKItouas Nmap u Metasploit Framework. Tak >xe Obu1 mpousBeieH
aHaJIU3 pe3yJIbTaTOB TECTUPOBAHMS U ObUIH BbIIEJIEHBI PEKOMEHJAMH 110 YCTPAaHEHUIO
MOBBIIICHUIO YPOBHS 3alIMIIEHHOCTH KOPIOPATUBHON MH(GOPMALIMOHHON CHCTEMBI.
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AQ’exTaM JacieaBaHHs 3’Ayisella KapraparelyHas iHpapMmalpliiHas cicTaMa
(ki1GepImaliron) 1 aHaji3 sie MaTIHIBINHBIX YPa3IliBacIIsy.

Mbra npansl — JacienaBaHHe pO3HBIX METajay, aTanay, CTaHaapTay TICTaBaHHS
Ha MpaHIKHEHHE 1 KapbICTaHHE aTPhIMAHBIX BeJay y Mpansce paaji3albll TICTaBAHHS
KaprapatblyHail iHapMalibliiHail cicTAMBI (KiOeprairona) Ha MpaHiKHEHHE.

VY mpanpce BrIKaHaHHS JBIIVIOMHAN pallbl OblY pacrpanaBaHbl KIOEpIaliroH 3
nanamorai cerkaBara cimyistapa EVE-NG, ski npananye HaOop npbuiaj A1 Nparbl
3 BIpTyaJlbHbIMI YCTpoMCTBami, malyloBail ceTak, KaMyTalblsidi 1 KipaBaHHEM
abcransBanHs. Cam kiOepnamiroH ysymnse cabow BipTyajlbHae acspomjse,
pacnparnaBaHae i aanparoyKi MPaKTHIYHBIX HABBIKAY BBIAYJIEHHS KaMIl'FOTapHBIX
arak, paccieIaBaHH1 IHIBIAHTAY 1H(papMalbliiHal OSCIeK], aApaloyKi NpaBsA3€HHs
aynpITy Osictieki 1H(QPAcTPyKTypbl, TICTAaBaHHS Ha IMpaHIKHEHHE, MpPaBsA3€HHI
KiOepHaBy4YaHHSY 1 CIa0OPHILITBAY.

[Tacns 3aBspLISHHS pacHpaloyki 1 Hajlajael KideprajiroHa ObLIO MpaBea3eHa
TOCTaBAaHHE HA TMPaHIKHEHHE 3 BBIKAPBICTAHHEM CHElbIsJIbHA Maga0dpaHbIX
1HCTpyMeHTay, ykirouaroubl Nmap 1 Metasploit Framework. Takcama Ob1y 3poOsieHBI
aHasi3 BbIHIKAY TACTaBaHHS 1 ObLII JaA3€Hbl PIKaMEHIAlbIN 11a MaBBIIIPHHI Y3POYHIO
abapoHeHacll KapnaparblyHail iHpapMalbliiHall CICTIMBI.
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The object of research is a corporate information system (cyber range) and
analysis of its potential vulnerabilities.

The aim of this work is to explore various methods, stages, and standards of
penetration testing and apply the acquired knowledge in the process of implementing
penetration testing of the corporate information system (cyber range).

During the execution of the thesis, a cyber range was developed using the
network simulator EVE-NG, which provides a set of tools for working with virtual
devices, network construction, switching, and equipment management. The cyber
range itself represents a virtual environment designed for practicing practical skills in
detecting computer attacks, investigating security incidents, conducting security
infrastructure audits, penetration testing, cyber training, and competitions.

After the development and configuration of the cyberpolygon was completed,
distribution testing was carried out using special tools, including Nmap and the
Metasploit Framework. An analysis of the test results was also carried out and
identification was made to eliminate the increase in the level of security of the
corporate information system.



