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HEBUJIUMOTO U(PPOBOrO BOJSHOIO 3HAaKa B MIPOCTPAHCTBEHHBIE JTAHHBIC DJICKTPOHHBIX KapT B LIEJSX 3alUThl aBTOP-
CKHUX IpaB Ha KapThl, 00eCIEYECHUs 1IEJTOCTHOCTH TIOCIIEHUX WM JI0Ka3aTeIbCTBA UX MMOJUIMHHOCTH. MeToa NpuMeHnM
K 2JIEKTPOHHBIM KapTaM B ¢popmatax Shapefile 1 GeoJSON. OH ocHOBEIBaeTCS Ha pa3MEIICHHH TOTIOTHUTEIBHBIX TOUCK
B [IPOCTPAHCTBEHHBIX 00BEKTAX (MOJIUIOHAX ), COCTABISIONIMX IEKTPOHHYIO KapTy. B JaHHOM ciiydae kapTa CIIy>)KUT KOH-
TEHHEPOM, a KOOP/IMHATHI TOUYEK SIBJISIFOTCS JIEMEHTaMH KIIF0YeBOW HH(OPMALMK CTeraHorpaMuecKoro npeodpazoBaHus.
[1pu 9TOM ycTaHaBIMBACTCS CBSI3b MKy IIPOCTPAHCTBEHHBIMU O0OBEKTaMH KapThl, 4TO 00ECHEUNBACT UX LIEIOCTHOCTb.
PaccmarpuBaloTcst alropuTMBI IPAMOTO M 00PaTHOTO cTeraHorpaduyeckoro npeodpasosanus. OnuceiBaeTcs pa3padoTaH-
HBII MHTEPHET-CcepBUC StegoMap niisl peanu3aliy pasMeNeHus] 1 U3BJICYSHUS] HEBUIMMOTO IIM(POBOTO BOASIHOTO 3HAKA
Ha OCHOBE NPEUIOKSHHOTO METO/Ia.

Knioueswle cnoga: >1eKTpOHHbIE KapThl; CTeraHOrpadus; aBTOPCKOE MpaBo; LU(PPOBOI BOIIHON 3HAK; IPOCTPAHCT-
BeHHBIC naHHbIe; popmar GeoJSON; hopmar Shapefile.

bnazooapruocms. Pabota BhITIONHEHA TIPU (PHMHAHCOBOM MOJICPIKKE TOCYIaPCTBEHHOMN MPOrPaMMbI HAyYHBIX HCCIIC-
noBarui «L{upoBBIe 1 KOCMHYECKHE TEXHOIOTHH, O€30MacHOCTh YeTIOBEeKa, 00IIecTBa U rocymapceray Ha 2021-2025 rr.
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Electronic maps (e-maps), which are a set of computer files, are the main form of representation of geographic
information to the end user. An important task is protecting e-maps from unauthorised use or modification. This paper
describes the steganographic method of embedding an invisible digital watermark into the spatial data of e-maps for
protecting copyright, ensuring integrity of maps or proving their authenticity. The method is applicable to e-maps in
the Shapefile and GeoJSON formats. It is based on the placement of additional points in spatial objects (polygons) of the
e-map. In this case the e-map is used as a carrier object, and point coordinates are elements of the key information of
the steganographic transformation. This establishes a relationship between the spatial objects of the e-map, which en-
sures their integrity. Algorithms for direct and inverse steganographic transformations are considered. The developed
StegoMap Internet service for implementing the placement and extraction of an invisible digital watermark on the basis
of the proposed method is described.

Keywords: e-maps; steganography; copyright; digital watermark; spatial data; GeoJSON format; Shapefile format.
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Introduction

Modern geoinformation technologies based on the methods and tools for studying, modelling and analysing
relationships in geosystems, cartographic analysis and modelling, are the most important areas of geoinforma-
tics [1]. These technologies are of great importance for the solution of a number of social problems. The level
of such importance largely depends on the delimitation of access to a geographic information system (GIS),
and the information included in the system [2—4].

Electronic cartographic images or electronic maps (e-maps) are the main and rather expensive form of
representation of geographic information to the end user [5]. E-maps are a set of computer files containing
cartographic images in a vector or raster format that can be rendered in the GIS. E-maps are widely used in
environmental, social and economic applications, such as navigation, various land management tasks (creation
of a land cadastre for real estate accounting), agromonitoring and equipment monitoring, creating a commu-
nications accounting system, as well as business planning. They are also used in military or security related
applications [1-5].
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The vector e-maps preparation requires significant costs and efforts. At that such methods are used as digi-
tising images of raster maps, as well as space or aerial photography with adjustments if necessary. The value
of these e-maps makes protecting them necessary not only to prevent an attacker from illegal use but also to
prevent the use of e-map in a situation related to various security aspects.

Due to this, the task of developing effective means of protecting e-maps from illegal copying or use is rele-
vant. The International Hydrographic Organization recommended standards for protecting e-map information
are contained in publication [6]. This document defines the security structures and operational procedures that
must be followed to ensure the proposed e-maps protection scheme, and also includes specifications to enable
the creation of consistent systems for dealing with the data of the e-maps. This document recommends using
cryptography as the primary tool for securing the e-map.

Since maps are often used in an open form, in accordance with the recommendations of publication [6] to
solve the above problem, it is justified to use the methods that provide the placement of secret, copyrighted in-
formation, performing the function of a digital watermark (DWM), using steganographic transformations [7—10].

The main directions and possibilities of using steganographic methods for protecting e-map data presented
in vector graphics formats are formulated in works [11-13]. The main features of the method for embedding
watermarks in SVG vector image files based on adding points to Bezier curves are described in articles [14; 15].
A similar approach can be used to protect e-maps. The latter is the subject of the research in this paper.

Theoretical substantiation of the proposed steganographic method

E-map can be considered from the logical and physical sides. Logically it consists of a number of spatial
objects that have additional characteristics (attributes). Spatial objects are often grouped into layers. A layer re-
presents geographic data on a specific topic, such as roads, land plots, building footprints, etc. An e-map consists
of an ordered collection of layers; often the map has only one layer. In addition to the spatial description the
map contains a set of attributes that characterise the spatial areas, for example, soil type, building height, etc.
The description of spatial regions is usually written in one of the following formats: WKT (well known text),
WKB (well known binary), GML (geography markup language) or GeoJSON. Moreover, all formats, except
the last one, are subsets of the XML markup language. Attributes are numeric or textual characteristics.

Physically the e-map is a file or a set of files linked together. Cartographic data processing is done in a GIS
such as ArcGIS or Maplnfo, each of which provides its own file format. In addition, most modern DBMS allow
you to store and process spatial data in the appropriate database formats.

E-map Shapefile storage format. Let us consider the Shapefile format used by ArcGIS, which is one of
the standards for vector e-maps. A map in the Shapefile format is a set of files that store the spatial and attribute
values of objects. Let us analyse, for example, an e-map which contains a single spatial element, namely,
a polygon representing the contour of the border of the Republic of Belarus. The set of files is shown in fig. 1.

A

VimeHn v [aTa nameHeHus Tun Pasmepa

L] IpaHunua_benapycu_nonuroH.dbf 20.12.2017 10:08 dann "DBF" 1 KB
d MpaHunua_benapycy_nonuroH.prj 20.12.2017 10:07 ®aiin "PRJ" 1 KB
‘ IpaHunua_benapycy_nonuroH.shp 20.12.2017 10:07 ®aiin "SHP" 525 Kb
(& Mpannua_Benapycy_nonuroH.shx 20.12.2017 10:07 ®ann "SHX" 1 KB

Fig. 1. A set of e-map files in the Shapefile format

The main file is in the .SHP format, which contains information about the spatial object. The file consists of
a fixed length header and one or more variable length entries. The .SHX index file format makes a link between
.DBF and .SHP files, and also defines the type of the spatial data binding. The most important are the three
required files, namely, .SHP, .SHX and .DBF, that must be saved in the same directory. In addition to the main
files, there may be additional files, including .SBN and .SBX spatial index files, which allow us to accelerate the
processing of spatial data, or . ATH and .AIN attribute table index files that allow to speed up the attribute lookups.

In the .DBF file format the attribute information of geometric objects is saved. The .PRJ file specifies
information about the spatial coordinate reference system. Figure 2, a, shows the display of the Border Bela-
rus_ polygon.shp file. It is not possible to view the contents of a file directly. Figure 2, b, reflects the contents
of the Border Belarus _polygon.dbf file with a list of spatial data which shows that there is only one spatial
object in the file that has no attributes. Figure 2, ¢, shows the contents of the Border Belarus polygon.prj file
which specifies the GCS WGS 1984 reference system.
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ala o/b
A

1 |OBJECTCODE |
2 81110000

3

4

6/c
Mj panuua_Bbenapycu_nonuroH.prj — BnokHoT - O X

dann [lpaBka dopmat Bug Cnpaeka

IGEOGCS["GCS_WGS_1984" ,DATUM[ "D_WGS_1984" , SPHEROID
["WGS_1984",6378137.0,298.257223563] ], PRIMEM
["Greenwich",0.0],UNIT[ "Degree",0.0174532925199433]]

Fig. 2. Contents of e-map files in the Shapefile format

The .SHP format allows to store the following types of geometric objects: points (multipoints), lines
(polylines), polygons, etc. When storing polygons, only the coordinates of the vertices are stored. Virtual
straight lines between adjacent polygon vertices are named as edges. The edges are not described in any way,
they are only displayed by the GIS software. A single file can only store objects of the same type. Each entry in
the .SHP file can also have several attributes, such as name, height, terrain type, etc. Spatial objects descriptions
can be displayed in the WKT format which is similar to path descriptions in the SVG files. Thus the techniques
developed for embedding the hidden data in e-map files can be applied to the SVG files and vice versa. Figure 3,
for example, shows the content of one spatial element of the e-map in the .SHP format. The element is a set of
two polygons. It is important that according to the requirements of WKT format the last vertex of the polygon
must coincide with the first vertex of the polygon. The specified coordinates depend on the used coordinate
system which is the same for all objects of the e-map. The current map uses the spatial reference identifier
SRID = 4326 which corresponds to the WGS 1984 geographic coordinate system.

MULTIPOLYGON (((24.121052730010657 52.537050075893916,
24.121040931537145 52.536891401261236, 24.121043226657839
52.536916149411823, 24.121052730010657 52.537050075893916) ),
((24.12108609988805 52.53756315704824, 24.121075745353686
52.537374418290831, 24.121079227484003 52.537423489707422,
24.12108609988805 52.53756315704824)))

Fig. 3. Spatial element of the e-map content

Vector e-map GeoJSON format. The GeoJSON format is also a way to describe spatial data. A GeoJSON
object can generally be represented as a collection ( feature collection). This object consists of the spatial object
itself (geometry) and attributes ( properties), as well as a set of key — value pairs named as properties. Each
GeoJSON spatial object must have a property #ype. The value of this property is a string containing the GeoJSON
object type. The GeoJSON format supports geometric types similar to WKT format: a point, a line, a polygon,
as well as sets of these objects. Next, a mandatory object property is specified — coordinates, which are deter-
mined by an array of numbers. The order of the elements must be as follows: x, y, z (for data in a rectangular
coordinate system — east offset, north offset, altitude; for data in a geographic coordinate system — longitude,
latitude, altitude). In addition to the spatial description, optional properties of the type of key — value pairs can
be included in the object. An example of a fragment of a file in the GeoJSON format is shown in fig. 4. This
file is a spatial description of some objects in Baranovichi city (Republic of Belarus), and the fragment of the file
demonstrates the structure of the GeoJSON format in the form of key — value pairs where the list of all vertices
of a polygon that defines a spatial figure is sequentially set for the coordinates key.
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“type": "Feature",

"properties": {
"name": "UpPart",
"town": "Baranovichi",
"square": "15.9152"

+

"geometry": {
"type": "Polygon",
"coordinates" : [

[

25.9552001953125,
53.11154464430509

26.009445190429684,
53.140180585580396

26.055450439453125,
53.156858919018774

26.039657592773438,
53.15891752333123

26.052017211914062,
53.16571821716968

26.037940979003906,
53.17106127943977
1,

Fig. 4. GeoJSON file fragment example

Description of the proposed steganographic method. Now let us return to the fundamental task formu-
lated above: the user needs not only to confirm his copyright on the e-map, but also to ensure the integrity of
the data (both spatial and attributive ones). In this regard we will further consider the most important features
of the steganographic method described in work [14] and adapt it to the GeoJSON format. The main idea of
the steganographic method is that additional points set on edges of the spatial objects or lines are not visualised
due to the way GIS displays. Therefore, you can set any number of additional points on segments of a spatial
figure and place hidden copyright information in their location. Let us consider a little example. Table 1 gives
a description of three spatial objects in the form of the WKT format description. The column «/d» lists a single
attribute of the spatial area, and the column «Spatial object» lists this object’s description: in this case, all ob-

jects are polygons.

Table 1
Spatial figures with the same display

1d Spatial object

1 POLYGON ((10 10, 10 20, 20 20, 20 15, 10 10))

2 POLYGON ((10 10, 10 15, 10 20, 20 20, 20 15, 10 10))
3 POLYGON ((10 10, 10 20, 15 20, 20 20, 20 15, 10 10))
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Table 1 suggests that spatial figures have different descriptions, but they are all displayed in the same way.
Figure 5 shows the display of each of the polygons from table 1 in the GIS. The additional vertex (10, 15) from
polygon 2 is not displayed because it is on the same line with two neighboring vertices (10, 10) and (10, 20),
and the additional vertex (15, 20) from polygon 3 is not displayed because it is on the same line with two
neighboring vertices (10, 20) and (20, 20).

Fig. 5. Display of each of the polygons from table 1

Further only polygons will be considered. For real maps spatial areas are described using polygon or multi-
polygon objects, and each of them can have hundreds, thousands and tens of thousands of vertices. For example,
table 2 shows the number of vertices for the polygons that form the spatial areas of a small map of the water
protection zones of the Republic of Belarus. In total, the map consists of 363 spatial objects.

Table 2

Distribution of peaks in the map
of water protection zones of the Republic of Belarus

The number The quantity The percentage of
of peaks of objects total quantity of objects
101-1000 232 64
1001-10 000 124 34
>10 000 7 2

The main idea of the steganographic method proposed in work [14] is to set additional points on the edges of
polygons in a certain ratio A, A € [0; 1], as shown in fig. 6. The additional vertex will have coordinates (X, ¥ ):

Xt Ax

W +}\’yt+1

b

1+ A

1+A

where (x,, y, ), (x, o Y +1) are the vertices of the edge on which the additional point is set.

(x.7)
(x,, y,) ® ® ® ('xt+1’ yt+1)

A

Fig. 6. Additional vertex (X, Y) set in ratio A
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Let us assume that the user has a GeoJSON (or Shapefile) format e-map in which all spatial objects are
represented as polygons with a set of additional attributes, the first of which (/d ) is the number of the object
and it is named the key attribute. We will consider the e-map as a sequence of polygons in the order of the /d
attribute as shown, for an example, in fig. 7.

Fig. 7. E-map as a sequence of polygons

Let us also assume that the e-map consists of N spatial objects, each of which we will denote as G;, i € [1; N ]
The object G, is a structure and consists of the following set of fields:

« Id, is the key attribute, the number of the spatial object G;;

*A4;, ..., A;, are additional attributes of the object G, of the e-map;

* g; is the description of the initial spatial region i.

The user also has to generate DWM as the identifier / to protect copyright, and ensure the integrity of the
e-map. This could be the user’s first and last name, the current date, another unique identifier, and so on as a text.

Let us define the date of implementation as D and the data on the e-map owner as O. The D and O values

make the identifier / of the e-map owner, and / consists of two parts (variable D and constant O): [ = {D, 0}.
For each polygon, starting from the first one, a control value 4, should be calculated that ensures the data
integrity in this polygon. This control value verifies that the polygon and its attributes are unchanged. As 4,
it is proposed to use the hexadecimal value of the hash function H' from the concatenation of the spatial de-
scription of the polygon g, its attributes 4,,, ..., 4,,,, user identifier / = {D, O}, and the number of polygons
N,ie[l; N]:
h =H1(g,. [{4- s 4,0} 1 HN)

For this method we suggest to use the MDS5 hash function, the result of which is a 128-bit string written in
hexadecimal notation.

To hide the DWM (/) it is necessary to convert the control value /4, to a set of additional vertices P.embedded on
the edges of the polygon g;. Such a set P, of the polygon g, will be called as secret vertices. We write h; in the form

hy={hyhy.. oy}

where 4, j € [1; 32], is the next digit of the control value #; in hexadecimal notation.

e
We propose to place the vertices P. as follows: each vertex of the set P.is a set in ratio

B
o hi*0,
- 116
— b, =0.
327

For example, for the control value / ={68EF4...} the first additional vertex is located in the ratio é, the
8 4 16
second — T3 the third — —, etc.

It is also necessary to select a set of edges E; of the spatial object g;, to which the vertices P, will be added.
Hiding each 4, in the polygon g; will require 32 edges. In this method, we propose to use a pseudo-random edge
selection principle with a random number generator. Further we will name such edges as secret. We propose
generating its own list of vertices P, for each polygon g,. Figure 8 shows the installation of some of the secret
vertices (vertices P, are marked in red colour, edges E,, selected as secret, are marked in blue colour).
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{68EF4...| n—

Fig. 8. Setting secret vertices P, on the polygon g;

After setting the vertices P, the description of the spatial object g; will change with the transformation function:
P
E":g, — gs,. (1)
For the reverse steganography transformation it is necessary to know the location of the set of secret verti-
ces P in order to extract the identifier / from the spatial object gs;. For this, it is proposed to add another set of
vertices R,, i € [2; N ], to the next polygon e-map (g;, ) from the data of the location of which it is possible

to extract the numbers of secret edges P, i € [1; N ] We will further name such vertices R, as control vertices,

and the edges T, on which they are installed, as control edges. The location of the control vertices R; must be
known to the author (owner) of the e-map and unknown to other (unauthorised) users. We propose to define the
control edges T, of the polygon g; , , as the value H, of the hash function A~ from the concatenation of the identi-
fier I and the key attribute /d; of the spatial object:

Hy=H'(1 |V 1)
Let us define the set K, = {D, O, N, H', Hz} as a key of the first kind.

It is suggested to use the SHA-2 hash function, the result of which is a string with a length of 512 bits or 128

hexadecimal digits, as a function H?. Let us write H;in the form H; = {tli, Lyjs cees tlzgi}, where 7, j € [1; 128],
is a hexadecimal digit from 0 to F.
Each set of control edges T, i € [1; N], is formed as follows:

T, ={tys 1+ by tyy + U By e B+ 1+ g 2)
Figure 9 shows how the control edges T; are located depending on the value of H.:
1;=3=1,=3,
Li=4=1T,=17,

t,;=1= T;;= 8 and so on.

(3.4,1,C..} )

1

Fig. 9. Selection of a set of control edges 7; on a polygon g; , ,
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The set of vertices P, is known from polygon gs;. It is necessary to hide this set on control edges 7. Since
the number of secret vertices P, is not always a single digit, it is necessary to separate the vertex numbers from
each other by some symbol. To do this, we write P. as a sequence ¢ separating the vertices with the number 0:

¢, =[B;0P;0...0B,, | 3)

For example, the set of secret vertices P=1{l, 4,17, 25, ...} becomes the sequence ¢ =[104017025...].
Here we can formulate a constraint on the sets P: vertices are generated randomly but cannot contain vertices
marked with the number 0. It is also necessary that /( H,)>I(h,), where / is the hash length.

On control edges T, control points R, i € [2; N ], will be set at a certain ratio. We propose to put additional
points R; in the ratio from the beginning of the edge according to the value of the next digit of the sequence to

1
the number 16, and if the next digit is 0, then in relation to EvS For the example of control edges 7; in fig. 9 the

. . ) 1 1 4 1 1 1 2 )
sequence of the ratio would look like this: | —, —, —, —, —, l, —, —, i, ... |. Figure 10 shows how
16 3216 32 16 16 32 16 16
a part of the control vertex set R, is set.

{3,4,1,C...} |
[L 14 }
163216

1

Fig. 10. Setting a set of control points R; on a polygon g,

Having set control vertices R, the description of the spatial object g, ; will change, so let us define the de-
scription of the new spatial object as g/, |, and the transformation function ER as
R ’
Fo:gi 1> g “4)
Next, for the region g7, , we perform the transformation F% | and obtain a spatial object gs; , ,.

Thus each polygon g;, except for the first one, goes through two transformations: first ER, when control
vertices R, are added to the polygon, and then F,”, when secret vertices P, are added to the polygon. The first

polygon goes through only the FIP transformation. Moreover, the secret vertices P. of the polygon g; are written
in the current polygon gs;, and its control vertices R, — in the next polygon gs, , ,, which allows us to sequen-
tially connect all e-map objects like a blockchain system. After transforming the last polygon g, we get the

polygon gs,:
F;:(Fi\i]:g/\/f])_)gSN- &)
Let us name a set of secret vertices Py, the key of the second kind K, that is
K, = {le Pyys ooy P32N}'
After successive transformation of all polygons g; we obtain an e-map with a placed identifier / and a key
of the second kind K,. Then the resulting e-map can be distributed by the user. Using this method, all spatial
regions g; of the e-map become sequentially connected with each other. This allows you to control the integrity

of the e-map and provide copyright protection.
So, according to formulas (4) and (5) for each spatial object g; two transformations are performed sequentially:

Filflzgi — gl i>],
F': g/ > gs.
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Extraction of the identifier / occurs sequentially, starting from the last e-map object. The key of the se-
cond kind K, contains the secret vertices P, of the polygon gs,. Let us check which of the following values

1 1 2 1
{3—2, IR é} represent the ratio in which the vertices { B, Py, ..., B,y } share edges between the

vertices {(Plel, PlNH), (PZth P2N+l)’ e (P32N71, P32N+1)}. Consistently saving the obtained values, we

obtain the value /,. Then we remove the secret vertices P of the polygon gs, and get the polygon g3. Then,
using the key of the first kind K, we determine the set of control edges 7, , for the previous polygon gsy ;.
We find the control vertices Ry, and for each of them we determine at which ratio it is installed on the corre-
sponding edge. The sequence of the ratio forms the sequence ¢ from which we obtain a set of secret vertices
P, _, of the polygon gs, _;.

Let us delete the control vertices R, _; and obtain the polygon g,. For the resulting polygon g, we compare
the previously obtained value 4, with the value of the hash function A " which we calculate for the obtained

spatial object g,. If the map has not been changed, then 4, = H 1( gN). After it we move on to the previous

spatial object gs,,_,, and continue comparing the obtained values of 4, with the values of the hash function H !
for each spatial object g,. We do this for all spatial objects.

Results and discussion

The proposed steganographic method is designed to hide identification information (invisible DWM) into
electronic cartographic images. The peculiarity of the method is that it allows you to analyse the contents of the
e-map not as a single, indivisible entity, but as a set of interrelated objects or areas. For each of these objects
you can define a certain control parameter, with which you can control the integrity of the e-map. The method
allows you to chain all e-map spatial objects with each other, placing the control value of the previous object in
the next object, similar to the concept of blockchain. Thus, if any spatial area or the value of any of its attributes
changes accidentally or intentionally, a control value mismatch will indicate an attempt to change the integrity
of the e-map and perform evidentiary procedures related to copyright issues.

A brief outline of the method is as follows.

Step 1: representation of the e-map as an ordered set of polygons.

Step 2: building a list of vertices and edges of the current polygon.

Step 3: selection of random (secret) edges of the current polygon.

Step 4: calculation of the control value from the current polygon.

Step 5: setting secret vertices to secret edges defined in step 3 in the ratio defined in step 4.

Step 6: rebuilding a list of vertices and edges of the current polygon according to formula (1).

Step 7: making the sequence ¢ according to formula (3).

Step 8: move to the next polygon to add control vertices.

Step 9: building a list of vertices and edges of the current polygon.

Step 10: getting a list of control edges of the current polygon from formula (2).

Step 11: setting control vertices of the current polygon defined in step 10 in the ratio defined in step 7.

Step 12: go to step 2 if there are still unprocessed polygons.

Upon completion of the algorithm, the user receives a special key that allows him to check the e-map for
Integrity.

To apply the method, it is necessary for the number of vertices of any spatial object of the e-map to be more
than 2048. This value was evaluated as a minimum of the number of control edges needed. If / (H 2 ) =512 and

it is assumed that each polygon can contain no less edges than is used in formula (3), so the number of vertices
is 16 - 128 = 2048 (here first multiplier (16) is the max hexadecimal digit, and second multiplier (128) is the
quantity of digits). If there are polygons with an insufficient number of vertices in the e-map, then such poly-
gons must either be combined with other polygons with similar values of attribute columns into multipolygon
objects or deliberately complicated by adding points to random edges.

The method involves placing secret vertices that hide the control value on random edges of spatial objects,
which makes it difficult to create an algorithm for extracting them. The key of the first kind provided by the
author of the e-map consists of a constant and variable parts, serves to extract such vertices, and must be kept
secret. The key of the second kind, obtained as a result of hiding the DWM, allows you to sequentially obtain
the original e-map, control the integrity of all objects and confirm the authorship of the card owner. The key
information generated by the owner of the e-map for the steganographic system created on the basis of this
method allows the owner of the key to perform all the necessary identification and evidentiary procedures like
the use of keys in cryptographic systems.
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To implement the steganographic method of placing hidden copyright labels on e-map files and checking
the integrity of the e-map, the StegoMap software product was developed [16]. Using the application, informa-
tion about the owner of the e-map is embedded in the map, and the polygon attributes are controlled. The ap-
plication converts a Shapefile format to the GeoJSON format to create a steganographic container. The appli-
cation is implemented using a microservice and client-server architecture in the form of the StegoMap Internet
service. For implementation a set of classes was created, which includes methods for hiding information in the
polygons of an e-map and extracting that hidden information, as well as several auxiliary classes. To place the hid-
den label, a hash value is calculated from the identifier of the e-map owner. This identifier is generated when
a user registers in the system using standard Angular utilities. The application is implemented using the Java
Spring Boot technology.

The user selects an e-map in the .SHP format. As soon as the files are selected from the hard drive, they are
converted to the GeoJSON format using the Aspose.GIS library. Then the GeoJSON format file is sent to the
Internet service, where the steganographic label is added, and the file with hidden information is sent to the client.
The resulting steganographic container (carrier of a secret author’s message) is placed in the database and dis-
played in the tab «Maps» of the application, where the user can upload it. When the map is uploaded, GeoJSON
is converted by Aspose.GIS library back into Shapefile that the user can distribute.

To check the map for authenticity the user must click the button «Check map» on the main page and then select
the Shapefile that he wants to check in the window that opens. The result of the check from the Internet service is
sent to the client. If the map has been changed, the user sees information about these changes.

Conclusions

A steganographic method is considered that allows embedding and extracting hidden messages when using
e-maps as steganographic containers. This method can be applied to the Shapefile or GeoJSON formats of the e-map.
The method is based on the sequential modification of the parameters of spatial objects and it can be used to
confirm the authorship and control the integrity of the e-map. The method provides the random placement of
additional secret vertices containing the user’s identifier, and the control of this placement by calculating the
control value also using the identifier. The user’s identifier consists of a constant and variable parts. All spatial
areas of the e-map become connected similarly to the blockchain principle.

Further research is supposed to focus on hiding such an excess steganographic label in the e-map which
allows us not only to determine the fact of violation of the integrity of the e-map but also to at least partially
restore the spatial objects of the e-map.
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