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Cratbs NOCBsIIIEHA aHAIU3Y U CUCTEMAaTU3alui PUCKOB, KOTOPBIM IIOJIBEPTalOTCS y4acT-
HUKU MH(POPMALIMOHHOTO 0OOMEHa, a Tak)Ke BONpocy obecredeHus: 0€30MacHOCTH epCOHANb-
HBIX JAHHBIX (PU3UYECKUX JIMII, HCIIOIB3YIOMUX HHPOPMALMOHHYIO HHPPACTPYKTYPY B JINY-
HBIX LIEIAX.
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The article is devoted to the analysis and systematization of the risks to which the
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Hcnonb3zoBanne MHGPOPMALIMOHHON MHPPACTPYKTYPbI 11 UHPOPMALIUOH-
HOT0 0OMEHa MMEET HEOCIMOPUMBIE MPEUMYLIECTBA, CPEIU KOTOPhIX HKOHOMHUS,
GyHKIIMOHATBEHOCTD, 9 (PEKTUBHOCTD U LIETBIN psia Apyrux. OHAKO TOMHMO TIO0-
JIO)KUTETLHBIX CTOPOH €CTh PUCKH, KOTOPBIM IMOJABEpTaeTcs Kak WHGOpMAIs,
TaK ¥ CaMH YYaCTHUKY WH()OPMAITMOHHOTO OOMEHa.

Jlna nepenaBaeMoil nH(OpPMaLUK CYIIECTBYET yrpo3a nepexsara, H3MeHe-
HUS 100 MOAJIENKY U yTepu nH(opManuu. B cBA3M ¢ 3TUM OCHOBHBIMHU LIESIMU
uH(OPMAITMOHHON OE30MTaCHOCTH SIBJISIETCS] COXPaHCHHE:
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- KOH(UIEeHIIMAIBHOCTH HHOpMAIUH (€€ JOCTYITHOCTH TOJIbKO OTpaHUYCH-
HOMY KpYTY IOJIb30BaTeeii HHPOPMAIIMOHHOW CUCTEMBI);

- nejoctHocTd MH(popMmanmu (oOecredeHus 3alIUThl OT CIYyYallHOTO WU
IPETHAMEPEHHOIO UCKAXKEHUS WIIA Pa3pyILLICHHUS );

- TOCTYIMHOCTU UH(POPMAITUH.

OnacHOCTh MepexBaTa JaHHBIX OCOOEHHO BEJIMKA MPU UCIOJIb30BaHUU CETH
WNutepHer. UHTEpHET SBISETCA OTKPBITOM CUCTEMOM, NPEeIHA3HAYEHHOU 11 CBO-
0601H0TO OOMEHa nHPOopMalen. 3II0yMBIIUICHHUKY YacTO MPEANPUHUMAIOT TO-
NBITKA HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K MH(opmanuu. Mx nedictBus mnpen-
CTaBJIIET OCTOSIHHYIO YIPO3y, B TOM UHUCIIE JJISl CETEM, MOICOEINHEHHBIX K VH-
TEpPHETY.

[Tpu unpopmMalMOHHOM 0OMEHE CYIIECTBYET PHUCK, YTO KaHaJI OOMEHa J1aH-
HBIMH MOXET OBbITh UCIIOJIB30BaH ISl TPOBEACHUS KHOEepaTak. ¥ YacCTHUK 0OMEHa
HE MOYET B MOJIHOM Mepe ObITh YBEPEH B 3aIULIEHHOCTH APYTHX CTOPOH B3aM-
MOJEHUCTBUS U OE30MaCHOCTH MeperaBaeMoid UMH HHpopManuu. Daiasl MOTYyT
CoJlepKaTh KOMITBIOTEPHBIE BUPYCHI JIFOOOTO THIIA, YEpPBs, TPOSHCKYIO IPO-
rpaMMy WIH BPEJOHOCHYIO MPOrpaMMy JIPYyroro THIa, KOTOpbIe MOI'YT HAHECTH
CEpbE3HBI YPOH, MPUBECTH K MOBPEXKICHUIO WJIU JTaXKe MOJHOU yTpare UHPOp-
MalWHy, COAEpKALIEICs Ha KOMIbIOTEepe noirydaress. Eme oaHUM pUCKOM IS
Y4aCTHUKOB MH(POPMAIMOHHOTO OOMEHa SBJISIETCS yIpo3a 0€3011aCHOCTH UX Iep-
COHaJIbHBIX JaHHBIX. B cooTBeTrcTBUU ¢ 3akoHOM PecnyOnuku benapych «O 3a-
IIMTE MEPCOHAIBHBIX JaHHBIX» MEPCOHANIbHBIE TaHHbIE — Jt00as uHpopMalus,
OTHOCAIIASCA K UACHTU(DUIIUPOBAHHOMY (PU3HUECKOMY JIUIYy WIH (HU3HUECKOMY
JIUITY, KOTOPOE MOXKET ObITh UACHTUPUITUPOBaHO [1].

Takum 00pa3om, UCXO/I U3 ONPENIETECHUs, KOTOPOE JAeT 3aKOH, NIEPCOHATb-
HbIE JaHHbIE, — 3TO JIF00ast UH(OpPMALUs, C TOMOIIBIO KOTOPOU MOKHO MPSIMO WIIH
KOCBEHHO UAEHTU(ULMPOBaTh yenoBeka. K Takoil nHpopMamm MOXKHO OTHECTH
nacrnoptHele aanHeie (PUO, mon, mara poxaeHUs, cepus U HOMEp Macropra,
JUYHBIA HOMEp, aJIpeC PErUCTPallUi U MPOKUBAHUS); OMOMETPUUECKUE TaHHBIE
(oTmeyaTkyd ManbUEB, JAJAOHEW, pady’KHas 000Ji0YKa TIJla3a, XapaKTePUCTUKU
JIUIA U €0 U300pakeHue, ONMMCcaHnue BHEIIHOCTH ); reHeTudeckue nanunie (JJHK,
rpynna KpoBH); CHELHalIbHBIE MEepPCOHAJbHbIC JaHHbIE (pacoBasi JIMOO HaIMO-
HaJIbHAs MPUHAJUIEKHOCTD, MOJIUTUYECKUE B3TJISAbI, YWIEHCTBO B Mpo¢coro3ax,
PEJIMTHO3HbBIE WU JIpYTHE YOKICHHUs, 3I0pPOBbE, MPUBJICUECHUE K aIMUHUCTpA-
TUBHOW WJIM YTOJIOBHON OTBETCTBEHHOCTH) U T.J.

3axoH Pecrrybnuku benapych «O 3ammTe nepcoHagbHBIX TaHHBIX)» PETyIH-
pYeT OTHOILEHUS, CBSI3aHHBIE C 3alUTON MEPCOHANBHBIX JaHHBIX MPH UX 00pa-
00TKe, M He pacIpOCTpaHsIETCsl HAa OTHOIICHHUS, KacarolIUecs cllydaeB 00padoTKu
NEPCOHANIbHBIX JAHHBIX (PU3NYECKUMHU JIMIIAMH B TIPOLIECCE UCKITIOYUTENBHO JINY-
HOTO, CEMEIHOr0, TOMAIIIHETO U MHOTO MOJI0OHOT0 WX MCIOJb30BAHMS, HE CBS-
3aHHOTO C MPOQPECCUOHATIBHON WM NMPEAIPUHUMATENbCKON 1eITeNTbHOCTBIO.
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B cBs3u ¢ TeM, 4TO (przHueckue Tuia 4acTo UCHOIb3YIOT HH(OPMAITMOHHY IO
UHPPACTPYKTYPY U CTAHOBSTCS yYaCTHUKAMHU HH(POPMAIIMOHHOTO 0OMEHA B JIHY-
HBIX LIEJIsX, 0€30MacHOCTh MX MEPCOHATBHBIX JAHHBIX HE BCETJa MOXET OBbIThH
o0ecriedeHa B MPOIECCe TAKMX KOMMYHHUKAIIHHA.

Ecnu paccmarpuBaTh HHQOpPMAIIMIO B KaYeCTBE 00BEKTA, KOTOPBIA MOXKET
OBITh YHUUYTOKEH, U3MEHEH WM MOXHUILEH, TO IPaXkJaHe Yallle BCEro mojiBepra-
I0TCS CIICAYIOIIUM BHUJIaM aTak [2]: a) BUPYCHI, TPOSIHBI, HHBIE BPEIOHOCHBIE MPO-
rpaMMbl, HaHOCSIIIUE YPOH LEJIOCTHOCTH KOMIIBIOTEPHBIX CHUCTEeM; 0) TMpo-
IpaMMBbI-BBIMOTATENH, 3aHUMAIOIINE BECh IKPAaH YCTPOINCTBA U HE HCUYE3AIOIINE
JI0 BBITIJIATHI MOIIIEHHUKAM OIPE/IeICHHON CYMMBbI; B) (PUIIMHT WA XUILIEHUE UH-
dopManuu 0 GaHKOBCKUX KapTaxX U cueTax IIyTeM COLHMaJIbHOM MH)XKEHEpPHUH, KO-
raa Gpuznyueckoe JUIO T00POBOJIBHO BBIAAET MOIICHHUKY, MPEICTaBUBIIEMYCS
COTPYJIHUKOM OaHKa, TpeOyeMyro HH(OpMaIIHIO, WM MYTEM MOJIMEHBI caiiTa Ma-
ra3uHa WIA KPeIUTHOTO YUPEXKIECHUS Ha €ro noAgodue; I) Kpaka nepcoHaIbHbIX
JAHHBIX JUJIS1 TOCJEAYIOMIEr0 MCIOJb30BaHUS € LIEJIbIO MOJIYYEHHUS KaKUX-ITH00
npepepeHIii OT UMEHU MOCTPaIABIIETO.

[lepcoHasibHbIE JTaHHBIE (PU3UYECKHUX JIMILI, TIOJYYEHHbIE B MPOLECCE JINY-
HOTO WH(GOPMAIMOHHOTO 00OMEHa, MOTYT OBITh MCMHOJIB30BAHBI 37I0YMBIIUICHHH-
KaMH JIJIs1 HHBIX Lesiell (Mo0y KIeHNe K COBEPIIECHUIO IPECTYIIICHU, BOBICUEHHUE
B DKCTPEMHUCTCKYIO I€ATEIBHOCTD U JIp.).

Takum 00pa3om, B pe3yibTaTe MPOBEIECHHOIO aHAIN3a ONPEICIIECHbI PUCKH,
KOTOpbIE BO3HUKAIOT B Mpoliecce HHPOPMAIMOHHOTO OOMEHa U MCIOJIb30BaHUS
nHOOPMAITMOHHOU HHPPACTPYKTYPBI: PUCKH JJ1I KOH(MUIEHITUATBHOCTH, IIEJIOCT-
HOCTU M JIOCTYITHOCTU MH(popManuM (Kak repeaaBaeMoi, Tak U coJieprkauieiics
Ha KOMIBIOTEPAX YYACTHUKOB MHPOPMALMOHHOTO OOMEHA), & TAKKE PUCKH IS
COXPaHHOCTH MEPCOHATBHBIX JAHHBIX YYACTHHUKOB HH(POPMAIIMOHHOTO OOMEHA.

B cBsi3u ¢ TeM, 4TO mepcoHANbHBIC JaHHBIE (GU3UYECKUX JIUI] MOTYT OBITh
MCIIOJI30BaHbI ISl TPOTUBOIIPABHOM JIEATEILHOCTH, 0OOCHOBAHO pa3padoTaTh
KOMILJIEKC MEp, HaIpaBJICHHBIX Ha oOecreyeHrue 0e30MacHOCTH MEePCOHATBHBIX
JTaHHBIX (PU3NIECKUX JIHII, UCIOJIB3YIOMUX HH(POPMAIIMOHHYIO HHPPACTPYKTYpPY
B paMKax MH(OPMAIIMOHHOTO 0OMEHa, OCYIIECTBIIIEMOIO B IMYHBIX LEJISIX.
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