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I. Schedule of the educational process
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Profiling: International Cyber Law

Degree: Master
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IIL. Curriculum
Academic hours Semesters
- As follows: I year II year
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T L N LU CEE T 288 | 102 | 62 40 288 [102] 9 9
jurisprudence»
Modern problems and methodology of
1.1.1 legal science 2 108 | 36 | 24 12 108 | 36 | 3 3 UC-1-3, DPC-1
112 Law.-mz?k.mg of rep.rgsentatxve, executive 21 90 | 36 | 20 16 90 | 36| 3 3 UC-1-3, DPC-2
and judicial authorities
113 Legal fr'flrnes for development of the 21 90| 30 |18 12 9 |30 3 3 UC-1-3, DPC-3
electronic state
12 Module «International legal 180 72 | 36 36180 | 72| 6 6
cooperation»
121 ¥mplemeqtatlon of international treaties 11901l 36 |18 181 90 | 36| 3 3 UC-1-3, DPC4
in the national legal system
Institutional law of the Union State
: ’ 9 | 36 | 18 18 | 90 | 36 i =
1.2.2 |EARU and CIS 1 3 3 UC-1-3, DPC-5
1.3 |Module «Academic Research» 90 | 34 34 90 | 34| 3 3
Research Seminar 3190 | 34 34

2.1 :;‘e’:“'e oo S 650 | 262 | 146 116{ 270 [ 108| 9 | 90 | 40| 3 | 290 |114] 9 21
2.1.1 |International public law in cyber age 2| 1180 | 80 | 44 361 90 {40 | 3 | 90 | 40| 3 6 SC-1
2.1.2 |Private international law in cyberspace 3 100 | 40 | 22 18 100 | 40 | 3 3 SC-2
2.1.3 |International investment law 3 90 | 34 | 18 16 90 | 34| 3 3 SC-17
2.1.4 |International law of cybersecurity 3 100 | 40 | 22 18 100 | 40 | 3 3 SC-3
2.1.5 |Basics of international and national law | 1 90 | 34 | 20 14| 90 | 34| 3 3 SC-4
2.1.6 |History of international law 1190 | 34 |20 141 90 | 34| 3 3 SC-5

2.2 |Module «Human rights in digital age» 202 | 80 | 44 36 202 | 80 | 6 6
2.2.1 |International human rights in cyber age | 2 102 | 40 | 22 18 102 | 40 | 3 3 SC-6
292 International humanitarian law in digital > | 100| 40 | 22 18 100 | 40 | 3 3 SCT

age

23 (”;:"t;"::o‘t‘::‘:gﬁf‘““‘ A 460 | 176 | 98 78| 180 | 68 | 6 | 190 | 74 | 6 | 90 | 34| 3 15
2.3.1 |International electronic justice 1 90 | 34 | 18 16 | 90 | 34 | 3 3 SC-8
2.3.2 |Intellectual Property Cyber Law 2 100 | 40 | 22 18 100 | 40 | 3 3 SC-9
2.3.3 |Legal aspects of data protection 1 90 | 34 | 20 141 90 | 34| 3 SC-10
2.3.4 |EU intellectual property law 2 (9 | 34 |18 16 9 | 34| 3 3 SC-16
235 g::fti‘t‘i’;;ian dipital agends and dats 3090 | 34 |20 14 90 |34 3 3 SC-18




Academic hours Semesters
- As follows: I year 11 year )
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12 SC-11, UC-2
2.4 |Module «Foreign language» 420 | 140 140 2101 70| 6 | 210 | 70 | 6
3 [RoreiEnanguageiforintenational 2| 1] 420 140 140 210170 | 6 | 210 | 70 | 6 12
""" |business
25 Module «Economic relations in the 180 | 70 | 38 32 180 | 70| 6 6
™ |digital age»
25.1 Legal framework for electronic 3190 34 |2 12 90 | 34| 3 3 SC-12
" |commerce
0 | 36 3 SC-13
2.5.2 | Digital economy 3190 | 36 | 16 20 9 3
26 Module «Information technologies in 180 | 70 | 30 40 180 | 70 | 6 6
" |international relations»
26.1 ?olitica! and iﬂomation technologies in 31 90| 34 | 14 20 90 | 34| 3 3 SC-14
""" linternational relations
262 Resea.rc?h Methodology Qf States' ‘ 3 90 | 36 | 16 20 9 | 36| 3 3 SC-15
""" |Transition and Information Security
Module «Trade relations and
2.7 |consumer protection in European 180 | 68 | 36 32 180 | 68| 6 6
law»
2.7.1 |European trade law 3 90 | 34 | 18 16 90 | 34| 3 3 SC-19
2.7.2 |European consumer law 3 90 34 | 18 16 90 | 34| 3 3 SC-20
2.8 |Module «Course paper» 90 90 3 3
2.8.1 |Course paper 90 90 3 3 UC-1,3
U AR S S L ) i o B9 LR oAt
Creative teaching techniques in higher
3.1 |school / Pedagogy and psychology of /1 | /108 | /56 | /30 /126 /108 | /56 | /3 3 uc+4
higher education
3.2 |Legal status and role of social media /2 | /108 | /44 | /24 /20 /108 | /44 | /3 /3 SC-1
3.3 [Social media in international politics 124 | /24 | /12 /12 124 | 124 SC-8
4 |Seties el Disanimes foriCandidaie 1568 | 1316 | 196 | 136 | 1140 /44 | 1358 | 202| J6 | 1210 |/114] 19
Exams and Additional Training £h
4.1 |Foreign language' /2 | /1 |/220| /140 /140 /110 /70 | /3 | /110 | /70 | /3 /6 UcC-5
4.2 |Philosophy and methodology of science! | /2 /240 | /104 | /60 /44 | /140 | /60 /100 | /44 | /6 /6 UcC-6
4.3 |Information technologies: Basics' /1 [ /108 | /72 | /36 | /36 /108 | /72| /3 /3 uUcC-7
Number of Hours 2920|1074 | 490 140 | 444 ) 840 | 318 | 27 | 1070 [ 366 | 33 | 1010 [ 390 | 33 93
Number of Hours per Week 19 22 23
Number of Course Papers 1 1
Number of Exams 14 4 5 5
Number of End-of-Term Tests 14 -4 4 6
IV. Internship V. Research VI. Final Certification
Internship Title Semester Weeks Credits Semester Weeks Credits
Master's Thesis
Research Practice 4 8 12 -4 10 15
VII. Competence Matrix
Competence C dule Cod
Codis ompetence Name Module Code
UC-1 Be able to identify and analyse problems, patterns and trends in the development of legal science, to apply the main methods of scientific knowledge in 1.1:15.1.1:251.1.3; 1.2.3;
scientific and practical research (analysis, comparison, systematization, abstraction, modelling, data validation, decision-making, etc.), in independent 1.2.2;1.3.1; 2.8.1
research activities , generate and implement innovative ideas
ucC-2 Possess a high level of professional legal awareness, legal thinking and legal culture, be able to develop and improve their intellectual and general cultural La1.151:1.2:1:1.3: 1.2:1;
level, build a trajectory of professional development and career 1.2.2;24
UC-3 To be able to use fundamental legal knowledge for analysis, verification, assessment of the completeness of objective reality in the course of professional 1.1 1.42;:°1.1.3; 1.2.4¢
activity, if necessary, fill in and synthesize missing information, work in conditions of uncertainty, risks and incompleteness of information 1.2.2;1.3.1;2.8.1
UcC+4 To be able to perform pedagogical activity in education establishments, master and implement efficient education and information and communication 3.1
technologies and pedagogical innovations
ucC-5 Know a foreign language for communication in an interdisciplinary and scientific environment, in various forms of international cooperation, 4.1
research and innovation activities
UcC-6 Possess the methodology of scientific knowledge, be able to analyse and evaluate the content and level of philosophical and methodological 4.2
problems in solving problems of research and innovation
ucC-7 Possess the skills of using modern information technologies to solve research and innovation problems 43
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Module Code

DPC-1

To be able to demonstrate knowledge and understanding of the underlying doctrines, concepts, and theories that characterize the dynamic and the static the
state of state and legal phenomena, the specifics of the formation and development of doctrines about the state and law in historical, civilizational and
ideological perspective, comprehend the problems of the history of state and law in the global and local dimensions, analyse the history state and legal
development of Belarus in independent research, scientific and educational and other professional activities

Lal.1

DPC-2

To be able to apply knowledge of modern theory and practice of law-making of representative, executive and judicial authorities, participate in the
development and conduct of expert examinations of draft regulatory legal acts, analyse and evaluate the effectiveness of legal acts in the course of
research, law-making, law enforcement, educational and managerial activities

DPC-3

To be able to use in professional activities knowledge about the legal support of the management of state processes with using information and
communication technologies, to evaluate organizational, technological and social results of work information systems and resources of the electronic state,
to offer scientifically grounded ways to improve their activities

DPC-4

To be able to use knowledge about the mechanisms for the implementation of international law at the international and domestic level, solve theoretical
and practical problems related to the implementation and application of international treaties

121

DPC-5

To be able to demonstrate knowledge about the peculiarities of integration law, which is being developed within the framework of the Union State, the
EAELU, CIS and apply the knowledge gained in the course of scientific research, educational and other types of professional activities, taking into account
features of the national legal system

1.2.2

SC-1

To be able to apply knowledge of international public law to handle practical situations arising in the area of interstate and transnational relations in the
context of application of cyber technologies

2.1.1;3.2

SC-2

Know the rules and procedures for the resolution and settlement of the private relations connected with several jurisdictions and developing in the
cyberspace. Posses skills in working with general rules that have developed in the cyberspace for concluding transactions, performing other legal actions,
as well as protection against misconduct and violation of private rights in the cyberspace. To be able to undertake actions of defense by contacting Internet
service providers or other Internet intermediaries and/or before the competent authorities in the due jurisdiction

SC-3

To know the applicability of international rules to cyberspace and to different types of cyber activities in the context of maintaining international peace
and security. To be able to provide legal qualification of cyber operations and apply international law to solve practical situations emanating from of such
operations

SC-4

To know origins and essence of international and national law as interconnected yet separate systems; operate basic concepts of international (subjects,
sources, principles, secondary rules etc.) and national (legal system, legal norms, sources, application of law etc.) law; to be able to provide legal analysis
of certain practical issues; to obtain basic legal reasoning skills

SC-5

Be able to systematize state-legal phenomena in a historical context; logically build a complete picture of the emergence and development of general
patterns and features of international interaction and the formation of legal norms governing interstate relations in order to predict trends in the
development of society at the present stage

SC-6

Be able to apply the sources of international law to protect human rights in a digital environment

2.2.1

SC-7

To know the applicability of international humanitarian law to cyber operations constituting the use of force or executed in the context of an armed
conflict and to apply the provisions of international humanitarian law to qualify practical situations and form a legal position

222

SC-8

To be able to demonstrate knowledge and understanding of the main categories and sources of regulation of international commercial arbitration and
international judicial bodies in the context of the use of digital technologies

23.1533

SC-9

Know the rules and procedures for the protection and enforcement of the intellectual property rights connected with several jurisdictions and developing in
the cyberspace. Posses skills in working with copyright, patent rights, trademarks and other types of intellectual property that are used and/or violated in
the cyberspace in the course of commercial and private dealings. To be able to undertake actions of defense by contacting Internet service providers or
other Internet intermediaries and/or before the competent authorities in the due jurisdiction

232

SC-10

To be able to demonstrate the knowledge of technical and legal framework for proper handling of personal data

2:3.3

SC-11

To be able to understand and analyse professional texts in foreign languages, to use foreign languages in both verbal and written communication in
educational, scientific, professional, social and cultural spheres of communication, to use professional terminology and the framework of concepts and
notions of the international activity domain in foreign languages

24.1

SC-12

Analyse international legal sources and national legal acts in the field of e-commerce, use the knowledge and skills gained in solving theoretical and
practical issues of e-commerce and dispute resolution

2.5.1

SC-13

To be able to assess global economic, energy, environmental, demographic processes, mechanisms of mutual influence of the world economy and world
politics, to consider factors of economic efficiency of international financial and economic organisations when implementing programmes and projects

2:5.2

SC-14

To have skills of using relevant political and information technologies to realize necessary tasks in the global Cyberspace of the International Relations in
XXI century

2.6.1

SC-15

To be able to analyse the decision-making process related to international relations and world politics, to understand logics of the global processes
development and the world political system in the context of economy, history, law, to know the urgent security problems and use the skills of the applied
analysis for the current international situations

2.6.2

SC-16

To know the basic principles of the protection and enforcement of intellectual property rights in the conditions of the single European market, the system
of legal acts that form the law of the European Union in the field of intellectual property, and its impact on the national legislation of the Member States of’
the Union. To be able to apply the provisions of legal acts of the European Union in order to ensure the protection and enforcement of intellectual property

234

SC-17

To be able to identify, analyse and solve problems arising in the field of foreign investment, apply national and international legal norms in the field of
legal regulation of foreign investment, use the acquired knowledge and skills in solving theoretical and practical issues of investment activity and
investment dispute resolution

SC-18

To know legal and organizational aspects of the Single Digital Space formation, informatisation and digitalisation in the EAEU, regulation of the Big
Data, data circuit and protection in its member-states, to be able to apply the knowledge and solve practical situations arising from data protection as
regards the Eurasian context

235

SC-19

To be able to demonstrate knowledge and understanding of legal issues at the European level of transactions carried out in the field of international trade,
and apply the acquired knowledge in solving theoretical and practical problems in the course of professional activities

2.7.1

SC-20

To know the system of institutions and bodies that implement the competence of the European Union in the field of consumer protection, to analyse the
European legislation in the field of consumer protection, to use the knowledge and skills gained in solving theoretical and practical issues of consumer

protection

2.9.2

'"The general disciplines "Foreign Language", "Philosophy and Methodology of Science", "Fundamentals of Information Technologies" are studied at the choice of a Master's student. The study of the general disciplines

"Foreign Language" and "Philosophy and Methodology of Science" is completed with a candidate exam, the general discipline "Fundamentals of Information Technology" - candidate (differentiated) examination.
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