MUHUCTEPCTBO OBPA30BAHMA PECITYBJIMKU BEJIAPYCbH
BEJIOPYCCKUU T'OCYJAPCTBEHHbBIII YVHUBEPCUTET
®AKVYJIBTET ITPUKJIAJTHOM MATEMATUKU U MTHOOPMATUKN

Ka(bezlpa MATEMATHYCCKOI'O MOACIINPOBAHUS U aHAJIN3ad JaHHBIX

AHHOTAITUS K TUTITIOMHOM padoTe

[TPOBEPKA SSLCEPTU®UKATA B 10S

boukoB Unka ButaipreBuy

HayuHbIll pyKOBOOUTEB!
KaHIuJaT (U3.-MaT. HayK,
noueHt kapeapsr MMA/L

[Tamyxa Baagumup FOpseBnu

Mumnck, 2022



PE®EPAT

Junimomuas pabota: 45 c., 12 puc., 2 UCTOYHHKA, | TpwHIL.
TLS, SSL, ATAKA ITOJJMEHOM CEPTU®UKATA, 10S.

O0BeKT nccjie1oBaHus — poTokos TLS.

IIpenmer uccieq0BaHus — JOTOJIHUTEIbHAS 3aIIMTa TpoTOKoa TLS.

Leabp paGorbl: BHEAPUTH B MNPOTOKON [LS3ammTy OT araku mHOAMEHOMU
ceptugukara.

MeToabl nccae0BaHUsA: AHATTUTHYECKOE U MPOTPAMMHOE HCCIICOBAHNUE.

HccaenoBanusi n pa3padoTKM: UCIIOIb3YIO OIBIT, MOJIYYEHHBIA NpU padoTe ¢
ATS B 10S, peann3oBaTh U NPEJOCTaBUTh B OTKPBITHIM JOCTYIl (HPEHMBOPK IS
3amuThl TLSoT aTaku nmogmeHoi ceprudukara.

DJieMeHTbl HAYYHOI HOBHM3HBI: HCCIIEIOBAaHUE U YIydllleHue 0e30MacHOCTH
npoTokosia TLS.

O0sacTb  BO3MOKHOIO NPAKTHYECKOr0 TNPHUMEHEHHUsl:  BHEJIPEHUE
dbpeitmBopka B 10S NMPUIIOKEHHUS € LEBIO YIIyUIlIeHHs] 0€30MacHOCTH.

ABTOp palbOTBHl MOATBEP)KIAAET, UYTO TMPUBEIACHHBIH B HEW pacueTHO-
AaHAJIMTUYECKUI MaTepuan TMpaBUIbHO U OOBEKTUBHO OTPAXAaE€T COCTOSHUE
UCCIIETyeMOT0 TMpoliecca, a BCE 3aMMCTBOBAHHBIC W3 JHUTEPATYPHBIX U JIPYTHX
UCTOYHUKOB METOJOJOTUYECKHE ¢ METOAWYECKHE TIOJNOKEHUS U KOHIICTIINU
COIIPOBOX/IAIOTCS CCHUIKAMH Ha UX aBTOPOB.

(moamuck CTyneHTa)



PODEPAT
Jeimmomuasmpana: 45 c., 12 mait., 2 kpbeiHinsl, 1 gagarak.
TLS, SSL, ATAKA HAI[MEHAPI CEPTBI®IKATA, 10S.

Ad'ekTaacjenaBaHHsi— rnpatakoya LS.

IpagMeTaaciaenaBanHs — qagaTkoBasabapoHamnpaTakoay I LS.

MbhTa  mpaubl:ykapaHinb Yy  npartakoilLSabapony  am  Hamany
naaMeHaicepTeidikara.

MeTtaabiaacieqaBaHHsi: aHATITBIYHAE 1 TparpaMHae/acie/iaBaHHe.

JacienaBaHHi i pacnpanoyki:BbIKapbICTOYBAIOI0CBEl, ATPHIMAHBIPHITPAIIBI
3 ATS y 10S, poramizaBaup 1 majgaub y aAublHEHbl JOCTYN (QPI3UMBOpPK AJis
abaponsl I LSan Hamany magMeHaicepThidikara.

JJ1eMeHTbI HABYKOBAaMHABI3HbI: 1aCJICJaBAHHE 1
najsnmHAeOsceKinmpaTakonaTLS.

BoOaacubMarysiMaranpakTblYHATANPbIMAHEHHSA : YKapaHEHHEPPIMBOpKa
¥ 10SnpeIkinaanHs 3 MATAUHATANIISHHAOSACIIEKI.

AyTaprnpausinanssprKae, LITOIPBIBEI3EHbI y éipasnikoBa-
aHaJI TBIYHBIMATAPBISUIIIPaBLIbHA 1 a0'eKTBIYHAAITIOCTPOYBaAE cTaH
JOCJIeIHATanparnaCy, a yceszanaspluyaHbls 3 JiTapaTypHBIX 1
IHIIBIXKPBIHIIIMETaTaJIar IYHbIS 1 METaIbIYHBISICTAHOBIIIYEI 1

KaHIPIIIBIICyITpaBaKaoIIacIachlIkaMi Ha ixayTapay.

(moamiccTyIHTA)



ABSTRACT
Graduate work: 45 pp., 12 pics, 2 sources, 1 abstracts.
TLS, SSL, CERTIFICATE SUBSTITUTION ATTACK, IOS.

The object of study is the TLS protocol.

The subject of research is the additional protection of the TLS protocol.

Purpose: implement protection against hacking by certificate substitution in
the TLSprotocol.

Research methods: analytical and program research.

Research and development: using the experience gained while working with
ATS in i0S, implement and make publicly available a framework to protect TLS
from a certificate spoof attack.

The elements of scientific novelty: research and improvement of TLS
protocol security.

The practical application: implementation of the framework in i0OS
applications in order to improve security.

The author of the work confirms that the calculation and analytical material
presented in it correctly and objectively reflects the state of the process under study,
and all methodological concepts borrowed from literary and other sources are
accompanied by references to their authors.

(student'ssignature)



BBenenue

B coBpemeHHOM Mupe 3aaua 6€301aCHOr0 COEIUHEHUS KIHEeHTa (MOOMIBHOTO
IPUJIOKEHUSI B MOEM CJIy4yae) C CEpBEpPOM CTOMT Kak HHUKoraa octpo. CraHmapToM
oe3omacHoctu cran nporokon HTTPS, mpu nepenaue naHHBIX 1O KOTOPOMY
BBITIOJIHAETCS MG poBaHue 1o npotokoiay TLS. OH mo ymonuaHuio obecrieurBaet
JIOCTaTOYHBIM YpOBEHb 0€30MaCHOCTH i OOJIBLIMHCTBA MPUIOKEHUM, OJHAKO HE
JUTS BCEeX. Y SI3BUMOCTH TMO3BOJISIFOT MPOBECTH PSiJl aTaK, YTO SBISETCS HEIOMYCTUMBIM
JUis OaHKOBCKUX MpUIIOXKEeHUH. B nanHoi paboTe paccmaTpuBaeTcs OfHA U3 TaKHX
aTak 1 crnocob ee pemieHus. Takxe ObUT peann3oBaH (HPEeHMBOPK Ui MIATHOPMBI
10S, mo3BosIOMMIA B YAOOHO BHEIPHUTH 3alIUTy B TMPUIOXKEHUS CTOPOHHHX
pa3pabOTYUKOB.



