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PE®EPAT

Juruiomuas pa6ora: 44 c., 6 puc., 1 Tab1., 9 ICTOYHUKOB, 2 MPUII.

MHOI'OWIEHBI OT HECKOJIbKHUX IIEPEMEHHbBIX, MATPHUIIbI
MAKOIJIESI, BA3MC T'PEBHEPA, KPUIITOITPA®HMI HA OCHOBE
MHOI'OWIEHOB OT HECKOJIbKMX ITEPEMEHHBIX, AJITEBPAMYECKUN
KPUIITOAHAJINS.

O0BbeKT uccjIeA0BAHMSA — CCTEMbI AJIreOpanvyeckiuX ypaBHEHUH HaJl MOJIeM
U3 JIByX DJIEMEHTOB.

IIpeamer uccaenoBaHUs — PEUIEHUE CUCTEM aNreOpanyecKux ypaBHEHUM Haj
IIOJIEM U3 JIBYX 3JIEMEHTOB C IOMOLIBIO MaTpull MakoJes.

Hear padoTBI: W3YyYUTh M pPEAIN30BaTh METOABl PEIICHHUS CUCTEM
anredpanvecKkux ypaBHEHUH C MOMOIIbIO MaTpull Makoses ¥, B YaCTHOCTHU, aJITOPUTM
Crossbred.

MeToabl HCCJIEI0BAHUA. AHAIUTUYECKOE M IIPOrPaMMHOE HCCIIEIOBAaHHUE,
CpaBHEHUE C JPYTUMU CIIOCOOAMU PEUIEHUS] CUCTEM ajareOpanvyeckux ypaBHEHUM HAJl
nosneM Fo.

DJIeMeHTbl HAY4YHOWl HOBHM3HBI: OIpEJEICHbl OCOOCHHOCTH ajropuTrMa
Crossbred, a Takke criocoObl €ro NPUMEHEHUS ISl PELIEHHs] CUCTEM YpaBHEHUM .

O0JsiacTh  BO3MOXKHOIO0  NPAKTHYECKOI0 TNPHUMEHEHHWsl: PE3yJIbTaThl,
[OJyuYeHHbIE B JAUIUIOMHONM paboTe, MOTryT OBbIThb HCIOJNb30BaHbl IPU OLICHKE
CTOMKOCTU KPUITOCUCTEM K alreOpandyeckuM aTakaM.

ABTOp paboThl MOATBEPKIAET, YTO NPUBEACHHBIA B HEW pacyeTHo-
AHATUTUYECKUH MaTepuanl NpaBWIbHO M OOBEKTHBHO OTPAXAET COCTOSHHE
UCCIIEyEMOI0 IPOLECCa, a BCE 3aUMCTBOBAHHBIE W3 JIMTEPATYPHBIX M JAPYIHX
UCTOYHUKOB METOJIOJIOTUYECKHEe W METOAMYECKUE TIOJIONKEHUS W KOHLEMIHH
COMPOBOXK/IAKOTCS CChUIKAMU Ha UX aBTOPOB.

(moamuck cTyIeHTa)



PO®EPAT
Jeimmomnas nipara: 44 c., 6 man., 1 tTabm., 9 kpeIHil, 2 gamarki.

MHAT'AMEPHBIA  TTAJIHAMISUIBHBIA ~ CICTOMBI,  MATPBILBI
MAKAJIEA, BA3IC T'POBHEPA, KPBIIITAIPA®IAA HA MHAT'AUYWIEHAX A/l
MHOTI'TX ITEPAMEHHBIX, AJI'EBPAIYHBI KPBITITAAHAJII3.

AO'eKT nacjelaBaHHAA — CICTAMBI ajreOpaluyHbIX ypayHEHHSY HaJl MOJIeM 3
JBYX 3JIEMEHTAY.

I[Ipaamer aacienaBaHHs — palIdHHE CICTAM alreOpalyHbIX YpayHEHHSY Haj
MOJIEM 3 JIBYX dJIEMEHTaY 3 Aanamoraid Matpbill Makases.

MbTa npanbl: BEIBYYbILb 1 p3alli3aBailb META bl PALIIHHS CICTAM aJire0paldyHbIX
ypayHEHHAY 3 JanaMorai Matpeil] Makanes i, y mpbIBaTHacti, anrapbitM Crossbred.

DJleMeHThl HABYKOBail HaBi3HbI: BbI3HA4YaHbl acalJiBacilli aJlrapbITMy
Crossbred, a TakcaMa crocaObl SIT0 MPBLIMSIHEHHS JJIS1 PAIIPHHS CICTAM ypayHEHHSY.

Bob6aacubs MarypiMara npakThl4YHAra NpPbIMSIHEHHS: BBIHIKI, aTPBIMAHBIS ¥
JBITUIOMHAR pabolie, MOTyIlb OBIIb BBIKAPBHICTAHBI IIPHI MIPaBsJI3€HHI anreOpalyHara
KpBINTaaHam3a.

A¥yTap mpaubl nmausApikae, IITO TMPBIBEI3EHbI ¥ €l pa3iikoBa-aHAIITHIYHBI
MaTAPBISIT TIpaBijbHA 1 a0'eKThIYHA aUTIOCTPOYBae CTaH JOCieaHara mpaijcy, a yce
3amasbluaHblsi 3 JIITApaTypHBIX 1 IHIIBIX KPBIHII METaJajaridyHbisd 1 MeTabIYHbIS
naja)Xd HHI 1 KaHIPIIIbI CYIpaBaKaoIIla CrlachlIKaMi Ha 1X ayTapay.

(Tmofric CTyIPHTA)



ABSTRACT

Graduate work: 44 pp., 6 pict., 1 table, 9 sources, 2 appendices.

MULTIDIMENSIONAL POLYNOMIAL SYSTEMS, MACAULAY
MATRICES, GROBNER BASIS, MULTIVARIATE POLYNOMIAL-BASED
CRYPTOGRAPHY, ALGEBRAIC CRYPTOANALYSIS.

The object of research is a system of algebraic equations over a field of two
elements.

The subject of research is the solution of systems of algebraic equations over a
field of two elements using Macaulay matrices.

Purpose: to study and implement methods for solving systems of algebraic
equations using Macaulay matrices and, in particular, the Crossbred algorithm.

The elements of scientific novelty: the features of the Crossbred algorithm, as
well as ways of its usage for solving systems of equations have been determined.

The practical application: the results obtained in the graduate work can be used
in the conduct of algebraic cryptanalysis.

The author of the work confirms that the calculation and analytical material
presented in it correctly and objectively reflects the state of the process under study,
and all methodological concepts borrowed from literary and other sources are
accompanied by references to their authors.

(student's signature)



BBEJIEHHUE

B Hacrosimiee BpeMsi KpUIITOCUCTEMBI C OTKPBITBIM KJIFOUOM, Takue Kak RSA,
MOJIATaI0TCS Ha CI0KHOCTh PA3JIOKEHUS YKCIia HAa NPOCThle MHOKHUTENIH. OQHAKO, O
Mepe pa3BUTHUS TEXHOJIOTHM, B YACTHOCTH, KBAHTOBBIX KOMIIBIOTEPOB, HEJb3d OyaeT
[0JIaraThCsl Ha CTOMKOCTh CYIIECTBYIOMIMX alropuTtMmoB. Ilo 3Toil mpuunHe, ceiiyac
paccMaTpUBAIOTCS  Pa3lIMYHbIE TOCTKBAHTOBBIE KPUIITOCUCTEMBbl Ha 3aMEHY
CYIIECTBYIOIIHM.

HccnepoBanusi MOCTKBAHTOBBIX KPUITOCUCTEM DPA3BUJIM MJIEH, BKIIOYAIOIINE
kpunrorpapuro Ha ocHoBe pemrerok (Lattice-Based Cryptography, LBC),
kpunrorpadguio Ha ocHoBe xom-pynkuui (Hash-Based Cryptography, HBC) wu
KpUnTorpadguio Ha OCHOBE MHOTOYICHOB OT HECKOJIBKUX mepeMeHHbIx (Multivariate-
Based Cryptography, MBC). MBC wucnome3yer J0CTaTOYHO  MPOCTOMH
MaTEeMaTUYECKHl ammapar 1Mo CPaBHEHUIO C JAPYTUMHU MMOCTKBAHTOBBIMU CHUCTEMAaMHU.
bnarogaps cBoeit npoctore MBC MOXXHO HCIOIB30BaTh Ha YCTPONCTBAX C HU3KUM
SHEPronoTpeOICHUEM, TAKUX KaK cMapT-KapThl [6].

3ajaya MOMCKA PEIICHWS CHUCTEMBl YPAaBHEHUH OT MHOIMX HEPEMEHHBIX
apisiercss NP-tpyaHoi. CylIecTBYIOT pa3jIMYHbIE MOJIXOAbl K PEIICHUIO CHUCTEMBI,
HaIpuMep, aIrOPUTMbl, OCHOBAaHHBIE HA MTOJIHOM Mepedope WiIu YaCTUYHOM niepedope,
6asucax ['péOHepa UM MpeaCTaBICHUN CUCTEM B BHJIE MaTpHIl Makojes, Mo3ToMy
Ba)KHO M3y4YaTh HOBBIC aropuTMbl, Hanpumep F5, XL, Booleansolve u ap. Onaumu u3
NEPCIEKTUBHBIX HAIPABICHUN ISl PEIICHHS TaKUX CHUCTEM SBISETCS MOAXOM,
OCHOBAHHBII Ha YaCTUYHOM Iepedope u maTpuiax Makoses. KomOuHupoBanue 3Tux
IIOJTXOJIOB MpuUMeHstoTcst B aroputme Crossbred [4].

Henbto coszmanust anroputma Crossbred OBLT MOHUCK MacIITaOUPyEMOTO
AJrOPUTMA, KOTOPBIM pEIIACT CIIyYalHbIE CHUCTEMbl YPaBHEHUHW OH HECKOJIBKHUX
nepeMeHHbIX B mosie F2. B 4acTHOCTH, ydHTBIBas CHCTEMY MHOTOWIEHOB OT
HECKOJIbKUX TIE€PEMHHHBIX, 3TOT aITOPUTM CO3HACT SKBHUBAJIEHTHYIO MEHBIIYIO
CUCTEMY, KOTOPYIO JIETYE PELIUTh.

B Hacrosimeit pabore Mbl H3y4aeM METOAbI PEIIEHUS CUCTEM MOJIMHOMUAIbHBIX
ypaBHEHHUI C MOMOIIbI0 MaTpull Makoses u, B 4actHocTd, anroputm Crossbred. B
paznene 1 Mbl BBeneMm 0a30Bble MOHATHUS Ui AalibHEWIIed paboThl ¢ MaTpUIIAMU
Makonesi. B pazgene 2 Mbl pacCMOTPUM COBPEMEHHBIE MOAXOAbl alreopandeckoro
KPUTITOAHAIM3a M OMPENeIIUM OTepalni, HeoOXOAUMbIe I PabOThl ¢ MaTPHUIIAMH
Makones. B pasgene 3 Mbl pacCMOTpPHM aJIrOpUTM, OCHOBAaHHBIM Ha YaCTUYHOM
nepedope u marpunax Makoses — anroputMm Crossbred u omwmimmeM ocoOEHHOCTH
pabotel ¢ HUM. [IpennokuM crnocoObl €ro yCKOpPEHHs M OINUIIEM IPOrPAMMHYIO
peanu3aluro 3Toro aroputma. JIMCTUHT (HaiIoB MpeaCcTaBIeHbl B MPUIOKEHUAX A,
b, B, T.



