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PED®EPAT
Junnomuas pabota, 51 C., 43 puc., 1 Tabnuua, 2 OpUIOKEHUS.

KaroueBble cjioBa: BpeqoHOCHbIE TPHIIOKEHHS, CTPYKTYpa MOOMIIBHOTO
PUIIO’KEHUS, BHEAPEHUE KOJ1a B IPUIIO’KEHUE, 0OpaTHas pa3paboTka, 6€301MacHOCTb
MOOMIIBHOTO MPUIIOKESHUS

OO0beKT uccjiel0BaHUA — METObl, UHCTPYMEHTHI OOpaTHOU pa3pabOTKH U
oOHapy>KeHHE BPEAOHOCHON BCTaBKH.

Hean padoThl — aHAIU3 CTPOEHUS MOOUITLHOTO MPUIIOKEHUS, ONTMCAHKUE CIIOCOO0B
BCTaBKH KOJa B IPUIJIOKEHHE, UCCIIEAOBAaHIE METOJIOB OOHAPYKEHUSI BPEIOHOCHOM
BCTABKH B MIPUIJIOKEHHUE.

MeToabl Hcciie10BaHUsI — TEOPETUYECKUE: U3YUEHUE JINTEPATYPbI, TOCBALICHHON
oOpatHoit pa3padboTke Android-npuiokeHus, a TakKe U3yUCHHE JOKYMEHTAIH
BbIOpaHHOTO HHCTpyMeHTapus. [IpakTuueckue: NpUMEHEHUE N3YUEHHBIX MTOAX0/I0B
JUTSL OCYIIECTBIICHHS] OOpaTHOM pa3paboOTKH.

O06J1acTh NpUMeHeHHsl — pa3padoTKa U 6€30MaCHOCTh MOOMIIBHBIX MPUIIOKEHHI.



POD®EPAT

JeimiomHuas mpama, 50 C., 43 mai., 1 Tabmina, 2 gamaTki.

Karwuasbis cjioBbl: [IIKogHbIs MaO1IBHBISA JaaTKi, CTPYKTYpa MaOlJIbHAra JaaaTky,
yKapaHeHHE Koja ¥ JajaTak, 3BapoTHas pacmparioyka, osicrieka MadijapHara 1agaTky

A0'eKT 1aciaeqaBaHHsI— MCTAJIbI, PBLIAJIBI 3BAPOTHAN pacrparioyKi 1 BeIAYJICHHE
IIIKOTHAM yCTayKi.

MbThI npanbl — aHami3z OyapiHKa MaliabHara JaiaTky, alicanHe crnocabay ycTayki
KoJa ¥ majaTak, JaciieJaBaHHe METaJay BBISSYJICHHS IITKOHAN YCTayKi ¥ MamaTak.

MeTtaabl 1aciieiBaHHsI— TOAPITHIYHBISA: BRIBYUIHHE JIITAPATYPhI, MPHICBEYAHAM
3BapoTHail pacnparoyubl Android-ganaTky, a TakcaMa BbIBYYSHHE JJaKyMEHTallbI1
abpanara iHCTpyMeHTapa. [[pakThIUHBIS: y>KbIBAHHE BHIBYYaHBIX MAABIX01AY IS
QXKBILITYJICHHS 3BapOTHAl paciparioyki.

Bob6aacub y:KbIBaHHS — pacnparioyka 1 6sicrieka MaOlIbHBIX JaaTKay.



ABSTRACT
Graduate Work, 50 pages, 43 illustrations, 1 table, 2appendix.

Keywords: Malicious applications, mobile application structure, code injection into
the application, reverse engineering, mobile application security

The object of research is methods, reverse engineering tools, and malicious
insertion detection.

The purpose is analysis of the structure of the mobile application, description of
ways to insert code into the application, research of methods for detecting malicious
insertion into the application.

Methods of research are theoretical: study of the literature devoted to the reverse
development of an Android application, as well as the study of the documentation of
the selected toolkit. Practical: application of the studied approaches to reverse
engineering.

Scope is development and security of mobile applications.



