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PE®EPAT

JMuninomuas padora — 42 c., 34 puc., 3 ¢opmy.bl, 20 UCTOUYHUKOB, 5
NPUIOKEHUH

KnwueBble caoBa: BUOMETPUYECKUE  JJAHHBIE, 3AIIWTA
BUOMETPUYECKUX JAHHBIX, VA3ZBUMOCTU BUOMETPUYECKUX
JAHHBIX, HEPOHHBIE CETHU, BEB-TTPUJIOKEHUE C
AYTEHTU®UKAIIUEN C IIOMOIIbIO BUOMETPUYECKHX JAHHBIX,
PACIIO3HABAHMUE JINL, PACITOSHABAHUE OTITEYHATOKB ITAJIBLIEB

OO0beKThI HccJIeI0BAHUA — ITOAXObl U METO/BI JIJIS1 PACIIO3HABAHUS YEJIOBEKA
no OMOMETPUYECKUM JaHHBIM, OOHApPYXEHHUE YSI3BUMOCTEH M CHOCOOBI 3aIUTHI
OMOMETPUYECKUX JAaHHBIX.

Hea» padorsl — co3gaHve BeO-TIPWIOKEHUS, KOTOPOE MCIOJb3YET
OMOMETpUYECKUE AaHHbIC JJIS PACIIO3HABAHMS MOJIB30BATENS U MPEJOCTABISIET 110
MOJIYYEHHBIM pe3yJbTaTaM JOCTYH K BEO-TIPHIIOKEHUIO.

Metoabl HCCIe0BAHMS — TEOPETUYECKUE: U3YYEHHE JIUTEPATYpPhI,
MOCBSIIEHHON  pacno3HAaBAHHMIO YEJIOBEKa IO OHWOMETPUYECKUM  JIaHHBIM,
VS3BUMOCTSIM W 3alllUT€ NPH MCHOJb30BAHUM OMOMETPUYECKUX JAHHBIX.
[IpakTryeckue: MpUMEHEHNE NOTYUYECHHbBIX 3HAHUS JIJIS1 CO3/1aHMsI BEO-TIPUIIOKEHNUS,
KOTOpPOE€ HCHOJb3yeT OHOMETPUYECKME [aHHbIE [Jis ayTeHTUPUKaUuu |
aBTOPU3ALMU MOJIB30BATENS. A TakKe MOUCK YSI3BUMOCTEM M CO3JaHHME CIOCOOOB
3aIUTHI OT HUX.

Pe3syjabTatamm SABJAAOTCA — pa3pabOTaHO BEO-IPUIIOKEHUE, KOTOpPOe
MPOU3BOAUT AyTEHTU(PUKALMIO W aBTOPU3ALHUIO MOJIb30BaTeNs 1O (oTorpapuu
muua. s pacno3HaBanus Jmil Obla pa3paboTaHa W 0OydeHa HEHpOHHas CETh.
brina peann3oBana 3amura madjI0HOB OT YTEUKH U3 0a3bl JaHHBIX.

O0Js1acTh MpUMEHEHHUs — ayTEeHTU(UKALMS U aBTOPU3ALMS MOJIb30BATENIECH B
BEO-TIPUIIOKEHUSX.



PODEPAT

JbiiomHast npaua - 42 c., 34 maJ., 3 gpopmyunl, 20 KpbIHil, S 1axaTKay

KmwuaBbis  caoBel: BUIMETPBIUHBIA  JTAJIBEHBISI, ABAPOHA
BIIMETPBIYHBIX  JAJ3EHBIX, VYPA3JIIBACLI  BIAMETPBIYHBIX
JAJIBEHBIX, HEMPOHHBIA CETKI, BOBb-IAJJIATAK 3
AVTOHTBI®ELHALBIAIBIALGIA, 3 JAIIAMOI'ANM  BIAMETPBIUHBIX
JNAJIBEHBIX, PASHA3HABAHHE TBAP, PA3HA3HABAHHE AJIGFITKA
[TAJIBLIA

A0'eKTBI AacjieJaBaAHHA - T1aIbIXO0/IbI 1 META Il JIJIs paclia3HaHHs YallaBeKa Ia
OISIMETPBIYHBIM  JTQA3CHBIM, BBIIYJICHHE VYpas3miBacisy 1 crocaObl abapoHbI
O1SIMETPBIYHBIX J13I3€HBIX.

MbsTa npaunsl - CTBap3HHE B30-/1ajlaTKa, Kl BBIKAPHICTOYBae O1SIMETPHIYHBIA
JAA3€HbIS [l paclia3HaHHS KapbICTaJbHIKA 1 1a€ Na aTPhIMAHbIX BBIHIKAX JOCTYII
Ja B30-1aaTKy.

Meraabl [gacjielaBaHHA -  TAAPATHIYHBISA:  BBIBYUDHHE  JITApaTyphl,
IpbICBEYAaHAN pacla3HaHHI YyajaBeKa Ma OisIMETPBIYHBIM JaJA3€HbIM, Ypa3liBaclsiM
1 abapoHe Mpbl BBIKAPBICTAHHI OIAMETPBIYHBIX JaA3€HbIX. [IpakThIuHBIS:
NPBIMSIHEHHE aTPbIMAHBIX BEJbI IJI1 CTBAPIHHS B30-aJaTKy, K1 BHIKAPBICTOYBAE
O1SIMETPBIYHBIS 1a3€HbIs JUIsl Ay TOHTHI(IKALBIL 1 ayTapbl3alibll KapbICTalIbHIKA. A
TakcaMa IMOUIyK ypa3iBacily 1 CTBapIHHE criocaday abapoHbl af 1X.

Beinikami 3'syasironmma - pacnpanaBaH  B30-JagaTak, SKi - BbIpaOiisie
ayTAOHTHIQIKAIBIIO 1 ayTapbl3albllo KapblcTaldbHiKa na Qatarpadii acoObl. s
pacrna3HaHHs aco0 ObUla pachpaiiaBaHa 1 HaBydYaHa HEMpOHHasl ceTka. Y sKaciii
abapoHbl ObIY paajizaBaHbl MaABIXOM Il a0apoHBI 1MIa0JoHAY aj yeuki 3 0a3bl
JAHBIX.

BoOJacub npbIMsiHeHHS - Ay TOHTHI(IKALBIS 1 ayTapbI3alblsl KapbICTaJbHIKAY Y
BD0O-1agaTKax.
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The object of study - the approaches and methods for recognizing a person
using biometric data, detecting vulnerabilities and ways to protect biometric data.

The purpose of the work - create a web application that uses biometric data to
recognize the user and provides access to the web application based on the results
obtained.

The research methods - theoretical: the study of literature on human
recognition by biometric data, vulnerabilities and protection when using biometric
data. Practical: apply the knowledge gained to create a web application that uses
biometric data to authenticate and authorize a user. As well as finding vulnerabilities
and creating ways to protect against them.

As a result - a web application has been developed that authenticates and
authorizes a user using a face photo. A neural network was developed and trained
for face recognition. As a defense, an approach was implemented to protect
templates from being leaked from the database.

Scope - authentication and authorization of users in web applications.



