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PE®EPAT
Juninomuas padora — 61 c., 33 puc., 11 taGnu, 11 uCTOUHNKOB.

Kiarwuessie caoBa: UNITY, HWIPA, COXPAHEHUE JIAHHBIX,
MNOPOBAHUE, C#, KPUIITOI'PA®USA, XOUI-OYHKLMA, JIMLEH3NA,
BUBJINOTEKA.

O0bekT wucciaenoBaHusE — OOBEKTOM HCCIEIOBAaHUS SIBISIETCS cpeaa
pazpabotku Unity3D, B 4aCTHOCTHU, METOJIbI COXPAaHEHUS JAHHBIX U YS3BUMOCTH
NPUIOKEHUH, a TaKKe CIIOCOObI UX 3aIUTHI.

Hesn paGoTbl — M3YYUTHh YSI3BUMOCTH TPUIOKCHUH, HANMCAHHBIX Ha
Unity3D, mnompoOHO pa3o0paTh OCHOBHBIE CHOCOOBI COXPAHCHUS JTaHHBIX,
pa3paboTaTh W  peaJM30BaTh CHOCOOBI  3allUThI, W3YyYUTh  IPUHITUAIIBI
JMIICH3UPOBAHUS TIPHIIOKESHUH U pa3padoTaTh MOIYJIb JTUIICH3UPOBAHHUS, CO31aTh
OMOIMOTEKY IS YIOOHOTO MCITOIb30BaHMsI pa3pab0TaHHBIX METOJIOB.

Metoabl ucc/eIOBAHMA — TEOPETUYECKUE: U3YyUYECHUE JIUTEpaTypHl,
MOCBSIIEHHON pa3paboTke mnpwioxkenudt Ha Unity3D, a Takke wu3ydyeHue
KpUNTorpaguueckux aaropuTMOB, NPUMEHUMBIX K TIOCTABIICHHBIM 3a/1auaM.
[IpakTudeckue: 0000OIIEHHE MOJydeHHON HHGOpPMAILUM, BBIABICHUE OOIIETO U
NPUMEHEHUE M3YUYEHHBIX aJITOPUTMOB Ui  pa3pabOTKHM W peaju3aluu
IPOrpaMMHOTO MOJTYJISI B BUAE OUOIMOTEKH.

B pe3yabtate paspaboraHa u peann3oBaHa OMOIMOTEKa, BKIIIOYAIOIIAS
OCHOBHBIE€ METO/IbI 3a1UThHI NIPHUJIOKEHHUS OT HEJIETAIbHOTO UCTIOIb30BaHUS.

O0JaacTh npuMeHeHus — pa3padboTka nputoxxkenuid Ha Unity3D.



PO®DEPAT
Jbimiomuas npaua — 61 cr., 33 main., 11 ta6umim, 11 kpbrHim.

KarouaBbia caoBbl: UNITY, I'VJIbHA, 3AXABAHHE JAJI3EHBIX,
[IIBI®PABAHHE, C#, KPBLIIITAIPA®IA, XOUI-OYHKIbBIA, JIISH3IA,
BIBJIIATOKA.

AO'eKkT nacjaemaBaHHsi — a0'ekram jacieiaBaHHs 3'Sysera acsapoiia3e
pacrpanoyki Unity3D, acabmiBa MeTajbl 3axaBaHHS JaJ3€HBIX 1 YpasmiBaciii
NPBIKJIAJIaHHAY, @ TaKCaMa CIocadbl 1X aXOBBI.

Mb3Thl mpanbl — BBIBYYBIIL YpasiliBacili MPBIKIAJIaHHIY, HaIliCaHbIX Ha
Unity3D, mangpabs3Ha pa3zabpailb acCHOYHBIS CHOCAa0Obl 3axaBaHHS 1aJ3CHBIX,
pacmpariaBailb 1 paaiizaBaib ClIOCa0bl aXOBbI, BRIBYUBIITh MPBIHITHITBI JIIIIH3aBAHHS
MPBIKJIAJIAHHAY 1 pacmparaBailb MOIYJb JIIPH3aBaHHS, CTBAPHIIL O10MISITIKY IS
3pydHara BEIKAPHICTAHHS paclpaliaBaHbIX METaaay.

Metaabl fgaciefaBaHHs — TOAPATHIYHBIS: BBIBYUSHHE JIITAPATypHI,
npbICBeYaHal pacmpanoyusl npeikinananusy Ha Unity3D, a Takcama BBIBYYIHHE
KpbINTarpadiuHblX airapbiTMay, sKig HOPbIMSIHIMBL Ja MacTayieHbIX 3ajad.
[IpakThiuHbIs: abaryibHEHHE aTpbiMaHail iH(dapmarllbli, BBISYJICHHE aryjbHara i
NPBIMSIHEHHE BbIBYUYaHBIX ajrapbIT™May JUisl pacipaloyki 1 paaii3albli nmparpamMmHara
MOYJISI ¥ BBITJISA3€E 01011 TIKI.

Y BBIHIKY — pacrmpainaBaHa 1 poajiizaBaHa O010isToKa, sikas YKiIouae
ACHOYHBIS METa bl a0apOHBI MPHIKIAIaHHS aJ] HeJIeralbHAara BEIKAPHICTAHHS.

Bo6aacups npbIMsiHEHHSI — pacnpatioyka npsikiaganasy Ha Unity3D.



ABSTRACT
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The object of research — the object of research is the Unity3D development
environment, in particular, data saving methods and application vulnerabilities, as
well as ways to protect them.

The purpose of the work — study the vulnerabilities of applications
developed in Unity3D, to analyze in detail the main ways of saving data, to develop
and implement protection methods, to study the principles of application licensing
and develop a licensing module, and creating a library for convenient use of the
developed methods.

The research methods — theoretical: studying the literature on development
of applications on Unity3D, as well as studying cryptographic algorithms applicable
to the tasks. Practical: generalization information received, identification of common
and application of the studied algorithms for the development and implementation
of a software module in the form of a library.

The result is a library that implements the main methods of protecting the
application from illegal use.
Scope — development of applications on Unity3D.



