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MHTEPHET BEIIEM, IIPOTPAMMUPOBAHME B BHM3YAJIbHOU
CPEJE, PACIIO3HOBAHUWE JIML, VYMHBIE 3AMKH, OBbJIAYHBIE
TEXHOJIOI' MU,

Oo0bexT uccaegoBanuss — AWS IoT Core u ero uHTerpamnus co cpenou
BU3YaJILHOTO TIPOTPaMMUPOBaHUs Juisl «uHTepHeTa Bemiern» Node-Red. Cucrema o
pacro3HaBaHMIO JIUI] K UHTETPaIUsl C PEHICHUSMH JIJIsI KMHTEPHETA BEIICH».

Hean padorel — uccnegoBats npodiembl uHTerpanuu AWS IoT Core u
Node-Red myist npumMeHeHus Ipy MPOSKTUPOBAHUK CUCTEMBI PAcIiO3HABAHMSI JIUI] B
00JIaCTH «MHTEPHETA BELIEh».

C momoripio BU3yaiabHOro nporpamvupoBanue B cpeapl Node-RED co3nath
MMUTALMOHHYIO MOJieTb paboThl 10T ycTpolcTB, YTOOBI MPU BXOJI€ B TOMEIICHHUE Y
HAC 3aropajioch jJamma U B 3aBUCHUMOCTU OT BPEMEHHU CYTOK OblLja Ompe/eseHHas
ApKOCTh. B TO k€ BpeMsi HE0OXOAMMO UHTETPUPOBATH pa3padaThIBAEMYIO CUCTEMY
B skocuctemy AWS 17151 TOro, 9TOOBI YIIPaBiIsITh yCTpoiicTBaMu u3 KoHcomu AWS,
a TaK)Ke XpaHEHHsI BCeX 3amuced COObITHI B 0a3e NAaHHBIX W JJIs YNpaBIEHUS

odepenpio cucTeMbl. TpeOyeTcst OIEHHWTh M HMCIOJBh30BaTh Bo3MokHOcTH Node-
RED.

Bo BTOpoil YacT AaHHOW pabOThl CIPOEKTUPOBAHA MOJAEIb CHCTEMBI,
cocrosas u3 ycrpoiictsa |0T i yrpaBiaeHust ABEpHbIM 3aMKOM, KOTOPbIA OyieT
OTKpBIBATHCS MPU pPACIIO3HABAaHUM JuLa U ¢ noMouibio Openka RFID. B nannoi
4acTU pabOThl HACTPOMJIM B3aUMOJICMCTBUE MHOKECTBA YCTPOUCTB M 00ECIIEUMIIH
UX KOPPEKTHYIO0 paboTy. DTO TakHe yCTPOMCTBA, KaK OJIHOIUIATHBIA KOMIIBIOTED
(Raspberry PI), kamepa i modydeHHs BUACO W3 IMOTOKA M 3aMOK, KOTOPBIH
OTKpPBIBAETCSI MO pe3yJibTaTaM pacro3HaBaHus. TecTupoBaHue U padoTa Bcex
YCTPOMCTB NPOBEPSETCA B MOMEHT 3allyCcKa CHUCTEMbI. BBINONHIETCS MpoBepKa:
paboTaeT M KOPPEKTHO Kamepa, €CTh JM CUTHaJd OT 3aMKa M MOXET JIM OH
NpUHUMATh CcOOOIIeHuss WM HeTr. Ecium  oT Bcex YCTPOMCTB — CHUTHAJBI
MTOJIOKUATEIIbHBIE, TO HAUMHAETCS MPOLIECC 3aITyCKa.

B xoxe BBIMONHEHUS UCCIENOBaHUS ObUT peajn30BaH alTOPUTM HA OCHOBE
JIECKPUTITOPOB JUIsl PACIlO3HABAHUS JIUII HA OCHOBE OWOIHOTEKH C OTKPBITHIMU
ucxonubiMu kogamu OpenCV.
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INTERNET OF THINGS, VISUAL ENVIROMENT PROGRAMMING, FACE
RECOGNITION, SMART LOCKS, CLOUD TECHNOLOGY.

Object of research — AWS loT Core and its integration with Node-Red, 10T
visual programming framework, face recognition system and integration with the
Internet of things.

Purpose — to evaluate the possibilities to make the integration of AWS loT
Core and Node-, to apply it in the field of the Internet of things as well as face
recognition.

Using visual programming in the Node-RED environment, create a simulation
model for the operation of 10T devices so that when we enter the room, the lamp
lights up and, depending on the time of day, there is a certain brightness. At the same
time, you need to integrate the system into the AWS ecosystem in order to manage
devices from the AWS console, as well as store all event records in databases, and
to manage the system queue, evaluate and use Node-RED capabilities.

The second part of this work is to create your own IoT device in order to control
the door lock, which will be opened by face recognition and at the same time using
an RFID key fob. In this part of the work, it is necessary to set up the interaction of
many devices and their correct operation, since several devices work simultaneously
to achieve the result: one payment computer (Raspberry PI), a camera in order to
receive video from the stream, and a lock that opens after recognition. Testing and
operation of all peripherals is checked at the time the script is launched; it checks
whether the camera is working correctly, whether there is a signal from the lock,
whether it can receive messages or not, and if the signals from all devices are
positive, then the startup process begins.

For this stage, based on descriptors to recognize faces algorithm on OpenCV
was created.



