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Obvekm uccneooeanusi — OOBEKTOM WCCIEIOBAHUA SIBISIETCS METOJIBI
OpUMEHSIEMbIE TIPU OpraHU3alldd CHUCTEM O€30MaCHOCTH B IMPOMBIILJICHHOM
BeOIporpaMMupoBaHue. AHAIU3 CIIOCOOOB MTOCTPOCHUS CHCTEM ayTCHTH(UKAIINH U
apropusanuu. M3ydenue pasznmnuuid v npeuMmyuiects. [Ipenmerom mccimenoBaHus
SIBJISIETCS BEO-TIPUIIOKEHHUE.

Lenu pabomsi — pPacCMOTPETH U MPOAHATUZUPOBATH CYIIECTBYIOIIUE METOIbI
BHEJPECHUS] MEXAHU3MOB ayTEHTU(PUKAIMU U aBTOPU3ALMH B BEO-TIPUIIOKECHUSI.
Co3aaTh OMOIMOTEKY MO3BOJISIONIYIO OPTaHW30BBIBATH IOCTYIT K CHCTEME Ha OCHOBE
monaem ABAC.

NudopmanmonHas 6€30MacHOCTh BayKHA JUIsl JIFOOOW CHCTEMBI, TaK Kak JIF00ast
JESITeIbHOCTh CYIIECTBEHHO 3aBUCUT OT HH(POPMAIIMOHHBIX TEXHOJIOTHI. B3momsl,
YTEUKHU JaHHBIX U HEpPabOTOCIOCOOHOCTh KIIIOUEBBIX CHCTEM IPUBOAMUT KakK K
(PMHAHCOBBIX MOTEPSIM, TaK U K pEIyTALlMOHHBIM H3/IepKKaM. YTOOBI CHU3UTH PUCKH
B c(pepe CTOUT cepbE3HO MOAXOAUTH K OpraHU3aIMu 0€30MaCHOCTH.

B nanHoli pabore ObUIM pacCMOTPEHBI OCHOBHBIE TEOPETUUYECKUE ACIIEKTHI,
KOTOpbIE HEOOXOOUMBI JUIsl TOHUMAaHUS KOMIUIEKCHBIX pEIIeHHA 3a1ay
Oe3omacHOCTH. bbUIM oOmucaHbl OCHOBHBIE MOAXOABl K AayTCHTH(QHUKAUU U
aBTOpPU3ALIMU TIOJb30BaTeNIeld B BEO-NMPHIOKEHUAX. [|OCTOMHCTBA M HEIOCTATKH
WCIIOJIb30BaHUs KaXXJoro M3 HuUX. Ha ocHOBaHMM 3TOro OBUIM MPUBEIEHBI
PEKOMEHJAllMU MO0 UX UCI0JIb30BaHUI0. MI3yueHbl MOaX0/Ibl K OpraHu3aluy J0CTyNa
B NpWIOKEeHUAX. OnucaHbl OCHOBHbIE MPOOJIEMBI, C KOTOPBIMH CTAJIKUBAIOTCS
pa3paboOTUMKK TpH  pealM3alliyd  3allUIIEHHBIX  NpuiIokeHU. MOoTUBBI
UCIIOJIb30BAHUS U HEMCIIOJIb30BaHUS PelIeHU 0€30MaCHOCTH.

B xone paboTsl Obula peann3zoBaHa OuOIMOTEKa AJIsI 0O0ECTICUSHUST KOHTPOJIS
J0CTyIa B IMPHJIOKEHUSIX HAa OCHOBE aTpuOyTHOUW Mozenu u cranaaprta XACLM.
bubnmuorexka peammsyer ocHOBHOW  (yHkiumonanm — crangapra XACLM.
[IpenoctaBnser Bce HEOOXOAMMOE JUIs OIKCAaHUS MpeIMeTHOM obnactw,
dbopMHpOBaHUA TOJUTUK OE30MaCHOCTM U BHEAPEHHS B CYIIECTBYIOIIEE
MIPUIIOKEHUE.
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Ab'exm oacnedasannsi — ab'ekTaM JaciefaBaHHS 3'SYJISIOIIA METalbl SKis
BBIKAPBICOBBIBAIOIIA TIPhI  apraHizambli  CICTOM  OfCMEKI Y  IMPaMBICIOBBIM
BI0mparpamMaBanHe. AwHami3 crocabay maOyaoBbI CICTOM ayTAIHTHIpIKALBI 1
aytaperzaieli. BeiByusHHE anpo3HeHHsAY 1 mepaBar. [IpagmeraMm maciieaBaHHS
3'sysiena B30-aaaaTakx.

Mbomwbr npaybl — paszrienselb 1 MOpaaHadizaBallb ICHYIOUBISI MeETaJlbl
VKapaHEHHA MeXaHI3May ayTAHThI(pIKAlbll 1 ayTapbi3albll Y B30-NPBIKIAJaHHI.
CtBapbIip 010MMISATIKY SIKasl a3Bajisie apraHi3oyBallb JOCTYI Ja CICTAMBI Ha aCHOBE
Mmamial ABAC

[ndapmarnpiitnas Osgcrexa BaxkHa JJi JT000# CICTIMBI, Tak sK J1Io0ast
J3€MHACIb 1ICTOTHA 3aJICXKbIIb aJ 1H(hapMalbIMHBIX TOXHAIOTINA. ¥Y3JI0MBI, YIIEUKI
JAA3€HBIX 1 HEMpana310JibHACIb CICTAM MPBIBOA3ILG SK /1a (piHAaHCABBIX CTpAT, TaK
1 1a pamyTaibliiHara Beiatkay. Kaod 3Hi3ib peI3biki ¥ cdephl BapTa Cyp'é3Ha
MaJIbIXO/311Ib J1a apraHizailbli OscCreKi.

VY man3enait mpatibl ObLTI pa3riieAyKaHbl ACHOYHBIS TIAPITHIYHBIS aCTICKTHI,
AK1s1 HeaOXOIHBI JIJIs1 pa3yMEHHS KOMIUIEKCHBIX IMacTaHOy 3aAa4 Osicrieki. bouti
anicaHbl aCHOYHBIS MAIBIXO/IBI J1a Ay TAHTHI(IKALBIL 1 ayTapbl3alibli
KapbICTAJIbHIKAY Y BIO-TIpbIKIaaHHsAX. BapTaciii 1 Henaxonbl BEIKAPBICTAaHHS
KOoJKHara 3 iX. Ha majcraBe raTara Obuti mpbIBEA3€HBI PIKaMEH IaIbIl Ma 1X
BBIKApBICTaHHI. BhIByuaHbl MabIX0/IbI /1a apraHi3allbli TOCTYIY ¥ JajgaTKax.
AricaHbl aCHOYHBISI IPA0JIEMBI, 3 SIKIMI CYTBHIKAIOIIIIa PACIPAIlOYHIK] TP
poasi3aiibli abapoHEHBIX MPBIKIATaHHAY. MaThIBbI BEIKAPHICTAHHS 1
HEBBIKAPBICTAHHS PALIIHHSY OsCIEKI.

VY xoa3e paboThl ObuTa praizaBana 010isTIKA A1 3a0€CIISTIIHHS KAHTPOJITIO
JOCTYIy ¥ MIPBIKJIAJaHHAX Ha aCHOBE aTpblOyTHAM Madii 1 crangapty XACLM.
bibmiaraka pranizye acHOYHbI pyHKIbIstHANT cTanaapty XACLM. [Ipanacrayise
yc€ HeaOXo/IHae JJis aricaHHs MpagMeTHai Booacli, ¢papMipaBaHHs MaiThIK
Osicniexi 1 YkapaHeHHs ¥ ICHyIo4ae MpbIKJIagaHHe.
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Object of research — the object of research is the methods used in the
organization of security systems in industrial web programming. Analysis of ways
to build authentication and authorization systems. Explore the differences and
benefits. The subject of the study is a web application.

Purpose — is to consider and analyze existing methods for implementing
authentication and authorization mechanisms in web applications. Create a library
that allows you to organize access to the system based on the ABAC model

Information security is important for any system since any activity significantly
depends on information technology. Hacks, data leaks and inoperable key systems
lead to both financial losses and reputational costs. To reduce the risks in the field,
it is worth taking a serious approach to the organization of security.

In this paper, the main theoretical aspects that are necessary for understanding
complex solutions to security problems were considered. The main approaches to
user authentication and authorization in web applications were described.
Advantages and disadvantages of using each of them. Based on this,
recommendations for their use were given. Approaches to organizing access in
applications have been studied. The main problems faced by developers when
implementing protected applications are described. Motives for the use and non-use
of security solutions.

In the course of the work, a library was implemented to provide access control
in applications based on the attribute model and the XACLM standard. The library
implements the main functionality of the XACLM standard. Provides everything you
need to describe the subject area, form security policies, and implement into an
existing application.



