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Obvexm uccredosanus — n3odpaxenus popmata BMP.

Llenv pabomvr — WcCCIeNOBaHUS PE3yJIbTATOB BCTPAaWBAHUS B H300pAKCHUS -
KOHTEMHEPHI He3amn(POBaHHBIX 1 3alIM(POBAHHBIX N300paKEHUN-COOOIIICHUH.

Memoowvl uccneoosanusi — BHU3yallbHBIM aHaANIHW3, aTaka 1O KPUTEPHUIO XHU-
KBaJIpar.

B wuccrnenoBaHuM MCMONB3YIOTCS JBa METOJa CTEraHOAHAIM3a: BHU3yalbHas
aTaka W CTaTUCTHYECKas aTaka. DKCIEPUMEHT IIPOBOJMTCS HaJl H300paKCHUSIMHU
pa3IuyHBIX XKaHpoB B (popmate BMP.

B xonme nccnenoBanusi OMTOBBIX IUIOCKOCTEH KOHTEHHEPOB HA HATWYHE B HUX
3allyMJICHHBIX YYaCTKOB OBLIO BBISIBJIEHO, YTO HAM0OJie€ MPUTOJHBIMU OUTOBBIMHU
IJIOCKOCTSMH JUJIS BCTpPauMBaHHS SIBJISIIOTCS TPU T€pBbI€ OWUTOBBIC IIOCKOCTH. B
pe3yJbTaTe JKCIIEPUMEHTa [0 BCTPAaMBAaHHMIO OBLIO BBISBICHO, YTO H3MEHCHHE
CTapIuX OUTOBBIX IJIOCKOCTEH MPUBOJMUT K IMOSBJICHUIO BU3YaJIbHBIX apTe(aKTOB B
N300pKEHUH, KOTOPBIE JIETKO OMPEICTISIOTCS YSTTOBEYCCKHUM TIIa30M.

Jlnst mpoBeleHUs SKCTICPUMEHTA IO W3YYCHHWIO BIMSHHS IMH(PpPOBaHUS Ha
Ka4eCTBO CTEraHOrpa(uuecKoro BCTpaWBaHUS MCXOJHBIC COOOIICHUS OBLIN
3ammdpoBaHbl TPU IOMOIIM MeEToJa raMMHpoBaHusA. JlaHHoe mnpeoOpazoBaHUE
MTO3BOJIUJIO, BO-TIEPBBIX, YBEIWYHUTHh CTOMKOCTH CTETraHOTPA(pUUICEKOW CHCTEMBI H
BpeMs, KOTOpOE HEOOXOAUMO OyIeT 3aTpaTUTh 3J0YMBINIJICHHUKY IS U3BJICUCHUS
CEKPETHOTO COOOIIEHNS, @ BO-BTOPBIX, IIOMOTJIO YIIYUIIUTh CTEIIEHb BCTPAUBAaHUS 3
CUET 3allyMJIMBaHUsA, a, CJIEI0BATEIILHO, U OPTAHUYHOTO BCTPAUBAHUS COOOIICHMUSI.

Taxke ObUTM TIPOAHATU3UPOBAHBI  PE3YJbTATHl  IOCJIENAOBATEILHOTO U
ciy4aitHoro BcTpauBaHusi MeTomoM LSB. beuto BbIsIBIEHO, 4TO HaumOoliee
HE3aMETHBIM OKa3ajioCh CIIyYaiiHOE BCTpaWBaHUE, HO pa3Mep COOOIICHHS MPH ITOM
OKa3bIBaeTCAd Maj. A IS TOCJIEI0BATEILHOTO BCTPAaUBAHUS COOOIICHUIN OOJBIINX
pa3MepoB JTyUlllie BCETO MOOILIN CITyTHUKOBBIE CHUMKH U H300paXEHUS PUPOIBI, HO

P 3TOM 00s13aTeNBHO MU(POBAHUE COOOIICHUS.



PODEPAT

JeiruiomHas pa6ora: 53 craposki, 41 mamroHak, 12 BBIKapbICTaHBIX KPBIHIII,
2 TIPBIKJIaJIaHHS.

CTOI'AHAI'PADIA, CTOI'AHAAHAJIIS, KPLIIITAT'PADIA,
IIILIGPABAHHE MAJIIOHKAY, TAMIPABAHHE, LSB

Ab'exm oacneoasanns — BbIsiBBI papmaty BMP.

Mbdma pabomul — nacnenaBaHHe BbIHIKAY yOynaBaHHS ¥ BBISIBBI-KaHTIWHEPHI
He3alblhpaBaHbIX 1 3amibl(hpaBaHbIX MATIOHKAY-MTaBEJaMIICHHSY.

Memaowt dacnedasanns — Bi3yaabHbl aHATI3, aTaKa 1Ma KpeITIPhIl Xi-KBaapart.

VY nacnenaBaHHI BBIKAPHICTOYBAIOIIIA JBA METAly CTETraHOAHAIN3a: Bi3yalbHas
aTaka 1 CTaTBICTBIYHAs aTaka. DKCIEPBIMEHT MPaBOJ3iIla HaJ BbISIBaMi PO3HBIX
xaHpay y ¢papmane BMP.

[Taguac ngacnenaBaHHs OITaBbIX IUIOCKACISLY KaHTAMHEpay Ha HasyHaclp y 1X
3allyMJICHHBIX y4YacTKay ObUIO BBIAYJIEHA, INTO HailOoJied MphlAaTHBIMI OiTaBbIMI
TJIOCKACIIMI JIJIst YOy IaBaHHS 3'SYIISIONIA TPBI IEPIIbIS O1TaBbIs IJIOCKACI. Y BBIHIKY
IKCIIEPHIMEHTY Ta YOynaBaHHI ObUIO BBISYJIEHA, IITO 3MEHA CTapAUIIBIX OITaBbIX
IJIOCKACIY TMPBIBOJBING J1a 3'SYJICHHS Bi3yaJbHBIX apTd(aktay y MallOHKY, SIKIS
JE€rKa BbI3HAYAIOIIIIA YaIaBEeYbIM BOKAM.

JIsi mpaBsSA3eHHS JKCIEPBIMEHTY I1a BBIBYYAHHI VIUIBIBY IIbI)paBaHHS Ha
gKacup  cTiraHarpadiyHara yOyJaBaHHA  3bIXOJHBII  MaBeJaMJIeHHI  Obull
3ambipaBaHbl Opbl Janamo3e MeTaay TramipaBaHHs. Jlaa3eHae mnepayTBap3HHE
Ja3BOJILNIA, Ma-Mepliae, MaBsulybllb YCTOMIIBACLD cTeraHarpadiuHai CICTAMBI 1 yac,
gKkoe HeabOxonHa Oyn3e 3arpailillb 37JaMBICHIKY JJIi  BBIMAHHS —CaKpdTHara
naBelaMJICHHS, a Ma-Pyroe, 1araMarso MaJeniibilb CTYIIeHb yOyIaBaHHs 3a paXyHak
3allyMJIMBaHUs, @ TAKIM YbIHAM, 1 apraHiuHara yOyaaBaHHS MaBelaMIICHHS.

Takcama ObUTl MpaaHalli3aBaHbl BBIHIKI MacjsoyHara 1 BbINAJKoOBara
YoynaBanus metajgaMm LSB. belo BeIsyieHa, ITO HaAOObII HE3aYBaXKHBIM aKka3asacs
BbIMaIKOBae YOymaaBaHHe, aje maMmep rnaBeJaMJICHHS MPbI TITHIM aKa3Baellla Maibl. A
JUIs TachsoyHara YOynaBaHHs MaBeJaMJICHHSY BSUTIKIX Tamepay jenm 3a ycé
MBI CTTaIaPOKHIKABBIS 37IBIMKI 1 BBISIBBI TIPBIPOJIBI, ajlie TIPHI TITHIM a0aBsSI3KOBa
mipippaBaHHE MaBETAMIICHHS.
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The object of research — BMP images.

Objective — research the results of embedding unencrypted and encrypted
message in containers, which are images.

The methods — visual analysis, Chi-square attack.

The study uses two methods of steganoanalysis: visual attack and statistical
attack. The experiment is carried out on images of various genres in the BMP format.

In the course of studying the bit planes of containers for the presence of noisy
areas in them, it was found that the first three bit planes are the most suitable bit planes
for embedding. As a result of the embedding experiment, it was revealed that changing
the higher bit planes leads to the appearance of visual artifacts in the image, which are
easily determined by the human eye.

To conduct an experiment to study the effect of encryption on the quality of
steganographic embedding, the original messages were encrypted using the gamma
method. This transformation made it possible, firstly, to increase the resistance of the
steganographic system and the time that an attacker would need to spend to extract the
secret message, and secondly, it helped to improve the degree of embedding due to
noise, and, consequently, the organic embedding of the message.

The results of sequential and random embedding by the LSB method were also
analyzed. It was found that the most imperceptible was random embedding, but the
size of the message is small. And for consistent embedding of messages of large sizes,
satellite images and images of nature are best suited, but encryption of the message is
required.



