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B pumuiomHoit pabotre 52 cTpaHuinbl, 11 pHCYHKOB, 17 WCTOUHHKOB, 1

TIpUJIOKeHHe U3 9 cTpaHuLl.

KOMIIBIOTEPHBIE CETU, KOHLEIITYAJIbBHAA MOJEJIb OSI, TCP/IP,
CETEBBIE ITPOTOKOJIBI, KPUIITOI'PADUA

OOBbeKToM uccjaenoBsaHuda AHHHOMHOﬁ pa6OTBI SIBJIAKOTCA KOMIIBKOTEDHBIE CETHU

" ceTeBbie ITPOTOKOJIBI.

Llesblo  UTUIOMHOM pPabOTBHI SIB/SIETCS CO3/laHHE CETeBOTO IIPOTOKO/A JIJIst
be3omacHoOM mepefjauv COOOIIEHUM T10 CETH, a TaKXKe CO37laHUsl TIPWIOXKEHHUS Ha

OCHOBe 3TOI'O IIPOTOKOJIA.

,Z[]'[H JOCTH)KeHUS MOCTaB/IEHHOMN nesiun ObIM  MCITOJIb30BAHLI: A3BIK

nmporpamMmmupoBanus  Python, Mogynbs gy KpunTorpaduueckKdx — oreparyi
cryptography.

B purisioMHoM paboTe MoTydeHbl CIeyolie pe3y/IbTaTh:

1. OrmvcaH ceTeBOM MPOTOKOJ MPUK/IAIHOTO YPOBHS TIPUTOAHBIN 1S TIepejaun

JaHHbIX B IP ceTdX, rapaHTUMPYIOIIMA KOH(PUAEHLIMATIBbHOCTb, LIEJIOCTHOCTh U

ayTeHTUUHOCTb COOOIIIeHUH.

2. Pas3pabotaHo mpunoxkeHWe Ay HECKONbKUX TulaTGopM, B TOM UHCIe U
MOOW/IbHBIX, TT03BOJIIOIIEEe YCTPOMCTBAM OOMEHMBATLCS COOOIIEHUSIMH COTJIaCHO

pPaHee OITMCAHHOMY ITPOTOKOJIY.

[uryiomHas paboTa sIB/IsieTCsl 3aBepIEHHOM, TTOCTaB/IeHHbIE 3a/lau PellleHbl B

TI0JTHOM Mepe, IIPpUCYTCTBYET BO3MOXXHOCTDb ,ELEUIBHEIZLHEFO Pa3BUTHA HCCHEAOB&HHﬁ.

'ZLI/IH]'IOMHaH pa60Ta BBITIOJIHEHA dBTOPOM CaMOCTOATEJ/IBHO.



Thesis project is presented in the form of an explanatory note of 52 pages, 11

figures, 17 references, 1 application of 9 pages.

COMPUTER NETWORKS, OSI CONCEPTUAL MODEL, TCP/IP,
NETWORK PROTOCOLS, CRYPTOGRAPHY

The research object of this thesis project is to study computer networks and

network protocols.

The purpose of this work is to create a network protocol for the secure
transmission of messages over a network, and to create an application based on this

protocol.

The following methods and tools were used to achieve the goal: Python

programming language, cryptography module for cryptography operations.
The main results of the thesis project are as follows:

1. Defined an application layer network protocol suitable for data transmission

in IP networks that guarantees confidentiality, integrity and authenticity of messages.

2. An application has been developed for several platforms, including mobile,
allowing devices to exchange messages according to the previously described

protocol.

The thesis project is complete, all tasks have been successfully done, there is a

possibility for further research and development.

The thesis project was done solely by the author.



