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[lenp maHHOW OUIIIIOMHOM pabOTBl — UCCIIEOBaHHE OE30MACHOCTH CIYKObI
KaTaJIOTOB, pa3pabOTKa MOJEIN HAPYIIMTENS U CO3/1aBA€MbIX 3J0YMBIILIEHHUKOM
yIpo3.

JInst nocTHKeHUs 1eny ObLI MPOBEAEH aHaJIU3 CTPYKTYPBI CIIyObl KaTajaoros,
uccienys e€ CTpyKTypHO-(yHKIHOHAIbHBIE XapaKTEPUCTUKU U B3aUMOCBSI3H MEKITY
HUMH, pPacCMOTPEHBbI BO3MOXKHBIE CIIOCOOBI aTaK, KOTOpPbIE MOTYT COBEpPILHUTH
HapYILIUTENN, OMUCAHBl YSI3BUMOCTH, KOTOPBIE OHU 3KCIUTyaTUPYIOT M MOCTPOEHBI
MOJENN Hapymurtens. Takke peanu3oBaHa W IPOJEMOHCTPUPOBAHA OJHA U3
BO3MOXHBIX aTaKk, C MOCIHEAYIOIIMM ONHCAaHHUEM pEKOMEHJauui 1o €
MPEI0TBPALIECHUIO.
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MbTa naa3eHail AbITUIOMHAM mpansl — JaciefaBaHHE OsCIEeKi CITy>KOBbI
Kartajoray, pacrparoyka MajdJi mapymaibHiKa 1 CTBApaeMbIX 3J1aMbICHIKAM Marpos.

JUtst nacArHEHHSI MATBI ObIY MpaBeI3€Hbl aHATI3 CTPYKTYPBI CIYKOBI KaTajioray,
JAcieNyoubl sie CTPYKTypHAa-(YHKUBISTHAIBHBIA XapaKTApbhICTBIKI 1 Y3aemacyBs3i
MaMiXK 1M1, pa3riie/PKaHbl MardbIMblsl CIOCA0Obl Hamajay, sKis MOTYIb 3/3€HCHIIb
napyIajibHIKi, armicaHbl Ypa3iBaciil, sSKisl sSHbI KCIUTyaTyolb 1 madyJaBaHbl MaJIdJIl
napymaibHika. Takcama poanizaBaHa 1 MpaJdMaHCTpaBaHa aJlHA 3 MardbIMbIX
Harajay, 3 HACTYITHBIM alliCaHHEM pP3KaMEHJAlbIi 1a s€ NpagyX1iJIeHHI.
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The purpose of this thesis is to study the security of the active directory, develop
a model of the intruder and the threats created by the attacker.

To achieve the goal, an analysis of the structure of the directory service was
carried out, examining its structural and functional characteristics and the relationship
between them, possible methods of attacks that violators can make were considered,
the vulnerabilities that they exploit were described, and models of the intruder were
built. One of the possible attacks was also implemented and demonstrated, followed
by a description of recommendations for its prevention.



