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[enpro AUTUIOMHOM pabOTHI SIBISIETCS pa3pabOTKa MPOrpPaMMHOIO MOIYJS ISt
U3Y4YEHUSI MEXaHU3MOB MH(poBaHUs UUDPOBLIX HOcUTeNned HHPOpMaALUU B
OTIepallMOHHBIX CUCTEMAX.

JIist mocTrKEeHUs 11eu ObLT MPOBEICH aHANIM3 CYIECTBYIONIUX PEIICHUN IS
MOJIHOAMCKOBOTO IHU(PPOBAHUS, OMUCAHBI YSI3BUMOCTH U METOJBI 3alIUTHl OT
ONMCAHHBIX YS3BUMOCTEH. BbUIM MpeasioKeHbl W OMHCAHbl MPAKTUYECKUE METO/IbI
YCWJICHHS 3alllUThl TOJHOAMCKOBOTO IMH(POBAHUS B OINEPAIMOHHBIX CHUCTEMax
Windows u Linux, ucnosb3yst TpyNIoBbIC MOJUTHKH OS30MaCHOCTH M BO3MOXHOCTH
moayiast TPM mma OC Windows, a Takke MeXaHHW3M O€30MacHOM 3arpy3kud H
croponaue yTuianuThl ;s OC LinuxX. B mporiecce moAroTOBKU MPaKTHUECKUX 3aJaHHH
ObLTM  MCCIEAOBAaHBl BO3MOKHOCTU CpEllbl BHUPTyaIM3alldd U 3IMYJIUPYEMOIO
anmapaTHOro KOMILIEKCA.

[ToaroToByieHHbIC 3aaHUS U CPEJla IJIsl MX BBHIMOJHEHUSI OYAYyT MCIOIb30BaHbI
B J1abopaTopHBIX paboTax mo Kypcy «be3zonacHocTh HHPOPMAIIMOHHBIX CUCTEM.
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Mbraii IbITIIOMHAN Mpartlsl 3'syisernia pacnpanoyka mparpaMHara MOyJis s
BBIBYUSHHS MeEXaHi3May IibidpaBaHHsS Jiu0aBbIX HOCKOITAy 1HbapMaipll Y
amneparbliHbIX CICTIMAX.

JIist macsirHeHHsT MAThl OBIY TpaBEA3€HbI aHANI3 ICHYIOUBIX PalIdHHSY IS
nayHaapICKaBara mel()paBaHHs, aicaHbl Ypa3miBaciil 1 MeTaibl abapOHBI aJ] aliCaHbIX
ypazmiBacisgy. bpull mpamaHaBaHbl 1 amicaHbl MPaKTHIYHBIA METAJbl Y3MallHEHHS
abapoHbI NayHaAbpICKaBara melpaBaHHs ¥ anepaibiifbix cictamax Windows 1 Linux,
BBIKAPBICTAIOYbl TPYMaBbIs MATITHIKI Osicrieki 1 MargbiMacil moaynis TPM mius AC
Windows, a Takcama MexaHi3M OsicrieuHai 3arpy3ki 1 iHmbig YTeutiTel 11 AC Linux.
VY mpaipce magphIXTOYKI MPAKTHIYHBIX 3aJaHHSAY ObUTL JlaciaeaBaHbl MardybIMaclii
acsipoI34 BipTyaii3allbli 1 IMyJisiBaHara arnapaTHara KOMILIEKCY.

[TanpeIxTaBaHbls 3a1aHH1 1 ACIPOJII3E IS 1X BRIKAHAHHS OYTyIlh BEIKAPBICTAHbI
¥ nabapaTopHbixX paboTax ma kypce «bscrneunacip iHpapMaibIiHbIX CICTIMY.
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The purpose of the thesis is to develop a software module for studying the
mechanisms of encryption of digital media in operating systems.

To achieve the goal, an analysis of existing solutions for full-disk encryption was
carried out, vulnerabilities and methods of protection against the described
vulnerabilities were described. Practical methods have been proposed and described
for strengthening the protection of full-disk encryption in Windows and Linux
operating systems, using group security policies and the capabilities of the TPM
module for Windows OS, as well as the secure boot mechanism and third-party utilities
for Linux OS. In the process of preparing practical tasks, the possibilities of the
virtualization environment and the emulated hardware complex were explored.

Prepared tasks and the environment for their implementation will be used in
laboratory work on the course «Information Systems Security».



