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AHHOTAIUA

1. Ctpykrypa 1 00beM TUILIOMHOM padoThI

Jumomuast paboTa COCTOMT U3 3a/laHus HAa JUINIOMHYIO paOOTy, OTJIaBlIeHHUS,
pedepara AUIIOMHONW pPalOTHI, BBEACHMs, TPEX TJIaB, 3aKIIOYEHUS, CIIHCKa
WCITOJIb30BAaHHBIX MCTOYHHMKOB. OOmuii 06bem paboThl coctaBiser 70 cTpaHUI.
Crucok MCHOJIb30BaHHBIX HCTOYHMKOB 3aHuMaeT 10 crpanun u Bkimouyaer 116
MTO3ULIAM.

2. IlepeyeHnb KIKOYEBBIX CJIOB

[TPABA YEJIOBEKA, KUBEPTEPPOPU3M, KUBEPBOMHA,
MEXIYHAPOJHOE T'YMAHUTAPHOE TIIPABO, MEXJIYHAPOIHOE
YI'OJIOBHOE I[TPABO, MEXIAYHAPO/IHOE COTPYIHHUYECTBO,
KHUBEPYT'PO3HI.

3. Coaep:xkanue padoThl

Obvexkmom uccnre0osanus SIBISIIOTCS MpaBa YeI0BEKa.

Ilpeomem uccnedosanusi — 00s3aTeNIbcTBA B O00JIACTH TIpaB 4YeJIOBEKa B
YCIOBUSX KUOEPBOMHBI 1 OOPHOBI ¢ KHOEPTEPPOPUIMOM.

Llenv pabomei — BBISIBICHUE IEHCTBUTENBHON CTENEHH UCTIONHEHUS U 3aIlUTHI
IIPaB YE€JIOBEKA B YCIOBUAX KUOEPBOIH 1 OOPHOBI C KHOEPTEPPOPU3MOM.

Memoowl Hayunozo ucciredogarnus. B pabote UCIONB30BAHBI OOIIETIOTHYECKHUE
METO/bl TIO3HAHWS: aHalu3, CHHTE3, 0000meHne. B paboTe Takke MHUPOKO
UCIIOJIb30BAaHbl YAaCTHOHAYYHbIE METOJbl IO3HAHMS, a HMEHHO: CHUCTEMHBIA H
CPAaBHUTEIBHO-ITPABOBOI METOIBI.

Ilonyuennvie pezyromamuvl. B pe3yinbrare HCIOIb30BaHUS KOMILIEKCA
B3aMMOJIOTIOJIHAIOIINX METO/IOB HCCIEAOBaHUA B paboTe ObUT M3y4eH NMOHATUHHBIN
amnmapat, CBSI3aHHBIA C BEJIEHHEM KHOEpPBOMH U KuOepTeppopusMa; OMIpeesieH
YPOBEHb  CYIIECTBYIOLIEM NPABOBOM  pErjJaMEHTAlMU IPaB  4YEJIOBEKa B
KUOEPIPOCTPAHCTBE; BBISBICHBI CYIIECTBYIOIUE IPaBOBbIE HOPMBI IMpaBa IpaB
4eJIoBeKa M T'YMaHHUTapHOrO IpaBa, MNPUMEHHMBIX K 3alllUTE IPaB YEJIOBEKa IpH
BEJICHUH KUOEPBOWH U BO BpeMsi OOPBHOBI ¢ KUOEPTEPPOPU3MOM; BBISBICHBI OOIIHE
TEHJEHUMU B UX PETyJMPOBAHUU HA MEKIYHAPOJAHOM YPOBHE; IPOAHAIU3UPOBAHBI
BO3MOYKHOCTH TPUMEHEHHSI aHAJOTUM YK€ CYIIECTBYIOIIMX IPAaBOBBIX HOPM K
HOBBIM SIBJICHUSIM.

Jlocmosepnocms  mamepuanog u  pe3yabmamos  OUNIOMHOU — padOOmbl.
Hcnonp30BaHHbIE MaTepuaibl W PE3yJbTaThl JAUIJIOMHONM pabOThl  SIBISIOTCS
ocTOBEpHBIMU. PaboTa BBITIOJIHEHA CAMOCTOSITENBHO.

Pexomenoayuu no ucnonv3osanuro pesyrbmamos padoomsi. Pe3ynbraThl
paboThl MOTYT OBITHb HMCHOJIB30BAaHbl B IPOLECCE JAIBHEHMILIEr0 MCCIEI0BAHUS
po6JieMbl, HOPMOTBOPYECTBA, a TAKXkKe B yueOHOM Ipoliecce.



AHATAIBIA

1. Crpykrypa i a0'éM abINIOMHAl npanbl

JIpITIOMHasE Tpalia CKjajaelia 3 3aJaHHs Ha JABIUIOMHYIO Ipaily, 3MecTa,
padepata AbIIUIOMHAN mpaibl, YBOJA3IHAY, TPOX IJIay, 3aKIIOY3HHA, CIHICY
BBIKAPBICTAHBIX KpBIHIN. ArynbHbI a0’ém mpambl ckmagae 70 craponak. Cic
BBIKApPBICTAHBIX KpbIHII 3aiiMae 10 cTapoHak i ykimoyae 116 ma3impbrid.

2. llepaJiik KJIOYaBBIX CJI0Y

[TIPABA YAJIABEKA, KIBEPTOPAPLI3M, KIBEPBAMHA,
MDKHAPOJJHAE I'YMAHITAPHAE [TPABA, MDKHAPOJJHAE
KPbIMIHAJIbHAE [TPABA, MDKHAPOIHAE CYTIPALIOVHILITBA,
KIBEPYT'PO3bI

3. 3MecT npaubl

Ab'exmam 0acnedasarnns 3’ IYISAIOIIA TIPaBa YaaaBeKa.

Ilpaomem oacnedasanns — abaBsA3Ki ¥ TalliHE MPaBOY 4YallaBeKa Ba YMOBax
KiOepBaiiHbl 1 6apalbObI 3 KiIOepTIpapbI3MaMm.

Mb>ma npaywsi — BbIIYIEHHE camnpayaHail CTyHeHI BbIKaHaHHS 1 abapoHbI
IIpaBOY yajaBeKa Ba yMOBax KibepBoitHaY 1 6apaipObl 3 KidepTapapbI3Mam.

Memaowl nagykoeaea oacnedaganus. Y Tpalbl BBIKAPBICTAHbl Y Mpalbl
BBIKAPBICTaHbl TaKisl aryJlbHAHABYKOBBIS MeETajbl HaByKOBara jJaciieZlaBaHHs, SK
aHali3, CiHT33, abaryJbHEHHE. Y Ipallbl TaKcaMma IMIBIPOKa BhIKAPBICTaHbI MpbIBATHA-
HAaBYKOBBIS METaJbl Ma3HaHHS, a MEHaBiTa CICTAMHBI 1 NapayHalbHA-TIPABaBbI
METa/bl.

Ampuimanbis BbIHIKI. % BBIHIKY BBIKApBICTAaHHS KOMILIEKCY
y3aeMafanayHsIbHBIX METajay JacieqaBaHHs ¥ padorie Obly BbIByYaHbI MAaHALIMHBI
arapar, 3BsI3aHblI 3 BAJ3€HHEM KiOepBoiiHAY 1 KiOepTapapbIi3My; BbI3HAYaHbl Y3POBEHb
ICHYIOYall MpaBaBOW pAIrJIaMEHTAIlbll TPABOY yajaBeKa ¥ KiOeprnpacTOphl; BbISYJICHBI
ICHYIOUBISl TpaBaBbIsi HOPMBI TpaBa MpPaBOY yajaBeKka 1 F'yMaHiTapHara mpasa, sKis
OpBIMSHSIONIA J1a abapoHbl MPaBOY yajaBeKa IMpbl BSA3EHHI KiOepBoiHAY 1 magyac
OapanpObl 3 KibepTIpapbi3MaM; BbISYJICHBI aryIbHbIS TIHADHIIBI ¥ 1X paryJisiBaHHI Ha
MDKHApOJHBIM Y3pOVHI; MpaaHali3aBaHbl MardblMacili HPBIMSHEHHS aHaJoril kKo
ICHYIOUBIX MTpaBaBbIX HOPM J1a HOBBIX 3'sT¥1.

Jaxnaonacybs mamopuisinay i viHIKAY ObINIOMHAU npaybl. BBIKapbICTaHBIS
MaTAPBISUIBI 1 BBIHIKI ABIIIJIOMHAN Mpalsl 3'ayisonia JakinaaaeiMi. [lpana Beikanana
caMacCTOWHA.

Paxamenoaywii na evixapvicmanni evinikay pabomsi. BBIHIKI TIparibl MOTYIIb
ObIIlb  BBIKAPBICTAaHBI §  Mpalpce Janeimara JaciefaBaHHsS  MpabiieMbl,
HapMaTBOpPUACI, a TaKCaMa ¥ HaByJaJIbHbIM IIpaIdCe.



ANNOTATION

1. Structure and scope of the diploma work

The diploma work consists of diploma work assignment, table of contents,
diploma work summary, introduction, 3 chapters, conclusion and list of references.
Total scope of work is 70 pages. The list of references occupies 10 pages and
includes 116 positions.

2. Keywords: HUMAN RIGHTS, CYBERTERRORISM, CYBERWAR,
INTERNATIONAL HUMANITARIAN LAW, INTERNATIONAL CRIMINAL
LAW, INTERNATIONAL COOPERATION, CYBERTHREATS.

3. The content of the work

Object of the study: is human rights.

Subject of the study: human rights commitments in the context of cyber warfare
and combating cyber terrorism.

The aim of the thesis: to identificate the actual degree of implementation and
protection of human rights in the context of cyber wars and the fight against cyber
terrorism.

Methods of research. the work uses such general scientific methods of
scientific research as analysis, synthesis, generalization. The work also widely used
private scientific methods of cognition, namely systemic and comparative legal
methods.

Results. As a result of using a complex of complementary research methods,
the work studied the conceptual apparatus associated with the conduct of cyber wars
and cyber terrorism; the level of the existing legal regulation of human rights in
cyberspace was determined; the existing legal norms of human rights law and
humanitarian law applicable to the protection of human rights in the conduct of cyber
wars and in the fight against cyber terrorism are identified; general tendencies in their
regulation at the international level are revealed; the possibilities of applying the
analogy of already existing legal norms to new phenomena are analyzed.

Reliability of materials and results of the thesis. The materials used and the
results of the thesis are reliable. The study has been conducted independently.

Recommendations for the use of the results. The results of the work can be
used in the process of further research of the problem, rule-making, as well as in the
educational process.



