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PE®EPAT

Junimomuas padota 51 c., 7 puc., 2 Tabi., 15 ucroys.
NHOOPMAILIMOHHASA BE3OITACHOCTD, YA3BUMOCTU BEB-PECYPCOB,
XSS-YA3BUMOCTH, MEXXCAWTHUHI OBBIM CKPUIITUHI, CKPUIITHHT,
BHEJIPEHHME KOJIA, BPEJIOHOCHBIN KOJI, ITIPOBEPKA BE3OITACHOCTU,
THUIIbI XSS-YSA3BUMOCTEN, IETEKTUPOBAHME XSS-VSI3BUMOCTE

OOBEKTOM HCCIEIOBAHUS SABJISIIOTCS PACIPOCTPaHEHHbBIE YSI3BUMOCTH BEO-
PECYPCOB, B 4aCTHOCTH, XSS-ysI3BUMOCTH, CIIOCOOBI UX IETEKTUPOBAHUS U CUCTEMBI
CKaHUPOBaHUS BEO-pECypCOB Ha HAJMUNE YSA3BUMOCTEH.

Llens paboThl — pa3zpaboTKa KOHKYPEHTOCTIOCOOHOM CHCTEMBbI, TTO3BOJISIONIEH
BBISIBIISATD PA3NIUYHbIC TUTIBI XSS-ysI3BUMOCTEM.

B nporecce paGoTsl TPOBOIUIOCH UCCIEAOBAHUE AKTyaIbHOCTH TEMBI
nH(MOPMAITMOHHON 0€30MaCHOCTH, Hau0O0JIee PACIIPOCTPAHEHHBIX YSI3BUMOCTEH BeO-
pecypcoB, TUTIOB XSS-ys3BUMOCTEM, 0COOCHHOCTEN U3 SKCILUTYyaTUPOBAHUS U
METOJIOB UX JICTEKTUPOBAHHUSI.

B pesynbrate uccienoBanus Oblia pazpaboTaHa mporpamma, mo3BOJISFOIIas
HAXOJIUTh Pa3INYHbIC TUIBI XSS-ysa3BUMOCTEN Ha calTax.

OO6sacTh NPUMEHEHUS — Pa3pabOTUUKU U TECTUPOBIIMKU BEO-PECYPCOB, IS
KOTOPBIX HEOOXOMMO 00ECIIEYHBAThH BHICOKYIO CTETIEHb 3allIUThI OT
KHOEPIPECTYITHUKOB.



ABSTRACT

Diploma thesis, 51 p., 7 fig., 2 tables, 15 sources.

INFORMATION SECURITY, VULNERABILITIES OF WEB RESOURCES, XSS
VULNERABILITIES, CROSS-SITE SCRIPTING, SCRIPTING, CODE
INJECTION, MALICIOUS CODE, SECURITY VERIFICATION, TYPES OF XSS
VULNERABILITIES, DETECTION OF XSS VULNERABILITIES

The object of the study is common vulnerabilities of web resources, in
particular, XSS vulnerabilities, methods of their detection and systems for scanning
web resources for vulnerabilities.

The aim of the work is to develop a competitive system that allows identifying
various types of XSS vulnerabilities.

In the course of the work, the relevance of the topic of information security, the
most common vulnerabilities of web resources, types of XSS vulnerabilities, features
of exploitation and methods of their detection were investigated.

As a result of the research, a program was developed that allows you to find
various types of XSS vulnerabilities on websites.

The scope of application is developers and testers of web resources, for which
it is necessary to provide a high degree of protection against cybercriminals.



