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PE®EPAT

Hummomuast paborta: 50 crpanun, 34 pucyHka, 12 uCHoab30BaHHBIX

HNCTOYHHKOB, 2 IMPUIIOKCHHUA.

CTEI'AHOI'PA®NA, CTEI'TAHOAHAJIN3, MEXIINKCEJIbHBIE
CBA3U, HWCCIEJOBAHUE BCTPAUBAHUA B  M30OBPAXEHUA
PA3JIMYHBIX )XAHPOB, LSB.

Ob6vexm uccredosanus - nzoopaxenus popmara PNG.

Llenvy pabomwvr - uccileOBaHMsl Pe3yIbTaTOB BCTpauBaHUs B U300paKeHUs-
KOHTEMHEPBI B 3aBUCUMOCTH OT CBS3EH ITUKCENEN B HUX.

Memoowl uccnedosanusi - BU3YalbHBIA aHANN3, aTaka MO KPUTEpUIO XH-
KBaJpar.

B uccnenoBanuy HCIoNb3yrOTCS JBa METOJa CTETaHOAHAJIM3a: BU3yallbHas
aTaka M CTaTHCTUYECKas aTaka. DKCIEPUMEHT MPOBOAUTCS HaJA M300paKCHHUSIMHU
pa3nuuHbIX xaHpoB B popmate PNG.

B xoze nccnenoBanust KOHTEHHEPOB HA KOJTUYECTBO MEKITUKCEIBHBIX CBSI3EH
B HUX, ObUIO BBIZENECHO 4 TpyNmbl. B pe3ynabTare sKCIeprUMEHTa 10 BCTPAUBAHUIO
OBUTO BBISBICHO, YTO MEXIHUKCEIbHBIE CBSI3M OKAa3bIBAIOT HEMOCPEICTBEHHOE
BJIMSTHUE HA Pe3yJbTaT BCTPAUBaHU.

Taxxe ObUIM TPOAHATM3UPOBAHBI PE3YNBTATHl TOCIEIOBATEILHOTO |
cllyuailHOTO BCTpamBaHusg MetonoM LSB. bruto BbIIBI€HO, uYTO Hambolee
MOJIXOAIIMMHA  U300pKEHUSIMU 1T CIIy9afHOTO BCTpaWBAaHHS OKa3aJIHCh
IPUPOJIHBIE M300paKeHMs. A I TIOCTEA0BATEIHHOTO BCTPAWBAHUSA COOOIICHUH
OoNbIIMX pPa3MepoB OOJbIIE BCEro MOJOUUIM ACTPOHOMHMYECKHE H300pa)KeHus,
CIIYTHUKOBBIC CHUMKH U U300paKCHUSI CKOTIJICHHS JIFOJICH.



PODEPAT

Jpimomuas npana: 50 craponak, 34 MantoHKa, 12 BbIKapbICTaHBIX KPBIHILIL, 2
MPBIKJIATaHHS.

CTATAHATPA®IS, CTOTAHAAHAJII3, MIXKITIKCEJIbHBIST CYBSI3I,
IACJIETABAHHE YBYBYBAHHS ¥ MAJIFOHKI PO3HBIX )KAHPAYV, LSB .

Ab'exm 0acneoasanns - BeisiBbl (hapmaty PNG.

Mbma npaywl - nacnenaBaHHe BbIHIKAaY yOyAaBaHHSA ¥ MaTIOHKI-KaHT3WHEPHI
¥ 3aie’KHacIll aji CyBSI3sIy MIKCENAY Y iX.

Memaouvl dacredasanns - Bi3yalbHBI aHANI3, aTaKa 1Ma KPeITAPhIl Xi-KBaaparT.

Y nacnmemaBaHHI  BBIKAPBICTOYBAOIIIA JIBA METaAbl CTITaHAAHAIIZY:
BI3yaJibHAas aTaka 1 CTaThICTBIYHAS aTaKa. JKCIEPhIMEHT MPaBO/3IIIA Ha/l BbIsIBaMI
pPO3HBIX kaHpay y ¢apmaiie PNG.

VY xon3e nacnenaBaHHs KaHTIWHEPaY Ha KOJBKACIb MIKITIKCEIbHBIX CYBSI3STY
y 1X, ObLIO BbIA3eNeHa 4 rpynbl. Y BBIHIKY 3KCIEPHIMEHTY Ma yOyaaBaHHS ObLIO
BBISIYJIEHA, IITO MIKIIKCENbHBIS CyBs31 aKa3Balollb HEMACPIIHbI YIUIBIY Ha BBIHIK
YOy naBaHHS.

Takcama ObuUll TpaaHami3aBaHbl BBIHIKI MaclsJOoyHara 1 BbINMAJKOBara
VOoynaBanus Metanam LSB. Bbeuto BbIsyeHa, ITO HAMOOBII MPBIIATHBIMI
MaJOHKaMi JJisl BbIMaJKoBara yOyJaBaHHS allbIHYJIICS MPBIPOIHBIS BBIABBL. A IS
nacisgoyHara YyOyJaBaHHS TaBedaMJICHHSY BSUTIKIX TMaMmepay Oomibin 3a ycé
NaJbIIUIl aCTPaHAMIYHBIS BBISIBBI, CHAJApOKHIKABbIA 3/bIMKI 1 MaJIFOHKI HaBaJIbl
JOJ3EH.



ABSTRACT

Thesis: 50 pages, 34 figures, 12 sources, 2 applications.

STEGANOGRAPHY, STEGANALYSIS, INTER-PIXEL CONNECTIONS,
RESEARCH OF EMBEDDING IN IMAGES OF VARIOUS GENRES, LSB.

The object of research - PNG images.

Objective - research the results of embedding in containers, which are images,
depending on the inner-pixel connections.

The methods - visual analysis, Chi-square attack.

The study uses two methods of steganalysis: visual attack and statistical
attack. The experiment is carried out on images of various genres in PNG format.

During the study of containers on the number of inter-pixel connections in
them, 4 groups were identified. As a result of the embedding experiment, it was
revealed that inter-pixel connections have a direct impact on the embedding result.

The results of sequential and random embedding by the LSB method were
also analyzed. It was found that the most suitable images for random embedding
were natural images. And for the consistent embedding of large messages,
astronomical images, satellite images and images of a crowd of people were most
suitable.



