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Pedepar

Maeucmepcras ouccepmayus, 46 cmpanuy, 13 pucynros, 12 mabauy, 24
UCTMOYHUKA.

Knrouesvie cnosa: BPEJJOHOCHOE ITIPOI'PAMMHOE OBECIIEYEHUE,
CTATUYECKMI KO/, KITACCUDUKALNA, KIIACTEPU3ALINA,
MAIIMHHOE OBYYEHUE, HEWPOHHAS CETb, TF-IDF, JIOJT'AS
KPATKOCPOUHAS ITAMATD.

Obvexmom ucciedosanus SBIASIOTCS UCHOJHIEMbIE (ailbl BPEIOHOCHOTO U
JIETUTUMHOTO MPOTPAMMHOT0 00€CTICUEHUSI.

Llenvio pabomwr sBisieTCs pa3paboTka W peau3alus ajaropuTMOB IS
OOHapy>KeHHUsI U KJIaCCU(PUKALIMUA BPETOHOCHOT'O MTPOTPaMMHOTO 00€CIIeUeHUSI.

B x00e pabomwsi paccMaTpuBarOTCs CIASAYIONINUE TOIXO I IS KIIACCU(PUKALINH
U KJIaCTEepU3allMK BPEAOHOCHOTO IPOrPAMMHOTO 00ECIICUCHMUS:

1) xnaccudukamuss W KiIacTepu3alds Ha BpPEIOHOCHOE M JITUTUMHOE
nporpaMmMHOe  OOecredeHHWe, OCHOBAHHbIE HA  CTATUYECKUX  TEKCTOBBIX
XapaKTepucTUKax 0aiTOBOTO Koja (aiina;

2) xnaccuduKalus Ha BPEIOHOCHOE H  JITUTUMHOE MPOTPaMMHOE
oOecrieueHue, UCIoJb3ysl CBEPTOUHYIO HEMPOHHYIO CeTh M IpelcTaBlieHue (Qaitia B
BU/IC U300PAKEHNUS;

3) wiaccuukanus BpPEIOHOCHBIX (ailJiIoB Ha THUIIBI  BPEIOHOCHOTO
MPOrpaMMHOT0 0OeCrieYeHUs], UCII0JIb3Ys CBEPTOYHBIC U PEKYPPEHTHBIEC CETH.

Tonyuennsiii pezynomam — pa3pabOTaHHOE MPOTrpaMMHOE OOECTIeUeHUE IS
Kiaccuukanmu ¥ KiacTepu3anuu (QaiioB Ha JBa Kjacca: BPEJOHOCHOE U
JISTUTUMHOE TIPOTPaMMHOTO 0O€CTeueHus, a Takke KiacCu(puKalud BPeIOHOCHOTO
pOrpaMMHOTro o0ecriedeHus: Ha TUIbI BpeaoHocHoro [10.

Obnacmv  npumenenusi — OOHapyX eHHE BPEIOHOCHOTO IPOrPaMMHOIO
obecrnieueHusl.



Abstract

Master thesis, 46 pages, 13 figures, 12 table, 24 resources.
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The object of research is executable files of malicious and legitimate software.

The aim of this work is development and implementation of algorithms for
detection and classification of malicious software.

During the work, the following approaches are considered for the classification
and clustering of malicious software:

1) classification and clustering into malicious and legitimate software, based on
the static text characteristics of the file's byte code;

2) classification into malicious and legitimate software using a convolutional
neural network and file representation as an image;

3) classification of malicious files into types of malware using convolutional
and recurrent networks.

Results of work — developed software for classifying and clustering files into
two classes: malicious and legitimate software, also classifying malicious software
into types of malware.

Area of application — malware detection.



