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PE®EPAT

Junnomuas pabota, 53 c., 27 puc., 21 UCTOUHUK.

DEEP PACKET INSPECTION, MAIHIMHHOE OBYYEHWUE, PYTHON,
KITACCUOUKALINA TPAO®UKA, DECISION TREE, RANDOM FOREST,
NDPI, EXTREME GRADIENT BOOSTING, WIRESHARK, PYQT,
TENSORFLOW.

Obvexkm uccnedosanusi — METOJbl KiacCU(UKAUU HWHTEpHET-Tpaduka,
BO3MOKHOCTh HCIOJIb30BAaHUS MALIMHHOIO OOy4YeHMs il Kilaccu(puKauu
untepHer-tpadpuka B DPIl cucremax, a Takke mporpaMmHas cuctema IS

KIaccu(ukanum nHTEpHET-TpaduKa C UCTIOIH30BAHUEM MAIIMHHOTO 00YyYEeHUSI.

Lenu pabomvr — pa3paboTKa MPOTPAMMHON CHUCTEMBI ISl KIaCCU(PUKAIINH
UHTEpHET-Tpadka TPUIOKCHHA ¢ CEPBHCOB Ha OCHOBE ITOBEACHYCCKHUX

IMPHU3HAKOB C UCIIOJIb30BAHUECM MAIIMHHOT' O O6y‘leHI/I$I.

3a Bpemsi paboOThl OBUIM peaqr30BaHbl CIEAYIONIME 3aJauyd: H3ydyeHa
aureparypa, nocssuieHHas DPI cucremam, paccMOTpeHbI pUMEPBI KJIACCHYECKUX
DPI curnatyp, Meroabl KiaccU(PUKaUM HAa OCHOBE MAIIMHHOTO OOyYeHUS,
MIPOBEIEH AHAIIM3 MOBEJIEHYECKUX OCOOEHHOCTEN MHTEPHET-TpauKa, Ha OCHOBE
BBIOPAHHBIX CTATUCTUYECKUX TMPU3HAKOB MOJATOTOBJIEHA MOJENb MAIIMHHOTO
oOydeHMs, CIpPOEKTUpPOBaHA M peaJl30BaHa MPOrpaMMHAsl CHUCTEMa  JUIs

Kiaccu(ukanuy nHTepHET-TpaduKka BEIOPAHHBIX MTPUIIOKEHUH.

PabGora wumeer OoiblIOe NPAKTUYECKOE 3HAYCHHE JMJIs pEHICHHUs 3ajad
kiaccudukanum uHTepHeT-Tpaduka B coBpeMeHHbIx DPI cucremax. PesynbraTh
JUIUIOMHOM pa0OThl HalUIM NOpUMEeHeHue B npoekre komnanuu COOO

«benurcodt UHTEPHEITHID.

Peanu3oBanHass mnporpaMmHas CHCTEMa II03BOJISIET KJacCU(ULIUPOBATH
UHTEpHET-TpavKa BBHIOPAaHHBIX MPUIOKEHUH C HCIOJB30BAHMEM METOJOB

MaITuHHOTO OOyYCHHS.



PODEPAT
Jpimiomuas pabdora, 53 cr., 27 main., 21 kpsiHina.

DEEP PACKET INSPECTION, MAILIbIHHAE HABYYAHHE, PYTHON,
KITACI®IKALBIA TPA®IKY, DECISION TREE, RANDOM FOREST, NDPI,
EXTREME GRADIENT BOOSTING, WIRESHARK, PYQT, TENSORFLOW.

Ab'ekm  Oacnedaeamns — MeTaiapl  Kiacipikalbll  THTIPHIT-TpAPIKY,
MardbIMacllb BBIKAPBICTAHHS MalllblHHAra HaBy4YaHHs JJid Kiaciikalbll IHTIPHAT-
tpadiky ¥ DPI cictomax, a Takcama mparpamHas cictama g Kiacidikarbli

THTAPHAT-TPAPiKy 3 BHIKAPHICTAHHEM MallbIHHAra HaBy4aHHS.

Mbmul npaysl — pacnpalnoyka mnparpaMmHail CiCTaMbl JJi  Kiaciikarisii
THTAPHAT-TpadiKy TPHIKIATAHHAY 1 COpBIcay Ha aCHOBE MABOAHIIKIX MPBIKMET 3

BbIKAPBICTAHHEM MalllbIHHAI'a HaBy4YaHH:.

3a yac mpatibl ObLTI pIajizaBaHbl HACTYIHBIS 3aj]a4bl: BRIByYaHA JIiTapaTypa,
npoicBedanas DPI cictamax, pasraemkansl mpbikiaabl kinaciyaeix DPI cirnartyp,
MeTanbl Kiacidikampli Ha acCHOBE MalllbIHHAra HaByYaHHS, MPaBEA3CHBI aHaI3
MAaBOAHINKIX  acabmiBacusly  IHTAPHAT-TpadiKy, Ha  acHOBE  BBIOpaHBIX
CTATBICTBIYHBIX ~TPBIKMET MaJpbIXTaBaHAa MaJdJIb MAalllbIHHAra HaBy4YaHHS,
CIpaeKTaBaHas 1 praji3aBaHa IparpamHasi cicToMa Jid Kiacidikalipll 1HTIPHOIT-

TpadiKy BHIOPAHBIX MPBIKIAAAHHSIY .

[Ipamma Mae BsuTikae TMpaKTblYHAE 3HAYPHHE Ui BBIPAIDHHA 3a]ad
kiaciikanpi 1HTIpHAIT-Tpadiky ¥ cydacHbpix DPI cictamax. BeiHiKI gbimuioMmHan
mpaipl  3HaWnuN  OpbIMaHeHHe Y mpaekue kamnaHii CTAA  «bemitcodt

THTAPHILLIHID.

PoanizaBanas mparpamHas cictama ga3Baisie  kiacipikaBamb IHTIPHOIT-
Tpadiky BBIOpaHBIX MPBIKJIAJIAHHAY 3 BBIKAPBICTAHHEM METajay MalllbIHHara

HaBy4YaHH:.



ESSAY
Graduate work, 53 p., 27 illustrations, 21 sources.

DEEP PACKET INSPECTION, MACHINE LEARNING, PYTHON,
TRAFFIC CLASSIFICATION, DECISION TREE, RANDOM FOREST, NDPI,
EXTREME GRADIENT BOOSTING, WIRESHARK, PYQT, TENSORFLOW.

The object of research — the methods for classifying Internet traffic, the
ability to use machine learning to classify Internet traffic in DPI systems, as well

as a software system for Internet traffic classification using machine learning.

The Purpose of the work — development of a software system for Internet
traffic classification of applications and services based on behavioral features using

machine learning.

During the work, the following tasks were implemented: the literature on DPI
systems was studied, examples of classical DPI signatures were considered,
classification methods based on machine learning were analyzed, behavioral
features of Internet traffic were analyzed, a machine learning model was prepared
based on the selected statistical features, a software system for classifying Internet

traffic of selected applications was designed and implemented.

The work is of great practical importance for solving the problems of
Internet traffic classification in modern DPI systems. The results of the thesis were

used in the project of Belitsoft International JLLC.

The implemented software system allows you to classify the Internet traffic

of selected applications using machine learning methods.



