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JAIIATA MHOOPMALIMU, KPUIITOI'PAOUSA, AES, RSA, SPRING,
WEB-ITPUJIOKEHUE

Obvexm uccnedosanusi — OOBEKTOM HCCIEAOBAHUS SIBISETCS 3allUTa
MI0JIb30BATEIIbCKUX JTAHHBIX TPU TOMOINHA KPHUMTOCUCTEM, WHTETPUPOBAHUE UX B
web-npunoxkenns. [IpenMer uccrnegoBaHus — HCCIAEAOBAHUE KPHUITOCUCTEM U
pa3paboTka COOCTBEHHOIO MPUIIOKEHUSI Mg oOecreueHus: Oe30MacHOCTH
MOJIb30BATEIIbCKUX JTAHHBIX.

Llenv pabomvr — W3yYUTh TIOCTPOCHUE PA3IUYHBIX KPHUIITOCUCTEM,
pa3paboTaTh COOCTBEHHYIO KPUIITOCHCTEMY, O3HAKOMUTHCA ¢ Spring Framework,
pa3zpaborath web-npunoxeHue Jyisi XpaHeHUS M0JIb30BATEIbCKUX JAHHBIX.

3a BpeMs paboThl ObUTM pean30BaHbl CASAYIONINE 3aJa4l: U3y4eHbl 0a30BbIe
NOHATUS U MEXaHU3Mbl XeUI-PYHKIMHA, H3YYEHBl TEOPETHUECKHE CBEICHUS O
CUMMETPUYHBIX U  ACUMMETPHUYHBIX  KPUITOCHUCTEMAX, paccMOTpEHbI
CYIIECTBYIOIINE SK3EMIUIAPHI BBIIICYMOMSIHYTHIX KPUIITOCHCTEM, pa3paboTaHa
COOCTBEHHAs] KPUNTOCUCTEMA, OCHOBBIBAIOIIASICS HA CYIIECTBYIONINX MpUMepax U
pacmumpsonias uxX, paspaboraHa OOBEKTHAs MOJENIb TMPUIOKCHHS, H3yUEHBI
oco0eHHOCTH pPaldoThl € IUIaTGopMOM Juisl pa3pabOTKU NPUIOKEHHH Spring
Framework, peannzoBaHo web-npuiokeHHe, yAOBIETBOPAIONIEE COBPEMEHHBIM
TpeOOBaHUSAM, CO3/IaH MOHITHBIN JUIS TTOJIb30BATENs U POCTOM ISl KACTOMH3AINU
U pacipeHus: QyHKIIHMOHAI.

PaGora uMmeeT MmMpOKOEe NPAKTUUYECKOE IpPUMEHEHUE B cdepe 3alluThl
IOJIb30BATENIbCKUX JAHHBIX, TAK KaK MPEJOCTaBISAET AOCTAaTOYHbIN (DyHKLIMOHAI
no Wu(pPOBAHNIO, XPAHEHUIO U TNPEAOCTABICHUIO JOCTYIA K JaHHBIM, KOTOpBIE
II0JIb30BATEIb JKENAET OE30M1aCHO XPAHUTb.

Peanuzanus 1aéT BO3MOXKHOCTh HAaJIEKHO XPAHUTh HEOOXOJMMBIC JaHHBIE,
JEJIETUPOBATH CJI0KHBIE MAaTEMAaTUYECKUE OIEPALUU MOIIHOMY CEpBEPY U UMETh
JOCTYM KaK K JOKaJbHOMY, TaK U K 00JJaYHOMY XPaHECHHIO JTAHHBIX.
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ABAPOHA TH®APMAIIBIL, xpeimrarpadis, AES, RSA, SPRING, WEB-
[TPBIKJIAJAHHE

AO’ekT JacjenaBaHHsi —a0’eKkTaM JaciieflaBaHHsS 3'synsenia abapoHa
KapbICTAIKIX JaJ3€HBIX MpPHI JamamMo3€ KPBINTACICTAM, IHTATpaBaHHE iX y web-
npeikinagannsa.  [IpaaMmer facnemaBaHHS - JaciefaBaHHE  KPBINITAciCTdOM 1
pacrparoyka ynacHara MpbIKJIaJaHHs sl 3a0eCTsTYdHHS OsCIEKl KapbICTaIKiX
Ja/13CHBIX.

MbsTa nmpanbl — BRIBYYBIb Ma0yA0Ba PO3HBIX KPBINITACICTIM, pacipariaBailb
yJIacHYIO KphINTacicTamy, azHaémiia 3 Spring Framework, pacnpanasais web-
JajaTaK JJisd 3aX0yBaHHS KapbICTAIKIX JaI3¢HBIX.

3a vac mpanpl ObuTi paii3aBaHbl HACTYIHBIS 3aaubl: BBHIByYaHbl 0a3aBbIs
HaHAIIl 1 MEXaHi3Mbl XdOUI-(QYHKIBIH, BBIByYaHbl TIapITBIYHBIA 3BECTKI ad
CIMETPBIYHBIX 1 ACIMETPBIYHBIX KPBIITACICTIMBI, pa3riieIKaHbl ICHYIOUYbIsSI aCOOHIKI
BBIIIBM3ralaHbIX KPUIITOCUCTEM, paclpaliaBaHa yiacHas KpPBINITACICTIMBI, sKas
3aCHOYBaellla Ha ICHYIOUbIX NpbIKJIAAax 1 sKas Namblpae 1X, paclpanaBaHa
a0'exkTHas MaadJb MPBIKIAJaHHS, BbIBy4YaHbl acabiiBacii mpaisl 3 miatdopmait
JUISL pacripaiioyki npbikiaaanHsy Spring Framework, paanizaBana web-nganatak,
SKO€ 3a/JaBaJIbHSC€ Cy4YacHbIM [aTpabaBaHHAM, CTBOpaHbl 3pa3yMelbl JJis
KapbICTaJIbHIKA 1 MPOCTHI 17151 KACTOMU3ALMH 1 NAIIBIP3HHS (QyHKLISTHAL.

[Ipanta mae mIbIpoKae TMpaKThIYHAE TMpbIMsHEHHE VY cdepbl adapoHbI
KapbICTAlIKIX JIaJ3EHBIX, TaMy IITO MpajacTaysise JacTaTKOBbI (PYyHKIIbISHA Tia
miblppaBaHHl, 3aXOYBAHHIO 1 NPAJACTayJICHHIO JOCTYIY Ja Jaa3€HbIX, SKis
KapbICTAJIbHIK jkKa/iae OsicTieyHa 3aX0yBallb.

Pranizanpis njae marubiMaciib Haj3eiHa 3axoyBallb HEAOXOJHBIS J1aJI3€HBIS,
JPJIeTaBallb CKJIaJIaHbld MaTAIMATBIYHBIS arnepallbli MaryTHamy cepBepa 1 Mellb
JOCTYT SIK Jla JJaKaJIbHara, TaK i Ja XMapHamy 3ax0yBaHHI J1aJI3¢HBIX.



Abstract
Graduate Work, 55 p., 11 illustrations, 2 tables, 9 appendixes.

PROTECTION OF INFORMATION, CRYPTOGRAPHY, AES, RSA,
SPRING, WEB-APP

The object of research is the protection of user data using cryptosystems,
their integration into web applications. The subject of the research is the study of
cryptosystems and the development of its own application to ensure the security of
user data.

The purpose is to study the construction of various cryptosystems, develop
your own cryptosystem, familiarize yourself with the Spring Framework, develop a
web application for storing user data.

During the work, the following tasks were implemented: the basic concepts
and mechanisms of hash functions were studied, theoretical information about
symmetric and asymmetric cryptosystems were studied, the existing instances of
the aforementioned cryptosystems were considered, their own cryptosystem was
developed, based on existing examples and expanding them, an object model of the
application was developed, features of working with the platform for developing
applications Spring Framework, implemented a web application that meets modern
requirements, created a user-friendly and easy to customize and extend
functionality.

The work has wide practical application in the field of protecting user data, as
it provides sufficient functionality for encryption, storage and provision of access
to data that the user wishes to securely store.

The implementation makes it possible to securely store the necessary data,
delegate complex mathematical operations to a powerful server and have access to
both local and cloud data storage.



