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PE®EPAT

JunnomHuas padora, 50 crpanun, 17 pucynkos, 1 Tabauna, 18 HCTOYHUKOB.

BEB-ITPUJIOXXEHUE, MUNKPOCEPBUCHAA APXUTEKTVYPA,
BE3OITACHOCTDb, AYTEHTU®UKALMA, ABTOPU3ALIMA, MOHUTOP
BE30ITACHOCTHU OBPAIIEHH.

Obvekm uccnedosanus - uHPopManuoHHas cuctema «Ludposoit
(bakyIbTET» U CBSI3b €r0 MUKPOCEPBHUCOB MEXKITY COOOM.

Llenv pabomul - U3y4eHUE U TIIATEIBHBIA aHAIN3 CYLIECTBYIOMIMX MPOOIIEM
B apxutTektype nupunoxenus «lludposoit daxympTeT», a TaKkKe peanu3anus
BapHaHTa 3alllUThl BeO-NPUIOKEHHs, KOTOpas IMo3BoiMiIa Obl peann3oBaTh
0a30BYIO 3alIUTY OT YaCTH aTaK M BBHITEKAIOIIUX U3 THX MOCIEICTBUN, TEM CaAMbIM
oOecrieunth Oonee 3(PEeKTUBHOE M KadyeCTBEHHOE (DYHKIIMOHWPOBAHUE JTAHHOTO
PUIIOKEHUS.

B xome pauniomHOM paboThl OBUIM MpPOaHATM3UPOBAHBI OCOOCHHOCTH
Pa3IMYHBIX APXUTEKTYp TIOCTPOCHMSI BeO-TPUIIOKEHHM, OOOCHOBaH BBHIOOD
MHUKPOCEPBUCHOM, YKa3aHbI IUTFOChI © MUHYCBI KaXIOM.

Taxke ObuM 0003HAYEHBI OCHOBHBIE TpeOOBaHUS K 3allUTe BeO-
MPWIOKEHUH, U B YAaCTHOCTH, MOCTPOSHHBIX HAa MHKPOCEPBHUCHON apXUTEKTYypE.
beIIn TIpoaHamM3upOBaHbl W TIPEAJIOKECHBI PA3IMYHBIC BAPUAHTHI 3alTUTHI TAKOU
apPXUTEKTYPBHI.

OcHoBo# 0€30macHOCTH J1I0O0r0 BEO-TMPUIIOKEHUSI CMEI0 MOKHO Ha3bIBaTh
MOHUTOP ©€30IacHOCTH OOpalieHud - 3TO HEKHH QUIBTP, KOTOPBIA JHOO
paspemiaet, JUOO 3ampeniaeT MOCTYN K 3allMIIEHHOMY pecypcy Ha OCHOBE
YCTaHOBJICHHBIX B CHCTEME MPaBUJI pa3rpaHUyueHus 10ocTyna. B aumioMuoit padote
OBLTM OMHUCAHBl OCHOBHBIE TPEOOBAaHMS, KOTOPHIM JIOJDKEH COOTBETCTBOBATH
MOHHUTOp 0€30MacHOCTH OOpallleHuH, a Takke ObUIM MPEACTaBICHbI Pa3IuYHbIC
BapUaHTHI peaTnu3alliy MPaBUJI pa3rpaHUUYEHUS JOCTYIIA.

Taxke Obuta pa3paboTaHa cucTeMma, KoTopas oOecrneurBaeT Oe30MacHbIN
JIOCTYTI K 3alIUIIEHHBIM pecypcaM. JlaHHas cucTeMa BKJIIOYAeT B CeOsl HECKOJIBKO
MUKPOCEPBUCOB, TaKWX KaK MyOJWYHBIA IIII03, CEPBEp PErHCTpPaldU
MUKPOCEPBHUCOB, a TAK)KE CEPBEP aBTOPU3AIUH.
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Heimomnas pabora, 50 craponak, 17 mamonkay, 1 Tabmma, 18 KpbIHIIL.

BOB-JJAJATAK, MIKPACOPBICHAA APXITOKTVYPA, BSCIIEKA,
AYTOHTBI®1KAILIBIA, AYTAPBISALIBIA, MAHITOP BACIIEK] 3BAPOTAY.

Ab'exm Oacnedasanus - mdapmaripiiiHas cxctoma "axdbaBbl PakyIbTIT" 1
CYBSI3b SITO M)KpacipB”ay naMmixk caboi.

Mb>ma pabomwvl - BBIBYYSHHE 1 TJbHBI aHaTa3 |CHYIOYBI\ MpadieM Yy
apXITAKTYphl MpbIKIagaHHs AmnubaBel (akyabTIT", a Takcama poiaras3alblsi
BapbISIHTY a0apoHbl B30-IPBIKJIAJAHII, sKas Ja3Bojima O piaTa3zaBallb 0a3aByIo
abapoHy an vactu Hamazay 1 Bbeimkarolpb 3 L[1\ HacTyncTBay, ThIM caMbIM
3a0dcneubllb OoyibIl 3(EeKTblyHae 1 sKacHae (yHKUbISTHAaBaHHE Jaji3eHara
IPBIKJIAIaHHS.

VY xox3e nplJIOMHAN Tparkl ObUII MpaaHaTa3aBaHbl acalJiBacIli PO3HBIX
apXTTAKTYp Ma0ya0BbI BAO-TIPBIKIAIaHHY, a0rpyHTaBaHbl BBIOAP MILIPACIPBIIIHAIM,
Ma3Ha4yaHbl MUIFOCHI 1 MIITYChl KOXKHAM.

Takcama ObUTl Ta3HA4YaHBI ACHOYHBIA NaTpabaBaHII Ja abapoHBI BHO-
MPBIKJIAJIAaHHAY, 1 Y TPBIBaTHACII, MaOyJaBaHbIX HAa MXPACIPBHAN apXBIIKTYPHI.
beiTa mpaaHaTazaBaHbl 1 TpanaHaBaHbl PO3HBISI BapBISIHTHL a0apOHBI TaKOH
apXTTIKTYPHI.

AcHoBali Osicrieku Jro0ora BAIO-TIPBIKJIQIAHII CMeEJIa MOXKHA Ha3bIBallb
Mamrop Oscnekd 3BapoTay-rata Heuk3 (ubTp, AK4 ansb0 naa3Bajuse, anboo
3a0apaHse JOCTYI Ja abapoHEHaMy pACYpCy Ha acCHOBE yCTAHOYJICHBIX y MCTIME
mpaBIiiay pa3MeXaBaHHs JOCTYITy. Y JBITIJIOMHAM Mpaibl ObITa anicaHbl aCHOYHBIS
narpabaBani, AKI'M maBiieH aanaBsaaib MamTop Osicriek3 3BapoTay, a Takcama
OBIT TpaJICTAyJICHbl PO3HBIS BapBISIHTBHI POAI3allbll TPaBIIAy pa3MeKaBaHHS
JOCTYY.

Takcama ObTa pacrpaliaBaHa UCTIMa, sikas 3absicrieuBae OsICTICYHBI JOCTYII
na abapoHeHBIM pacypcay. [lam3eHas cmTdMa yKiIO4ae y cg0e HEeKalabH
MKpacipB™ay, Taux SK MyO0.TYHBI IUIK03, CEPBEP PAICTpPALBIT MKpacips’ay, a
TaKcaMa CepBep ayTapbl3allbIT
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WEB-APPLICATION, MICROSERVICES ARCHITECTURE,
SECURITY,  AUTHENTICATION, AUTHORIZATION, SECURITY
REFERENCE MONITOR.

The object of the work is an information system «IludpoBoit dakyabTeT»
and it’s microservices relationships.

The purpose of the work is to study and thoroughly analyze existing
problems in the architecture of the "Digital Faculty” application, as well as to
implement a web application protection option, which would allow implementing
basic protection against some attacks and the resulting consequences, thereby
ensuring more efficient and high-quality functioning of this applications.

In the course of the thesis, the features of various architectures for building web
applications were analyzed, the choice of microservice was justified, the pros and
cons of each were indicated.

The basic requirements for the protection of web applications, and in particular
those built on a microservice architecture, were also identified. Various options for
protecting such an architecture have been analyzed and proposed.

The security monitor of any web application can be safely called the access security
monitor - it is a kind of filter that either allows or denies access to a protected
resource based on the access control rules set in the system. In the thesis, the main
requirements were described that the access security monitor must meet, and
various options for the implementation of access control rules were presented.

A system has also been developed that provides secure access to protected
resources. This system includes several microservices, such as a public gateway, a
microservices registration server, and an authorization server.



