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Obvekm uccnedoganusi — MOJENb CHCTEMbl YAAJIEHHOIO YIpaBICHUS
MEJINAKOHTEHTOM.
Llenv  pabomwvr — TlpoBecTH WHCCIEAOBAaHHWE CHCTEMbl YJIaJEHHOTO

YIOPABJICHUS MEAMAKOHTEHTOM Ha TMpeAMET YA3BUMOCTEH, COCTaBUTh CITHUCOK
TpeOOBaHMI JIJIs1 IPOBEICHUS ayuTa 0€30MaCHOCTH CUCTEMBI.

B pabote mnpencraBieH aHajgu3 CHUCTEMbl YAANEHHOTO YIPABICHHUS
MEJIMAKOHTEHTOM Ha NIPEAMET YSA3BUMOCTEW. PaccMOTpeH moaxod K PpELICHUIO
CXO0XHUX MpoOsieM 0e30MacHOCTH B 00JIAYHOM TOJIOCOBOM TMOMOIIHUKE Amazon
Alexa. PaccMOTpeHBbI pa3iiuuHble BapUaHTHl pelieHUi MpodieM O0e30macHOCTU
cucteMbl. OnrcaHbl YPOABHU JIOCTYyNA, UCIIOIb3YIOIIKECS B cucTeMe. OnpeieneHbl
TpeOOBaHUS U PEKOMEHIAIMK K UCIIOJIb3yEeMbIM B CUCTEME KPUMNTOrPAPUUECKUM
anroput™MaMm, (QPU3NYECKOMY PACIIOJIOKEHUIO YCTPOMCTB CHCTEMbI, YPOBHSAM
JIOCTYTa, KOMMYHHUKAIUSAM MEXIY YCTPOHMCTBAMH, KOH(PUTYypalusM MPOTOKOJIOB.
CocraBieH ONPOCHBIA JUCT HJisi MPOBENCHUS ayJauTa O€30MaCHOCTH CUCTEMBI
YAQUIEHHOTO YIPABICHUS MEIMAKOHTEHTOM.
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Ab'ekm  Oacnedasammsi - MajgdPNb  CICTAMBI  ajjajieHara KipaBaHHS
MDJIBITKAHTIHTAM.

Mbma pabomwr - IlpaBecui gacieqaBaHHE CICTAMBI ajjlajieHara KipaBaHHS
MDJIBITKAHTIHTAM Ha TpaaMeT ypas3iiBacisy, CKJIACIi CHic marpabaBaHHSY IS
MIPaBsI3€HHS ayJIBITY OSCIEKI CICTIMBI.

Y mpaumbl  mpajactayieHsl  aHami3  CICTAMBI  ajjajnieHara  KipaBaHHS
MOBIIKAHTAIHTAM Ha TMpajMeT ypasmiBacisgy. Pasriemkanbl mDaabIxox J1a
BBIpAIIPHHA TMaJoOHBIX MpadyiieM Oscrieki ¥ BOOJAYHBIM TajlacaBbIM NAMOYHIKA
Amazon Alexa. Pa3srnemkaHbl po3HBISI BapbISHTHI PAIdHHSAY MpadiemM Osicrexi
CICTAMBI. AmicaHbl YPOJBHHM JOCTYIY, SIKisl BBIKApBICTOVBAIOIIA ¥y CICTAIME.
Boi3Hauanbl marpabaBaHHI 1 pIKaMeHAAIbll Jla BBIKAPHICTOYBAHBIX y CICTAIME
KpbInTarpadiuyHbiM anrapbiTMax, ¢Gi3iyHaMy pasMSIIudHHIO NPbUIaJ  CICTIMBI,
V3pOYHAX  JIOCTYNy, KaMyHIKalbIAX TMaMDbK TpbUiagami, KaHQIrypaubisim
npatakonay. Ckiaa3eHbl anbITadbHBI JICT JUIsl TPaBSA3CHHS ayIbITy OsicrieKi
CICTAMBI aJiJjajieHara KipaBaHHs M3JIbITKAaHTIHTA.
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The object of the work is a model of a system for remote control of media
content.

The purpose of the work - To conduct a study of the system for remote
control of media content for vulnerabilities, to compile a list of requirements for
conducting a security audit of the system.

The paper presents an analysis of the system for remote control of media
content for vulnerabilities. An approach to solving similar security problems in the
cloud-based voice assistant Amazon Alexa is considered. Various options for
solving system security problems are considered. The urodvny of access used in
the system are described. The requirements and recommendations for the
cryptographic algorithms used in the system, the physical location of the system
devices, access levels, communications between devices, and protocol
configurations have been determined. A questionnaire has been drawn up for
conducting a security audit of a remote media content management system.



