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Humnomuast pabora, 42 ctpanunsl, 17 pucynkoB, 1 tabmuma, 15
UCTOYHHUKOB, 1 IpUIIOKEHUE.

AYTEHTUOUKALIUS, TIOCTABIUIMKM VYUYETHBIX JJAHHBIX,
WINDWOQOS, ITPOTOKO/JIbI AYTEHTHUOUKALINN, WINLOGON,
MULTIOTP, ARDUINO, RFID, PEECTP.

Obvexm uccnedosanus — TOACUCTEMa ayTEHTU(PUKAIIMK B OMEpaIlMOHHOMN
cucreme Windows.

Llenv pabomwr — peann3oBaTh IPOTrPAMMHO-AINMAPATHBIA KOMILIEKC,
MO3BOJISIONTNN OCYIIIECTBUTh ABTOMATHYECKUM BXOJ| B OIEPAIIMOHHYI) CHUCTEMY
Windows He BBOIS mapoJib, a TAKXKE OIMHUCATh MPOLECC HACTPONKHA U MHTETPALUU
YCTPOMCTBA.

B paborte mpeacTaBieH aHaIM3 pealM3alldd MEXaHW3MOB ayTeHT(HUKAIIUU
OJb30BaTeield B omepaluoHHBIX  cuctemax  Windows.  [IpuBenena
KJIacCU(pUKAIMSI METOJIOB IPOBEPKH IOJJIMHHOCTA U HX 0030p, NMEpPEYUCIICHBI
AJIEMEHTHI BXOJAIINE B CUCTEMBbI ayTeHTH(PUKAIMU U (HAKTOPHI, KOTOPhIE B HHUX
ucrnoas3ytoTcs. [IpuBeaeH mpumep criocoda co3gaHus NABYX(PaKTOPHOM 3aIUTHI C
HCIIOJB30BaHUEM OTKPBITOTO MPOTrpaMMHOTO obecnedeHus. B xomae paboTbl ObLI
pear30BaH IIPOrpaMMHO-AIMAPATHBIM KOMIUIEKC JJI1 aBTOMAaTHUYECKOTO BXOJa B
omeparronnyo cuctemy Windows. Kowmrieke cosmaBajics C HCIIOJIb30BaHHEM
mwiatel  Arduino  Uno, cuuTeiBaTens paguodyacTOTHBIX MeTok RC522 wu
HETOCPEACTBEHHO camMux MeTok. OrmnucaH anropuTM HMHTETpallud  JaHHOTO
YCTPOMCTBA JIJII €r0 KOPPEKTHOM pabOTHI. Y CTPOMCTBO MOXKET HUCIOJIb30BATHCS B
00pa3oBaTeIbHBIX IENSAX W IPHU IOATOTOBKE CICIHAIMCTOB B paMKax y4eOHOTO
Kypca. [loaroToBiieHHbIN TaOOpAaTOPHBIN CTEHJ OyAeT aKkTyaJeH NpH WU3YYeHUU
kypca «lIporpamMmMHoO-amnmmapaTtHple CcpejacTBa oOecrnedeHus: HHGOPMaIMOHHON
0Ee3011aCHOCTHY.



PODEPAT

JpimioMuast pabora, 42 craponki, 17 mamonkay, 1 Tabmina, 15 kpermin, 1
JanaTax.

AVTOHTBIDIKAIBISA, TTACTAVIIYBIKI VJIIKOBBIX JIAJBEHBIX,
WINDWOS, ITIPATAKOJIBI AYTAHTBI®IKALIBI, WINLOGON, MULTIOTP,
ARDUINO, RFID, POECTP.

Ab'ekm Oacnedasanns - TajucicTAMa ayTAIHTHIDIKALBIL Yy aneparbliitHai
cictame Windows.

Mbma pabomer - PoranizaBaie mnparpaMHa-anmapaTHbl KOMILIEKC, SK1
Ja3Baisie aXbIIUABIIB ayTaMaThIYHbI YBaxoJl y anepanblitHyto cicraomy Windows
HE YBOJI354bI IAPOJIh, @ TAKCAMa aIlicallb MpaipCc HAJIA bl 1 IHTArpalbll MPHLUIAIHI.

Y mpampl mpajcTayiieHbl aHami3  plaizaibli  MeXaHi3May ayTeHTdUKAIbI
KapbICTaJIbHIKAY y amepanbliHbix cictamax Windows. IlpbiBenzeHa kiacidikaibis
MeTajay MpaBepKi carpaymHacii 1 1X arjsij], nepajidyaHbl 3JIEeMEHThl YBaXOoI3s4blsi Y
CiCTAOMBI ayTAHTHIGIKAIBI 1 1 (akTaphl, AKisA ¥ 1X BbIKapeicTOYBatoia. [IpsiBen3eHb
MPBIKJIAJ crioca0y CTBapAIHHS JBYX(daKkTapHail abapoHbI 3 BHIKAPBICTAHHEM aJIKphITara
nparpamHara 3abecrsiusHHs. [laguac mpaibl ObIy paaliizaBaHbl MparpaMHa-anapaTHbI
KOMILJIEKC JUIsl ayTaMaTblyHara yBaxonay V amepaiblidHyto cictamy  Windows.
Kowmmnekc crtBapaycsi 3 BbikapbicTaHHeM Tuiatel Arduino Uno, cubITBajibHIKA
panpi€uacToTHbIX mazHak RC522 1 HemacpsiHa caMix Ma3Hak. AIMiCaHbl alrapbiTM
IHTATpalbll  JTaJ3eHall TpbUIaAbl Il Aro KapdkTHal mparsl. [lpbutama  moska
BBIKAPBICTOYBAIIIA ¥ aayKaIbIMHBIX MATax 1 NPl MAAPBIXTOVIBI CHEHBIUTICTAY Yy
pamMKax HaBywajbHara kypca. [laapeixtaBanbl 1abapaTopHbl CTIH] Oya3€ aKTyalbHBI
npsl  BeIByudHHI  Kypcy  "llparpamna-amapaTHbii  Ccpoaki  3a0€CTISTYIHHS
1H(apmaribIiinait 6sicriexi".
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The object of the work is the authentication subsystem in the Windows
operating system.

The purpose of the work - To Implement a hardware and software package
that allows you to automatically log in to the Windows operating system without
entering a password, as well as describe the process of configuring and integrating
the device.

This thesis presents an analysis of the implementation of user authentication
mechanisms in Windows operating systems. The classification of authentication
methods and their overview are given, the elements included in the authentication
systems and the factors that are used in them are listed. An example of a method
for creating two-factor protection using open-source software is given. In the
course of the work, a software and hardware complex for automatic login to the
Windows operating system was implemented. The complex was created using the
Arduino Uno board, the RC522 radio frequency tag reader, and the tags
themselves. The algorithm of integration of this device for its correct operation is
described. The device can be used for educational purposes and for training
specialists in the framework of a training course. The prepared laboratory stand
will be relevant when studying the course "Software and hardware for ensuring
information security".



