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OO0®bekT ncciaenoBanus: Kpunrorpaduyeckue GyHKIIMH XEIIUPOBAHHUSL.

[IpenmeTom uccaenoBaHuUs SBISIOTCS KOJUTU3UU (QYHKIHHN XEIIUPOBAHMUS.

Llenpt0 MarucTepckod JucCCepTalMM  SBISETCA  pa3padoTKa  aJIroOpUTMOB
MOCTPOCHUS KOJUTM3UN KpUNTOrpahuuecKkux QyHKIMNA XeIINPOBAHUS.

Kpunrorpadguueckne GyHKIIUU XEITUPOBAHUS HCIIONB3YIOTCS: MPU aBTOPHU3AIUH,
JUTSL XpaHEHU Maposist, Npy WudpoBaHUU, TPU GPOPMHUPOBAHUU 3IEKTPOHHON HU(PPOBOI
MOJIITUCH U JPYTUX 00JACTSIX, TPEOYIOIINX MOATBEPKACHUS OPUTUHATBHOCTH JaHHBIX.
Tax kak kpunrorpaguyeckue Xem-QyHKIUH HCTOIB3YIOTCS Uil TOATBEPKIACHHUS
HEU3MEHHOCTH HCXOJHOW HMH(POPMAIIMH, TO BO3MOXXHOCTh OBICTPOTO OTBICKAHUS
KOJUTM3UM i1 HUX OOBIYHO paBHOCHIBHA JUCKpeAuTanuu. Ecnm Xem-QyHKIHs
UCIIOJIb3YETCsl I CO3AaHus UU(POBOM MOANHMCH, TO YMEHHWE HAXOAMUTh M1 HeE
KOJUIM3UU (AKTHUYECKH PABHOCWIBHO YMEHHMIO NOJJENbIBATh LHU(PPOBYIO MOIIHUCH.
[loaToMy  wHccienqoBaHue — KPUNTOCTOMKOCTH — KpunTorpaguueckux  (yHKIMiA
XEUIMPOBAHUS SIBJISECTCS BECbMA aKTyaJIbHOM 3a/1a4ei.

B marucrepckoil auccepranuy ObUTH NOJYYEHBI CIEAYIOLUE PE3YIbTAThI:

e l3yyeHbl HEKOTOpbHIE CYIIECTBYIOIIME METOAbl HAXOXKICHUS KOJUIM3UMA B
yacTHOCTU MU epeHinanbias ataka U TYHHEJIMPOBaHUE Ha TpuMmepe (QPyHKITUU
MDS5. Tak >xe moapoOHO OINHCAaHBI JOCTATOYHBIC YCIOBHS JUIsI TIOCTPOCHUS
KOJUITM3UOHHBIX COOOILICHHM.

e PaccMoTtpen npaktudeckuii B3nom anroputma SHA-1 non HazBanuem SHAUttered.
U peanuzanus JaHHOU aTtaku 1jsi noctpoeHus pdf-haiaoB ¢ oqMHAKOBBIM XelleM

e [IpoaHanu3upoBaHbl HEKOTOPHIE CIOCOOBI Pa3pabOTKU aNrOpUTMa MOCTPOEHUS
KOJIJIU3UH.



The master's thesis contains: 30 pages, 8 tables, 2 illustrations, 11 references.
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Object of research: cryptographic hashing functions.

The subject of the study is the collisions of hashing functions.

The purpose of the master's thesis is to develop algorithms for constructing
collisions of cryptographic hashing functions.

Cryptographic hashing functions are used: for authorization, for storing a
password, for encryption, for forming an electronic digital signature, and in other areas
that require confirmation of the originality of the data. Since cryptographic hash
functions are used to confirm the immutability of the original information, the
possibility of quickly finding a collision for them is usually tantamount to discrediting.
If a hash function is used to create a digital signature, then the ability to find collisions
for it is actually equivalent to the ability to forge a digital signature. Therefore, the study
of the cryptographic strength of cryptographic hashing functions is a very urgent task.

In the master's thesis, the following results were obtained:

e Some existing methods of finding collisions are studied, in particular, differential
attack and tunneling on the example of the MD5 function. Sufficient conditions
for constructing collision messages are also described in detail.

e A practical hacking of the SHA-1 algorithm called SHAttered is considered. And
the implementation of this attack to build pdf files with the same hash

e Some ways of developing the algorithm for constructing collisions are analyzed.



