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B nunnomuoii paGote 66 cTpaHMl, 8§ PUCYHKOB, 8 HCTOYHHMKOB, |
IIPUIIOKEHHE.

IIMO®POBAHME, CEKPETHBIM UYAT TELEGRAM, IIPOTOKOJI
MTPROTO, CKBO3HOE ILIM®POBAHMUE, ITPOTOKOJI AINODPUN-XEJIMAHA,
AES, IGE, ®YHKIMA KDF, KPUIITOAHAJIM3, KIIMEHT-CEPBEPHOE
I[MPUIJIOXEHMUE.

OObeKTOM HccleoOBaHUs JAaHHOW PaOOThl SIBISIETCS KPUOTOrpauuecKuit
npotokoia MTProto mis cekpetHsix yaTos Telegram.

Ilenpr0 AWTUIOMHON paOOTHI SBISCTCS HW3YUYCHUS, pean3alus W aHallu3
npotokosia MTProto ans cexpernsix yatos Telegram.

JIist JTOCTIDKCHHUSI ITOW IEJM HCIOJIB30BAIUCH CICAYIOIIUE METOIbl U
HHCTPYMEHTBI: U3ydeHrne opHUIUaIbLHON ToKyMeHTanuu Telegram, penakrop koja
Microsoft Visual Studio, s3bix mporpammupoBanusi C#, TeXHOJOTHUS TIATHOPMBI
NET mis co3nanust rpadudeckoro unrepderica Window Forms.

B nunnomHo# paboTte ObIITM OTYyYEHBI CIETYIONIUE Pe3yIbTaThI:

1) Onucana pabdorta npotokosa MTProto, Bkirovaroniasi B cedsi IpOTOKOI
Hudbdu-Xenmana s MoOdydeHHs OOIIEro CEKPEeTHOro Kiwya W oOMeH
COOOIIEHUSIMU C HCIIOJIb30BaHUEM CKBO3HOTO MIH(PPOBAHMUS.

2) PeanuzoBano yuyeOHOE KIMEHT-CEPBEPHOE MPUIOKEHUE, MOJIECTUPYIOIIEe
paboty mporokosa MTProto mms cekpetHsix daTtoB Telegram ¢ rpadudeckum
uarepdeiicom va Window Forms.

3) ITpoananu3upoBaHbl OCHOBHBIE aTaku Ha TpoTokoa MTProto v1.0, a Takxe
BBISIBJICHBI Ty TH MX TIpeoTBpaiieHus. [Ipoananuszuposan npotokon MTProto v2.0,

a Takke moJipoOHee paccCMOTPEeHa ySI3BUMOCTD JTAHHOW BEPCHH MPOTOKOJA K aTake
MitM.

JuruioMmHas paboTa mpaktudeckas. Ee pe3ybTaTel MOKHO UCTIOIB30BATh IS
noHuMaHus paboTel poTokoira MTProto mist cekperHsix yatoB Telegram, a Taxke
JAJbHEMIIEr0 aHaJIn3a KPUNTOCTOMKOCTH JaHHOTO MPOTOKOJIA.

I[I/IHJ'IOMHaH pa60Ta BBIIIOJIHCHA, IMOCTABJIICHHBIC 3a/la4X PCHICHBI B ITOJITHOM
061>eMe, €CTb BO3MOXXHOCTD IJId I[EU'IBHGIZHIGFO pa3BUTHA I/ICCJ'ICI[OBaHI/II\/'I.

JlurioMHast paboTa BBIMOJHEHA CAMUM aBTOPOM.



Thesis project is presented in the form of an explanatory note of 66 pages,
8 figures, 8 references, 1 application.

ENCRYPTION, TELEGRAM, MTPROTO PROTOCOL, END-TO-END
ENCRYPTION, DIFFE-HELMAN PROTOCOL, AES, IGE, KDF FUNCTION,
CRYPTOANALYSIS, CLIENT-SERVER APPLICATION

The research object of this thesis project is the MTProto cryptographic
protocol for secret Telegram chats.

The purpose of this work is to study, implement and analyze the MTProto
protocol for secret Telegram chats.

The following methods and tools were used to achieve the goal: study of the
official Telegram documentation, Microsoft Visual Studio code editor, C #
programming language, .NET platform technology for creating a Window Forms
graphical interface.

The main results of the thesis project are as follows:

1) The operation of the MTProto protocol was described, which includes the
Diffie-Hellman protocol for obtaining a shared secret key and exchanging messages
using end-to-end encryption.

2) A training client-server application that simulates the operation of the
MTProto protocol for secret Telegram chats with a graphical interface on Window
Forms was built.

3) Analyzed the main attacks on the MTProto v1.0 protocol, and identified
ways to prevent them. The MTProto v2.0 protocol has been analyzed, and the
vulnerability of this version of the protocol to the MitM attack is considered in more
detail.

This thesis project is a practical one. Its results can be used to understand how
the MTProto protocol works for secret Telegram chats, as well as further analysis of
the cryptographic strength of this protocol.

The thesis project is complete, all tasks have been successfully done, there is
a possibility for further research and development.

The thesis project was done by the author himself.



