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B nannoit numioMHoi padote 55 cTtpanul, 5 Tabnuil u 4 pucyHka.

TELEGRAM, CEKPETHBIE YATbBI, HIN®POBAHUE TELEGRAM,
AJITOPUTM AES IGE, ITPOTOKOJIbI HIM®POBAHUA TELEGRAM.

OO0BekTOM HcciienoBaHus sABIsieTcs MecceHkep Telegram.

enbto naHHO# pabOTHI ABIAETCS U3YUYEHUE U KPUNTOAHAIN3 MPOTOKOJIOB
nepenayu AaHHbIX Telegram. Y cToHYnMBOCTh MPOTOKOJIA K aTaKaM Y€JIOBEK
MOoCepeMHE U aTaKu C TOMOIIBIO OTKPBITHIX TEKCTOB. Peanuzanus anropurma
CO3/IaHUSI KJII0Ya aBTOPU3AIMHU [TOJIh30BaTENs.

TeopeTrueckyo OCHOBY JUIIJIOMHOM pabOThl B OCHOBHOM COCTaBIISIET
nokyMeHntanus Telegram u 3apyOekHbIE CTaThU.

B numiioMHo# paboTe ObLIM MOIYUYEHBI CIEAYIONINE PE3YIbTaThI:

1. I3y4eHsl mpOTOKOJIBI epeiaun JaHHbIX Telegram.

2. V3yuensl mudpoBanue u aemudposanue gaHubix B Telegram.

3. I[IpoBenen aHanu3 nepeayu JaHHBIX B CEKPETHBIX U OOBIYHBIX YaTax.

4. PeanuzoBaH aJirOPUTM T'e€HEpaIMU KJII0Ya aBTOPU3ALINH.

5. [lonydeHsl TEOPETUUECKHE BBIBOABI U MPAKTUUECKUE PEKOMEH AU,

JluninomHast paboTa sIBIsIETCSl TEOPETUUECKU-TIpakTHUeCcKOol. Ee pe3ynbTaTel
MOT'YT OBITh UCIIOJIB30BaHbI B YIYUIIEHUU 3aIUTHI KPUOTOTPaQUUCKUX MTPOTOKOJIOB
Telegram u moHuMaHus X pabOTHI.

JluninomHas paboTa sIBIsIETCS 3aBEPIICHHOM, MOCTABICHHBIE 3a/1au
BBITIOJTHEHBI B TTOJIHOM Mepe, MPUCYTCTBYET BO3MOXKHOCTD JaTbHEUIIIETO Pa3BUTHS
paboTHI.

JluriomMHast paboTa BBIMOJIHEHA aBTOPOM CaMOCTOSITEIBHO.



Thesis project is presented in the form of an explanatory note of 55 pages, 5
tables and 4 figures.

TELEGRAM, SECRET CHATS, TELEGRAM ENCRYPTION, AES IGE
ALGORITHM, TELEGRAM ENCRYPTION PROTOCOLS.

The research object of this thesis project is to study protocols of messenger
Telegram.

The purpose of this work is study and analysis of Telegram’s data transfer
protocols. The protocol's resilience to man-in-the-middle attacks and open-text attacks.
Implementation of the algorithm for creating a user authorization key.

The theoretical basis of the thesis is mainly made up of Telegram documentation
and foreign articles.

The main results of the thesis project are as follows:

1. The Telegram data transfer protocols was described.

2. We described how data in Telegram is encrypted and decrypted.

3. The analysis of data transmission in secret chats and regular chats was carried

out.

4. The algorithm for generating the authorization key was constructed.

5. Theoretical conclusions and practical recommendations were obtained.

The thesis is theoretical and practical. Its results can be used to improve the
security of Telegram's cryptographic protocols and to understand how they work.

The thesis is completed, the tasks are completed in full, there is the possibility
of further development of the work.

The thesis was completed by the author independently.



