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PE®EPAT

Junnomuas pabora 47 crpanui, 31 pPHCYHKOB (CXEMbI, Auarpammsl), 1
tabnura, 20 UICTOYHUKOB.

I[IOJIMTUKX KOHTPOJIAA AOCTVYIIA; MOZAEJIM KOHTPOJIA
JOCTVIIA; MATPHUILIA HOCTVIIA; JUCKPEHMOHHOE
PABI'PAHUYEHUE  OOCTVYIIA; MAHJATHOE  PA3I'PAHUYEHUE
JOCTVYIIA; MOIEJIb XAPPUCOHA-PY330-YJIbMAHA; MO/IEJIb BEJIJIA-
JTAITAIVIIA;

Obvexm uccnedoanus — MOAEIH pa3rpaHUYCHHsS] TOCTYyNa TUCKPELIMOHHON
Y MaHJATHOW MOJIMTHK O€30MacHOCTH.

Llenv pabomer - pa3paboOTKa MPOrpaMMHOIO KOMILJIEKCA, MO3BOJISIIOLIETO
UMUTHPOBATh PA3JIMYHbIE YCIOBHUS MOBEACHHS CYOBEKTOB U OOBEKTOB B paMKax
OCHOBHBIX MOJIEJIEH pa3rpaHUYEHHUs TOCTYIIA.

B nmuniomHol pa®oTe paccMOTpEeHbl pa3IMyHbIE MOJUTHUKH M MOJAEIU
KOHTPOJISL JOCTyNa B MHPOPMAIMOHHBIX cucteMax. [lonpoOHO omucaHbl Moaenu
Xappucona-Py33o-Ynemana u bemna-Jlallagyna. Pa3paborano mpuiioxeHue,
NO3BOJIAIOIEE JEMOHCTPUPOBATh PadOTy U YSI3BUMOCTH AMCKPELIMOHHOW MOJAEIN
KOHTPOJIS JOCTYIIA.

Pa3zpaboTanHoe NpUIIOKEHNE MOKET OBITh MCIOIb30BAHO B YUEOHBIX LIETIAX,
YTO TIO3BOJIUT U3YyUUTh HA 00JIee BBICOKOM YPOBHE MOJIETHN 0€30I1aCHOCTH.



PODEPAT

JpiruiomHas pabota 47 craponak, 31 MamtoHKay (CXeMbl, AbISITpambl), 1
tabmina, 20 KpbIHIIL.

ITAJIITBIKI PAZMEXABAHHA HOOCTVYILY; MAISJI KAHTPOJIIO
JOCTVYIIY; MATPLBIIHA AOCTVYILY; AAHAMEPHAE PA3MEXABAHHE
JOCTVYIIY; MAHIATHAE PA3MEXABAHHE JAOCTVYILY; MAIDJIb
XAPBICAHA-PY330-YJIIbMAHA; MAJIDJIb BOJUIA-JIAITAAYIIA;

Ab'exm oOacnedasanms — MaJpIl pa3MexaBaHHS JIOCTYIy agHaMEpHau 1
MaHJaTHAW MaTITHIK OSCIIEKI.

Mbma pabomwvl — pacmpanoyka MparpamMHara KOMIUIEKCY, sIKI Ja3Bajsie
IMITaBalb PO3HBISI YMOBBI MABOA3IH Cy0’eKkTay 1 ab’ekTay y paMKax acHOYHBIX
MaJRJIAY pa3MeKaBaHHA TOCTYIY.

VY ApIIOMHAN Tpansl pa3riiekKaHbl PO3HBIS MATITHIKI 1 MaJ3Il KaHTPOJIIO
nocryna ¥ iHdapManbliiHeix cictoMax. [laapaGs3Ha amicanbl mMaadii XapbicaHa-
Py330-Ynpmana 1 bomna-Jlallamyma. PacnpanaBana mparpama, sikas ga3Bajisie
JPMaHCTpaBallb Ipally 1 ypasniBacili aJaHMepHaid Maa3J1i KaHTPOJIIO TOCTYIIA.

PacnipriaBanasi mparpama mMo’ka ObIIlb BhIKapacTaHa ¥ HaBy4YaJdbHBIX MITaX,
IITO JJA3BOJIIIb BHIBYYbIIIb HA OOJIBII BRICOKIM y3pPOYHI MajIdui OsICIIEKi.



ABSTRACT

The degree work 47 pages, 31 figures (diagrams, diagrams), 1 table, 20
sources.

ACCESS CONTROL POLICY; ACCESS CONTROL MODELS; ACCESS
MATRIX; DISCRETIONARY ACCESS CONTROL; MANDATORY ACCESS
CONTROL; HARRISON-RUZZO-ULMAN MODEL; BELLA-LAPADULA
MODEL;

The object of the work are discretionary and mandatory models of access
control.

The purpose of the research is to develop an application that allows
simulating various conditions of behavior of subjects and objects within the
framework of the basic models of access control.

The degree work considers various policies and models of access control in
information systems. Models of Harrison-Ruzzo-Ulman and Bella-LaPadula are
described in detail. An application was developed for demonstrating principles of
operation and vulnerabilities of a discretionary access control model.

The developed application can be used for educational purposes, which
allow studying security models at a higher level.



