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O0BbeKT HcCIeI0BaHUSA — KOHIIEIIMA CHCTEM €OWHOTO BXOJa H
UCIIOJIb3yeMast 3aiuTa “HGOpMaIlii B HUX.

Heas padoTrbl — NOpOAHATM3UPOBATH CYIIECTBYIOIIME MOAXOAbBI IS
[EHTPAJU30BaHHON aBTOpU3AIMU M ayTeHTU(UKAUM TOJb30BaTeNael BeO-
MPUJIOKEHUH, BBIJICTUTh OOIME CBOMCTBA, pa3paboTaTh KapKac JJjisi BHEIPEHUS
JAHHOTO MOJX0Ja B BEO-NPUJIOKEHUS C KIACCUYECKOM CUCTEMOW 0€30MacHOCTH,
peanu3oBaTh €€ Ha MIPUMEPE BBIJJAHHOT'O TEXHUUECKOTO 3a/IaHUSI.

Pe3yabTaTr paboThl — BEO-NPUIIOKEHNE, TOCTPOEHHOE C UCIIOIb30BAHUEM
OTJICJIHOTO CEpBEpa aBTOpU3AIMU W ayTEeHTU(UKALMM, a TAKXKE BBISIBJICHHBIC
HEJIOCTAaTKH U TUTFOCHI CUCTEM €IMHOTO BXO/IA.

ObsacTh npuMeHeHnst — KpoccraThopMeHHas pa3paboTKa 3alUIIEHHbBIX
NPUWIOKEHUH, B TOM YHCIIE U MOOWIBHBIX NPHJIOKEHUH, a Takke 0oObeIUHEHUE
HECKOJIbKUX YYETHBIX 3alUCEN MOJIb30BATENEH MOJT OJHOM.
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Centralized user authentication and authorization
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Research object — the concept of single sign-on systems and the information
security used in them.

Purpose — analyze existing approaches for centralized authorization and
authentication of users in web applications, identify common properties, develop a
frame for implementing this approach in web applications with a classic security
system, implement it using the example of a technical task.

Result — web application built using a separate authorization and
authentication server, as well as identified weaknesses and advantages of single
sign-on systems.

Application area — cross-platform development of secure applications,
including mobile applications, as well as combining several user accounts under one.



