BEJIOPYCCKHUHN I'OCYJIAPCTBEHHbBII YHUBEPCUTET

DakyJabTeT NPUKJIATHON MATEMATUKHA U HHPOPMATHKHU

Kadeapa Texnosioruii nporpaMMupoBaHus

AHHOTaIMS K TUTUTIOMHOM paboTe

«BU3YAJIBHASI AHAJIUTUKA B UCCJIEJOBAHUN
IOPEKTUBHOCTHU CTET'OKOHTEMHEPOB PA3JIMYHBIX
KJIIACCOB»

Kyuepeuu Upuna OneroBna

Hayunsiit pykoBoauTtens — kanauaaT ¢us.-maT. Hayk, Mymiko B.B.

Musck, 2020.



PE®EPAT

Juniomuasa pabora: 55 crpanun, 36 pucyHkoB, 3 TaOmuusl, 11
HMCTOYHUKOB, | MpuioxeHue.

KiawueBbie caoBa: CTET'AHOI'PA®UA, COKPLITUE JAHHBIX,
H3B-BCTPAUBAHUE, BMP-OAINJI, BU3VJIBHAS ATAKA, ATAKA
I'MCTOI'PAMMBI, XN-KBAJIPAT.

O0bexkT mMccaenoBanus: BusyanbHble  METOAbl  OOHAPYKEHMS
BCTPOEHHBIX JIAHHBIX.

Hean pabdoTsl: peanusanus METOJOB HCCIIEIOBAaHUS CTETOKOHTEHHEPOB
Pa3IMYHBIX KJIACCOB HAa HAJIMYME BCTPOCHHBIX JIAHHBIX U aHAJIN3 PE3YJIbTATOB.

MeToabl HCCJIEIOBAHUA: a) TCOPCTHUYCCKUE: M3YYCHHUE JIMTEPATYPHBIX
WMCTOYHUKOB I10 HAIMPABJIICHUIO HCCIEIOBaHUS 0) MpaKTUYECKHe: 0000IIeHue
paboT B 00JIaCTM BH3yaJIbHOW aHAJUTUKA W CPaBHUTEIBHBIA aHAIIN3
TIOJIYYCHHBIX PE3YIbTaTOB.

Pe3yabTaT: M3ydeHbl OCHOBHBIE CBEJICHHMS O BCTPAMBAaHWM JaHHBIX B
U300paKeHUs M CYIIECTBYIOIIME aIrOpUTMbl MX oOHapyxkeHus. Ha ocHoBe
NOJIYYEHHBIX 3HaHUU peaan30BaHHbI BU3YyaJIbHBIE METObI U
IPOAHAIIM3UPOBAHHBI  PE3YJIbTATHI. beina  mpoaeMOHCTpUpOBaHHA
3G ()EeKTBHOCTh BU3YaJIbHOW aHATUTUKH B KCCIEJOBAaHUU CTETOKOHTEHHEPOB
Pa3JIMYHBIX KJIACCOB.

OobaacTh npuMeHeHus . chepa nHPOPMAITMOHHON OE30MTACHOCTH.



ABSTRACT

Diploma thesis: 55 pages, 36 figures, 3 tables, 11 sources, 1 attachment.

Keywords: STEGANOGRAPHY, DATA HIDING, LSB EMBEDDING,
BMP FILE, VISUAL ATTACK, HISTOGRAM ATTACK, CHI-SQUARE.

Object of research: visual methods for detecting embedded data.

Work purpose: implementation of methods for the study of stego-
containers different classes if embedded data are presence and analysis results.

Research methods: a) theoretical: the study of literary sources in the
direction of research b) practical: a synthesis of work in the area of visual
analytics and comparative analysis of the obtained results.

Result: we have studied the basic information about embedding data in
images and the existing algorithms for detecting them. Based on the obtained
knowledge, visual methods are implemented and the results are analyzed. The
effectiveness of visual analytics in the study of stego-containers of various
classes was demonstrated.

Scope: the sector of information security.



